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AHHOTAITUA

Jlobpo 1mo’kasoBaThb B PyKOBOACTBO paspaboTyrka. ITOT JOKYMEHT HaXOAUTCI B npouecce
paspabomku U CO3NAaETCAd YCHIWAMU MHOIHX JIofieli. MHOIHe pasfiesbl II0Ka OTCYTCTBYIOT, a
CYILI[eCTBYIOIIIE HYKJAIOTCA B OOHOBJeHUU. ECJM BBl XOTHUTE IIOMOYb C 3TUM IIPOEKTOM,
OTIIpaBbTe ITUCHbMO Ha CIMcoK paccbliku [Ipoexra [lokymenraruu FreeBSD.

[ToceiHsAS BepCUs 9TOTO AOKYMeHTa BCera JO0CTYIIHA I10 CChLIKe Beb-cepBep FreeBSD. Ero taxoke
MO>XHO 3arpysuTb B pasJUYHBIX $opmaTax U C pasHbIMM BapHaHTaMHU CKaTHUSI C cepBepa
3arpysku FreeBSD MM 0HOT0 M3 MHOTOUHCJIEHHBIX 3epPKaIbHBIX CaUTOB.
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JacTts I: OCHOBBEI



I'1aBa 1. BBegeHue

1.1. Pagpab6orka Ha FreeBSD

Bor MBI U 37echk. CHcTeMa yCTaHOBJIEHA, M BBl T'OTOBBI HavaThb IIporpaMMHUpoBaThk. Ho ¢ 4yero
HauaTh? YTo 1penmocraBisgeT FreeBSD? YTo oHa MOXKeT chesaTbh g MeHs KakK [Id
mporpamMmucra?

Bor HekoTOpele BOIIPOCHl, Ha KOTOpble 3Ta IylaBa IIBITAaeTCd OTBeTUThH. KoHeuHO,
IIporpaMMHpOBaHUe, KaK U JIt060e Ipyroe pemMecso, UMeeT pasHble YPOBHU MacTepcTBa. /[yIs1 KOro-
TO 3TO X006H, A1 Apyrux — npodeccus. MTHPopMaIiusd B 9TOU IJ1aBe MOKET ObITh OpHeHTHUPOBaHa
Ha HAaUMHAIIEeTo IIPOTpaMMMUCTa; JeUCTBUTEJIbHO, 0HA MOYKeT OBITH I10JIe3Ha IIPOrPaMMUCTY, He
3HaKoMOMYy ¢ IutaTdopmoit FreeBSD.

1.2. Bunenue BSD

Co3paTh HaWJIYUIINM IaKeT OIepParfiOHHOM cUCTeMBI, II0106H0M UNIX®, ¢ JO/OKHBIM yBayKeHUEM
K OPUTMHAJILHOM UJI€0JIOTUH IIPOrPaMMHBIX MTHCTPYMEHTOB, a TaK)Xe K Y00CTBY HUCII0JIb30BaHUs,
IIPOU3BOAUTEIHLHOCTH U CTAOUIHLHOCTH.

1.3. ApXUTEKTyYpPHEIE peKOMEHAalliuu

Harira uieoJ1orust MosKeT ObITh OIIKCaHa CJIeIYI0IINMU IIPUHITUIIaMHU
* He pno6aBisaiiTe HOBYIO OQYHKIIMOHAJIbHOCTh, €CAH pa3paboTYNK He MOJKeT 3aBepPIINUTH
peasibHOe IIPUIoKeHMe Oe3 Heé.

* Ba’KHO He TOJILKO OIIpee/JINTh, UeEM ABJIAETCA CHCTEeMa, HO 1 YeM OHA HeE ABJIAETCA. He cTout
IIBITAaTBCA YAOBJIETBOPUTE BCE BO3MOJKHEIE HOTpE6HOCTI/I; BMeCTO 3TOro C,ILEJI&IZTQ CUCTEMY
paCHIHpHEMOﬁ, YTOOBI JOIIOJITHUTEJ/JIbHBbIE Tpe6OBaHI/IH MOIJIH  OBITH peasn3oBaHbl C
COXpaHeHHeM COBMECTHUMOCTH.

* Xynamiee, ueM 00600IleHIIe Ha OCHOBE OJHOTO IIpuMepa — 3TO 0600IIeHHe (6e3 IpPHUMepOB
BOOOIIIE.

* Ecin mpobsieMa He [0 KOHIA IIOHSATHA, BEPOSATHO, JIydllle BOOOINe He IIPeZ0CTaBJIATH
pelIeHusl.

* Ecsii BBl MOJKeTe ITOJIy4UTh 90% >kesmaeMoro sdpdexra 3a 10% pabOTHI, UCIIOJIBL3YHUTe GoJlee
IIPOCTOE pellleHHe.

* M30sMpyHTe CJI0KHOCTB HACTOJIBKO, HACKOJIBKO 3TO BO3MOYKHO.
» IIpenocTaBisATh MeXaHHM3MBI, a He IIOJMTHKH. B dYacTHOCTH, IlepefaliTe IIOJIUTHUKY

I10JTh30BaTEIbCKOT0 UHTepderica B pyKU KIHUeHTa.

W3 Illetipiiepa u I'ertrca: «X Window System»



1.4. CTpyKTypa Karasiora /usr/src

[TosrHBIA UCXOMHBIU KON FreeBSD mocTyreH B HailreM I11yosimuHoOM Git-perrosutopun. MCXOTHBIA
KOJi 0OOBIYHO yCTaHaBJIMBaeTCd B /usr/src. CTpyKTypa JepeBa KaTaJoroB MCXOJHOI0 KOJja OIIMcaHa
B ¢parisie README.md Ha BepXHeM YpOBHEe JiepeBa.


https://cgit.freebsd.org/src/
https://cgit.freebsd.org/src/tree/README.md

I'maBa 2. HHCTpyMeHThI pa3padoTKH

2.1. 0630p

B 9TOM I1aBe IIpefCTaB/JI€HO BBeJeHHEe B HCIIOJb30BAaHWE HEKOTOPHIX HHCTPYMEHTOB [JIA
IIpOorpaMMHUPOBAHU, II0CTaBAAEeMEBIX ¢ FreeBSD, X0Td MHOroe U3 OIMCAaHHOIO IIPUMEHUMO U K
IpyruM BepcusaM UNIX®. OHa He IIpeTeHIyeT Ha JeTaJbHO0e OIIMCaHue IIpollecca HalluCaHus KO/a.
Bosplllag 4acTh IJIaBBI IIpefliojlaraeT HajJIuyhe MHHUMAaJIbHBIX MM OTCYTCTBHE 3HAaHUMN B
IIPOrPaMMHPOBAHUH, XOTS IIPeAIIojaraeTcs, 4To Ja’ke OIBITHBIE IIPOTPAMMMUCTBI HAWAYT B HeM
YTO-TO II0JIE3HOE.

2.2. BBeieHue

FreeBSD mpeqocTaBisieT OTJIMYHYH cpefy paspaboTku. Kommusaropsl fyig C u C++, a Takke
acceMbJiep BXOIAT B 6a30BYH0 CUCTEMY, He TOBOPS y>Ke 0 KJaCcCHUeCKUX MHCTpyMeHTax UNIX®,
TaKUX Kak sed ¥ awk. ECJIM 3TOTO HeOCTaTOYHO, B KOJUIEKITUU Ports OCTYIIHO MHOKeCTBO APYTUX
KOMIIMJIATOPOB U UHTEePIIpeTaTOPOB. B ciexyroiiieM paszgese, BBereHue B IIporpaMMUpOBaHUE,
IIepeyrcJIeHbl HEeKOTOphle M3 [IOCTYIIHBIX BapHaHTOB. FreeBSD o6iafaeT BBICOKOM
COBMECTHMMOCTBIO CO CTaHAapTamMH, TaKUMHU Kak POSIX® u ANSI C, a TakkKe C COOGCTBEHHBIM
HaciaenueM BSD, 4TO 1I03BOJIAET CO3[aBaTh IIPUJIOKEHUS, KOTOpPble OYAYyT KOMIIMJIMPOBATBHCI U
3aIycKaThCd C MUHUMaJIbHBIMU U3MEeHEeHUSIMU WU 6e3 HUX Ha IIIUPOKOM CIIeKTpPe IIaTGOopM.

OpmHako BcA 3Ta MOIb MOJKeT IIOHayasly OIIeJIOMUTH, €CJIM Bbl HUKOIZIA pPaHbllle He IIHCAJIN
nporpaMmmbl Ha mratdopme UNIX®. 3TOT MOKYMEHT IIpH3BaH IOMOYbL BaM HadaThb paboTy, He
YIIIy6JIACh CIUIIIKOM CUJIBHO B 60JIee CJI0’KHBIe TeMBbl. []esIb 3aK/II04aeTCcsl B TOM, YTOOBI JaTh BaM
OCTAaTOYHO 6a30BbIX 3HAHUM I IIOHUMaHU JOKYMeHTalluu.

BoJib11ast yacTh JOKyMeHTa He TpeOyeT WK [I0UTH He TpebyeT 3HaHUU IIPOrpaMMUPOBAHUS, XOTS
npeanosaraeT 6azoBble HaBBIKK PaboThl ¢ UNIX® U rTOTOBHOCTDH YUUTHC!

2.3. BBegeHue B mporpaMMHpPOBaHUe

IIporpaMmMa — 3TO0 Ha00p HMHCTPYKIIMH, KOTOphle YKa3blBAalOT KOMIIBIOTEPY BBIIIOIHATH
pasIMYHble NeHCTBUS; MHOI/A BBIIOIHIeMass MHCTPYKIIUS 3aBUCUT OT pPe3yJsIbTaTa IpebIAyIe.
B 3ToM pasjesie IpefcTaBIeH 0030p ABYX OCHOBHBIX CIIOCOGOB Iepefjlaud TaKUX HHCTPYKITUH,
WY, KaK UX 00BIYHO Ha3bIBAIOT, «KOMaH/l». OUH CII0C06 HCII0/IL3yeT UHMepnpemamop, Apyrou —
komnuasmop. IIOCKOJIBKY 4YesloOBeYeCKHe S3BIKM CHAHIIKOM CJOXKHBI /IS OJHO3HAa4YHOTO
IIOHUMaHUSI KOMIILIOTEpPOM, KOMAHIbI OOGBIYHO 3alMCHIBAIOTCS HA OJHOM U3 CIEeIHaIbHO
pa3paboTaHHBIX JJIs ITOTO SI3BIKOB.

2.3.1. HHTEepripeTaToOpsl

C HHTEPIIPpEeTaTOPOM HA3BIK IIOCTABJ/ILAETCA KaK Cpeld, B KOTOpOfI BBl BBOJIKUT€ KOMaHIBI B
IIpUIJIallieHruH, U Cpela BBIIIOJIHAET WX [JIsd Bac. Jltsa 0o0Jiee CJI0>KHBIX IIporpaMM BBEI MOJKETE
BBECTH KOMaH/IBI B c]>a17m X 3aCTaBUTHh UHTEPIIPETATOP 3arPy3UTH Cl)&fIJI H BBIIIOJIHUTH KOMaH/IbI B
HEéM. Ecii 4TO-TO HOfI,I[éT He TaK, MHOI'H€ MHTEPIIPETATOPHI I1epeBeayT BaC B OTJIa/TUHK, YTOOBI



IIOMOYb HaUTHU IIPOBJIEMY.

[IperMyIlecTBO 3TOI0 IMOAX0/a B TOM, YTO BBl Cpa3y BUAMTEe Pe3yIbTaThl BHIIIOIHEHUS KOMaH, a
OIIIMOKM MOJKHO JIETKO UCIIPaBUTh. CaMblil 60JIBIIION HeJ0CTAaTOK IIPOSABJIAETCS, KOIZA BbI XOTHUTE
II0/{e/IUTHCS CBOMMH IIpOrpaMMaMH C KeM-TO. Y HUX I0JDKeH OBITh TaKOM Ke HHTepIIpeTaTop, UiIU
y BaC J0JDKeH OBITH CII0C00 IIpefioCTaBUTh er0, U OHU J0JDKHBI IIOHUMAaTh, KaK UM I101b30BaThCS.
KpoMme ToOro, Iosb3oBaTesIM MOXKeT He IIOHPABUTBLCH, €CJIH OHHM IIONajfyT B OWIAAUUK IIPHU
Ha)kKaTUXU He TOM KiyaBUINM! C TOUYKU 3peHUs IIPOU3BOJUTEIBHOCTH HHTEPIIPeTaTOPhl MOIYT
II0TPe6JIATH MHOTO ITaMITH ¥ 00BIYHO IeHePUPYIOT KO MeHee 3QPeKTUBHO, YeM KOMITUIATOPEI.

ITo MOeMy MHEHUI0, HHTePIIpeTUpyeMble sI3bIKHM — 3TO JIYUIIIHHI CII0C06 HavaTh, €CJIU Bbl paHbIIIe
He 3aHMMaJIMCh IIporpaMMHUpoBaHueM. Takas cpefia 0OBIYHO BCTpedaeTcs B sI3bIKax Bpoje Lisp,
Smalltalk, Perl 1 Basic. MOXHO Tax>Ke yTBep>KaTh, uTo UNIX® shell (sh, csh) cam 110 cebe gBiseTcsa
UHTEPIIPeTaTOPOM, M MHOIHMe dYacTo IUINYT Sshell-«CKpuUOThI» [JId IIOMOIU B PasIUYHBIX
«XO035IMCTBEHHBIX» 3a/lavyaXx Ha CBOMX MallWHaX. /JeHCTBUTE/NBHO, YaCTb OPUIHMHAJIbHOM
¢mnocopun UNIX® sakiiroyasach B IIpefoCTaBJIeHUH MHOYKeCTBA HeOOJIBIINUX YTHUINT, KOTOpPbIe
MO’KHO OBLJIO CBSI3BIBaTh BMecTe B shell-CKpHIITax /j11 BEIIIOJIHEHM I10JI€3HBIX 3a/1a4.

2.3.2. locTyIIHBIe HHTepIpeTaTopEI B FreeBSD

BOT CIIMCOK MHTEPIIPeTaToOpoB, AOCTYIHBIX B Kosutekniuu mmopToB FreeBSD, ¢ KpaTKUM 00630poM
HEeKOTOPBIX HanuboJIee IOIYJIAPHBIX HHTEPIIPEeTUPYEMBIX SI3BIKOB.

WHCTPYKIIMH II0 IIOJIyYeHUI0 U yCTaHOBKe IIPHJIOKeHUM U3 KosIIeKIIuy II0pTOB MOYKHO HaUTH B
pasfese [IopTHI PyKOBOJICTBA.

BASIC

CoxpameHue oT Beginner’s All-purpose Symbolic Instruction Code. Paspa6oraH B 1950-X romgax
/11 00y4eHUs CTY[eHTOB YHHUBEPCUTETOB IIPOIPAaMMHMPOBAHHI0 U IIOCTABJISICA C KaXKAbIM
yBaKawIIUM cebs1 IIepCOHaJbHBIM KOMIIbIOTEPOM B 1980-x. BASIC — mepBBIM $3BIK
IIPOTpaMMMpPOBaHUA [JId MHOTMX IIPOrpaMMHUCTOB. OH Tak’Ke sBJISeTCd OCHOBOM zya Visual
Basic.

HUuTepniperaTop Bywater Basic MokHO HaiiTH B KoJsutekKiuu mopToB Kak lang/bwbasic, a
uHTepuperaTtop Phil Cockroft’s Basic (paHee m3BecTHBIM Kak Rabbit Basic) gocTymeH Kak
lang/pbasic.

Lisp
SI3BIK, paspaboTaHHBINM B KOHIle 1950-X rofoB KakK aJbTepHAaTHBAa IIOIYJSPHBIM B TO BpeMs
I3bIKaM [I1 «4YUCJIeHHBIX pacuyéroB». B oTinMuMe 0T HUX, LiSp OCHOBaH Ha CIIHMCKAaX;
daKTHUeCKH, Ha3BaHUe ABJILeTCA COKpallleHHueM oT «List Processing» (06paboTka crmckoB). OH
O4YeHb IIOIYJIIPEH B KPyrax, CBA3aHHBIX ¢ MM (MCKyCCTBEHHBIM HHTEJIJIEKTOM).

Lisp — 3TO 4ypes3BBIYAaWHO MOIIHBLIM W CJI0KHBIM S3BIK, HO OH MOJKET II0Ka3aThbCs 0BOJIBHO
OO0JIBIIIUM U TPOMO3IKUM.

B Kosurekiimu moptoB FreeBSD AOCTYIIHBI pasjinuyHbIe peajusaliiy Lisp, KOTOpble MOTYT
paboraTh B cucteMax UNIX®. CLISP ot Bruno Haible u Michael Stoll mocrymen xak lang/clisp.
Bosiee mipocrad peasmsarud Lisp, SLisp, focTyIiHa Kak lang/slisp.


https://docs.freebsd.org/ru/books/handbook/ports#ports-using
https://cgit.freebsd.org/ports/tree/lang/bwbasic/
https://cgit.freebsd.org/ports/tree/lang/pbasic/
https://cgit.freebsd.org/ports/tree/lang/clisp/
https://cgit.freebsd.org/ports/tree/lang/slisp/

Perl

OueHb TIOIYJSIPEH CPeIU CHUCTEMHBIX aJIMUHUCTPATOPOB [JI1 HAITMCAHUS CKPUIITOB; TAaKXKe
YacTo UCIIOJIb3YyeTcss Ha Be6-cepBepax Ayt HanucaHus CGI-CKpHUIITOB.

Perl goctyneH B KosuieKIiuu IopToB Kak lang/perl5.36 g Bcex BhIITYCKOB FreeBSD.

Scheme

JunanekT Lisp, KOTOPBIN 60Jiee KOMIIaKTeH U YUCT 110 cpaBHeHHUI0 ¢ Common Lisp. [TomysisipeH B
YHUBEpPCUTEeTaX, TaK KaK J0CTaTOYHO IIPOCT AJI1 00ydeHUs CTYZAEeHTOB B KaueCTBe IIEPBOIO
I3bIKa, U IIPU 3TOM 006Ja/iaeT AOCTAaTOUHBIM YPOBHeM aOCTpaKIUM [JIg KCIIOJIbL30BaHUS B
HUCCIe0BaTeIbCKOM paboTe.

Cxema poctynHa u3 Kosureknimum ITopToB Kak lang/elk misgs HMuTepriperatopa Elk Scheme.
HnuTtepnperaTop MIT Scheme M0>kHO HaUTH B lang/mit-scheme, a MHTepipeTaTop SCM Scheme
— B lang/scm.

Lua

Lua — 93TO JIerKOBeCHBIN BCTpauWBaeMBIM s3BIK CIeHapueB. OH 00saaeT BBICOKOH
IIepeHOCUMOCTBI0 U OTHOCHUTEJILHO IIPOCT. Lua [0CTylleH B KOJUIEKIIMU IIOPTOB B IIaKeTe
lang/lua54. OH Tak)Ke BKJIIOUEH B 0a30BYI0 cucTeMy Kak /usr/libexec/flua pig ucriosb3oBaHUsA
KOMIIOHEHTaMH 0a30BOM cucTeMbl. CTOpPOHHee IIpOorpaMMHOe obecliedyeHHe He I0JDKHO
3aBuceTs 0T flua.

Python

Python — 3T0O 06BEKTHO-OPHMEHTHUPOBAaHHBIM HMHTEPIIPETHPYEeMBIX g3BIK. Er0 CTOPOHHUKU
YTBEPXKAAI0T, YTO 3TO OJMH M3 JIYUIIIMX SI3BIKOB /I Havasla IIPOrpaMMUPOBaHUSA, II0CKOIBKY
OH OTHOCHUTEeJbHO IIPOCT B OCBOEHHH, HO He YCTylaeT [JPYIMM IIOIYJIAPHBIM
UHTepIIpeTUPYeMBbIM SA3BIKaM, HCIIOJIb3YeMBIM [UId paspaboTKM KpPYIHBIX U CJIOXKHBIX
npuaokeHuH (Perl u Tcl — nBa JpyTrUX A3bIKa, OIY/IAPHBIX /I TAKUX 3a1a4).

[Mocsenusist Bepcus Python noctymHa B KoJuleKITUu OPTOB B IakeTe lang/python.

Ruby

Ruby — 3TO  UHTEPIpPETHPYEMBIH, UHUCTO  OOGBHEKTHO-OPUEHTHUPOBAHHBINA  SI3BIK
mporpaMMupoBaHus. OH IIOAYUYWI HIMPOKYI0 TOIYJSIPHOCTH 6Jjarofapsi IIPOCTOMY IJIst
IIOHUMAaHUS CHHTAKCHUCY, THOKOCTH IIpM HANHCAHUM KOJAa ¥ BO3MOXKHOCTH JIETKO
paspabaThIBaTh U IO/IEP>KUBATH GOJIBIITHE, CJI0>KHBIE IIPOTPaMMEL.

Ruby mgocTtymeH B KosuteKiuu mopToB Kak lang/ruby32.

Tcl u Tk

Tcl — 9TO BCTpaWBaeMbll HHTEPIIPETUPYEMBIN $3bIK, KOTOPBIM IIOJY4YMJ IITHPOKOE
pacipocTpaHeHHWe U IIOIIYJIPHOCTH B OCHOBHOM 6Jiarofiapsd CBOeM IIepeHOCHMOCTU Ha
MHO>KeCTBO IIaTGopM. OH MOKeT UCII0/Ib30BaThCA KaK /11 OBICTPOr0 HAIIMCAaHUS HeOOJIbIITUX
IIPOTOTUIIOB IIPUJIOKEHUM, TaK U (B codyeraHuHd c Tk, HaGOpOM HHCTPYMEHTOB I
rpaduyeckoro uHTepdeica) IOJTHOIEHHBIX IIPOrpaMM € 60raThiM GYHKITHOHAIOM.

Pasiuunble Bepcuu Tcl mocTymiHBL B KadecTBe OPTOB i FreeBSD. Ilocienusis Bepcus, Tcl 8.7,
HaxOIUTCH B ITakeTe lang/tcl87.


https://cgit.freebsd.org/ports/tree/lang/perl5.36/
https://cgit.freebsd.org/ports/tree/lang/elk/
https://cgit.freebsd.org/ports/tree/lang/mit-scheme/
https://cgit.freebsd.org/ports/tree/lang/scm/
https://cgit.freebsd.org/ports/tree/lang/lua54/
https://cgit.freebsd.org/ports/tree/lang/python/
https://cgit.freebsd.org/ports/tree/lang/ruby32/
https://cgit.freebsd.org/ports/tree/lang/tcl87/

2.3.3. KoMnuisaTopsl

KoMIIUIATOpHI [OBOJIBHO CHJIBHO pasyinyaroTcs. IIpesxkze Bcero, BBl IIHIIIeTE CBOM KOZ B darisie
(i ¢aisax) ¢ IOMOIIBIK pefaKTopa. 3aTeM BBl 3allyCcKaeTe KOMIIWIATOP M IIPOBepsieTe,
IIPUHUMAET JIM OH Ballly IporpaMMmy. Ecji mporpaMMa He CKOMITMJIMPOBAsach, CTUCHUTE 3yYOhI U
BEpPHUTECH K peJaKTOPy; eC/IM Ke KOMIIWJISAITUS IIPOIIlIa YCIIeITHO U IIporpamMMa Oblja co3fjaHa,
BBl MOKeTe 3aIlyCTUTh €€ MO0 B KOMaHJHOMW CTpPOKe 060JI0YKH, JIMO0 B OTJIaJUHKE, UTOOBI
IpOBepHTE eé padory."

OueBHU/IHO, 3TO TpebyeT GOJIbIle YCHJIMH II0 CPaBHEHHIO C KCIIOJb30BaHHEM HHTEepIIpeTaTopa.
OfHAaKO 3TO IIO3BOJIIET [leJlaTh MHOJKeCTBO Belllel, KOTOpble OUYeHb CJIOXKHBI HJIH Jarke
HEeBO3MO)XHBI C HHTepIIPeTaToOpoM, HaIlphMep, IIHcaTh KO, TECHO B3aHMMOJEHCTBYIOIIHUM C
OIlepaIliOHHOM CHCTEeMOM — WM Jake CO3ZaBaTh COOCTBEHHYIO OIepallMOHHYI0 cHUcTeMy! ITO
TaKKe II0JIE3HO, ec/IM TpeOyeTcsl HammcaTb OueHb 3QPeKTUBHBIM KOJ, TaK KaK KOMITHJISITOP
MOXKET He CIIeIIUTh Y OITHMH3UPOBATh KO, UTO GBUIO GBI HeIIpHeMJIEMO B HHTepIIpeTaTope.
BoJsiee TOro, pacpocTpaHeHHe IIPOrpaMMBbl, HalTMCaHHOM 11 KOMIIMJIATOPA, 06BIYHO MIPOIIle, YeM
IS HWHTepIpeTaTopa — MOXKHO IIPOCTO IIPEIOCTaBUTL KOIIHIO HCIIOJIHSIeMOro ¢aiina,
IIpeAIIosIarasi, YTo y II0JIb30BaTesIsd Ta YKe ollepallioOHHasi CHCTeMa, UTo U Y Bac.

ITIOCKOJIBKY ITUKJI pefaKTHPOBaHUA-KOMIIUIAIIMH-3aIyCKa-0T/IaJKHA JOBOJIBHO YTOMUTEJIEH IIPU
HUCII0JIb30BaHUU OTZEJBHBIX IIPOrpaMM, MHOTHE IIPOU3BOAUTEINM KOMMeEPUYEeCKHUX KOMIIM/IITOPOB
CO3/laJI UHTEIPUpPOBaHHbIE Cpelbl pa3paboTku (cokpamiéHHo IDE). FreeBSD He BkuroyaeT IDE B
6a30ByI0 cucTeMy, HO B KosuteKIiuu 1opToB focTylieH devel/kdevelop, 1 MHOTHe UCIOJIb3YIOT IJIS1
aTou 1esi Emacs. Ucnosb3oBaHre Emacs B kauectBe IDE o6cy>kmaeTcs B Mcrosib3oBanue Emacs
KakK cpe/ibl pa3paboTKHU.

2.4. KoOMIOIuIsanus ¢ IOMOIIIBIO CC

JTOT paszes MOCBAIIEH KOMIIMIATOPY clang nya a3bIKoB C U C++, TaK KaK OH yCTaHaBJIMBAETCA
BMecTe ¢ 6asoBoi cucTteMoit FreeBSD. Clang ycraHaBauBaeTcs Kak cc; ItakeT GNU-koMImuiassTopa
lang/gcc moctymeH B KoJIIEKIIMHU IIOPTOB. /leTajlM CO3ZaHHSA IIPOrPaMMBI C MHTEPIIPETATOPOM
3HAUWUTEeJbHO Pas/JIMYaloTCd B 3aBUCUMOCTHU OT MHTepPIIpeTaTopa U OOBIYHO XOPOIIO OIIMCAaHBI B
DOKyMEeHTAIlUH U OHJIaMH-CIIpaBKe MHTepIIpeTaTopa.

Kak TOJIbKO BBl HaIlUIlleTe CBOM Ile[leBp, CIEAYIOIUN I1ar — IIipeobpa3oBaTh €ro BO UTO-TO, UTO
(Hageroch!) 6ymeT paborath Ha FreeBSD. OOBIYHO 9TO BKJIIOUAeT HECKOJIBbKO I1aroB, KaXKIbIN K3
KOTOPBIX BBITIOJIHAETCI OTAEJILHOU IIPOTPaMMO.

1. O6paboTaTh UCXOMHBIN KO/, YTOOHI yAAJIUTh KOMMEHTAPHUH U BBIIIOJHUTH [IpyTHE NeNCTBUS,
TaKHe KaK pacKpbITHe MaKpocoB B C.

2. IIpoBepUTH CUHTAKCUC Balllero Koja, 4Tobbl yOeIUTHCS, YTO BhI COOJIIOjaeTe IIpaBUjIa sI3bIKa.
Eciu HeT, OH 1oXKkajyeTcs!

3. IIpeo6pas3oBaTh UCXOAHBIM KOJ B acCeMOJIEPHBIN SI3BIK — 3TO OYeHb OJIM3KO K MallMHHOMY
KO[ly, HO BCé elllé IIOHATHO YesI0BeKy. Kak yTBeprKiaeTcs.

4. TIpeo6Gpa3oBaTh SI3BIK acceMbiiepa B MalllMHHBIN KOJ, — [1a, 3/leCh peUYb UAET 0 6UTax U 6alTax,
eMHUIIAX U HYJISIX.

5. HpOBepI/ITB, YTO BbI HCIIOJIB30BaJIM TaKHeE 3JIEMEHTBI, KaK CI)YHKL[I/II/I u IJ00a/IbHbIE

10


https://cgit.freebsd.org/ports/tree/devel/kdevelop/
https://cgit.freebsd.org/ports/tree/lang/gcc/

IlepeMeHHble, TPaBWJBHO U IIOCTAe0BaTeJbHO. Hampumep, ecJM Bbl  BBI3BAJIH
HeCYIIeCTBYIOIYI0 QYHKITHIO, 3TO 6Y/IeT 0TMeUeHO.

6. EcotTh BBl IIBITaeTeCh CO3/aTh HCIOJHSIEMBIH ¢Qaiiyi U3 HECKOJbKHX HCXOTHBIX (ausos,
OIIpe/leINTh, KaK 00 beJUHUTH UX BCe BMECTE.

7. OHpe,ILEJII/ITB, KaK COo3IaThb YTO-TO, UTO 3arpy34uHK BpEMEHH BBLIIIOJITHEHHS CHCTEMBI CMOJKET
3arpy3uTh B IIaMATH U 3aIllyCTUTE.

8. HakoHel1, 3anycaTh UCIIOJIHAeMBbIN $paiiy B ¢paiIOByI0 CUCTEMY.

CJI0BO KOMNUAAYUS YaCTO OTHOCUTCS TOJILKO K ITIaraM c 1 1o 4, a ocTaJIbHbIe ITIar'y Ha3bIBAIOTCS
AUHKO8KOI. UHOT/A 1T1ar 1 Ha3bkIBAIT NPenpoueccuposaHueM, a maru 3-4 — accemob.Aupo8aHueM.

K cuyacTplo, IIOYTH BCe 3TH [JeTaJl CKPBITHI OT Bac, TaK KaK cC — 3TO HHTepdeic, KOTOPBIA
yIIpaBJisieT BBI30BOM BCEX ITHX IIPOrpaMM C IIpaBUJIBHBIMHM apryMeHTaMH 3a Bac; JOCTaTOYHO
IIpoCcTo HabpaTh

% cc foobar.c

H 3TO BBI3OBET KOMITHJIAITHIO QJafma foobar.c Bcemu IIepeurCJI€eHHBIMHU BBIIITE MTaraMH. Eciu Yy Bac
HECKOJIEKO (baﬁHOB JJI1 KOMITWUJIAITWUH, ITPOCTO C,I[E‘JIaI‘/JITe YTO-TO BpoJae

% cc foo.c bar.c

O6paTuTe BHUMaHUe, YTO IIpOBepPKa CUHTAKCHCa — 3TO BCETo JIUIIb IIpOBepKa CHHTaKcuca. OHa
He BBIIBUT JIOTHYECKHX OIIMHG0K, KOTOphle BBl MOIJIM JOIYCTUTH, HAIPUMep, CO3/aHHe
6eCKOHEeYHOT0 IMK/Ia MJIH UCII0Ib30BaHIe My3hPLKOBOi COPTUPOBKU BMeCTo 6uHapHO#.”

CYH_IECTByeT MHO>KECTBO OHHHFI oJId cc, BC€ OHHU OIIMCaHBI B PYKOBO/CTBE. BOT HeCKOJIbKO
Hamnbo0JIee Ba)KHBIX U3 HUX C IIprMepaMu UCII0JIb30BaHUA.

-0 filename

VIMsI BEIXOZ{HOTO daiia. ECIH BB He HCITOIb3yeTe 3Ty OIITHIO, CC CO3JACT MCIIOMHIEMbIH aii
umeneM a.out.”

¢ foobar.c executable is a.out
¢ -o foobar foobar.c executable is foobar

)
%
)

%

c

c

-c
[IpocTo ckoMImaupyeT ¢aiiy, He CBsI3bIBasi ero. IIojie3HO 11 HeGOJIBIIUX IIpOrpaMM, Ifie
HY>KHO TOJILKO IIPOBEPUTH CUHTAKCUC, UJIH eCJIU BBl UCIIoIb3yeTe Makefile.

% cc -c foobar.c

ITO co3macT o06veKkmHbll @pailin (He UCHOJHSIeMbIE) ¢ uMeHeM foobar.o. Ero Mo’kHO
CKOMIIOHOBATB C IPYTUMHU 00 beKTHBIMU paiiylaMU B UCIIOJIHSAEMBIH Qaiil.
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Co3gaTh OTJIQJOYHYI0 BepCHUI0 MCIIOJHsAeMoro ¢amma. IJTO 3acTaBisieT KOMIIMJIATOP
3allMCBhIBAaTh B HCIIOJHSEMBINM Qaiil MHGOPMAIIUI0 O TOM, KaKasl CTpOoKa KaKOro KCXOJHOTIO
daiisia COOTBETCTBYyeT KaKOMY BBI30BY OYHKIMH. OTIafuUK MOXKeT HCIIOJIb30BaTh 3Ty
HHQOpPMAaIUIO IJIs1 0TOOpakeHUsI NCXOJHOTrO KOZa IIPH II0IIIar0BOM BBIIIOJTHEHUM IIPOTPaMMEL,
UTO OUeHb II0JIe3HO; HeJOCTaTKOM SIBJIIeTCS TO, UTO BCA 3Ta JOIIOJHUTeJbHas MHPOpMAaIIUI
3HAYUTeJbHO yBeJMYHBaeT pasMep IporpaMMbl. O6BIYHO BBl KOMIIKJIMPYeETe C -§ BO BpeMs
paspaboTKH IIPOrpaMMEl, a 3aTeM KOMITMJIMPYeTe "PeIM3HYI0 Bepcrro” 6e3 -g, Korja yoeaurecs,
4TO0 OHa paboTaeT IPaBUJILHO.

0,

% cc -g foobar.c

3TO CO3/ACT OT/IA/[0UHYI0 BePCUI0 TPOrPaMMEL

Co3aéT ONTHMHU3HUPOBAHHYI0 BePCUI0 HCIIOJHAEMOro ¢aiia. KoMIMIATOp IIpUMeHseT
pasuyHble XUTpble IIPUEMBI, UTOOBI IOIBITATHCSI CO3[aTh UCIIOJMHSEMBIM (ai, KOTOPBIN
paboTaeT 6nicTpee 06BIYHOIO. Bbl MOXKeTe H00aBUTH 4MCI0 mocie -0, 4ToObl yKasaThb 6oJiee
BBICOKMU YpOBEHb ONTHMM3al[i¥, HO 3TO YaCTO BBISBISET OIIHUOKH B OITHMH3aTOpe
KOMITHJIATOPA.

% cc -0 -o foobar foobar.c

JTO co37acT ONTHMU3UPOBaHHYI0 Bepcuio foobar.

Crenyroiye Tpu ¢Jiara 3acTaBgT cc IIPOBepPsITh, UYTO Balll KOJ, COOTBETCTBYET COOTBETCTBYIOIIEMY
MeXXYHapOJHOMY CTaHAApPTYy, YacTO Ha3blBaeMOMY CTaHAApTOM ANSI, XOTS CTPOro roBops, 3TO
craHzgapt ISO.

-Wall

BKJIFOUHTH BCe IIpeAyIlpesK/eHHsI, KOTOphble pa3spaboTuuKU cc CUMUTAIOT I10J1e3HBIMU. HecMoTps
Ha Ha3BaHUe, 3TO He BKJIIOYUT BCe IIpeAyIIpesKeHus, KOTOphIe cc CII0CO6eH Bh/JaBaTh.

-ansi

OTKIIOUUT GOJIBLIIMHCTBO, HO He Bce, He-ANSI C GyHKITMY, ITpefiocTaBisieMble cc. HecMoTpst Ha
Ha3BaHUe, 3TO He TapaHTUPYeT CTPOTOro COOTBETCTBUS Balllero KoJja CTaHAAPTY.

-pedantic

OTxirouuT 8ce He-ANSI C BO3MO>KHOCTH cC.

Be3 aTtux ¢uaroB cc IO3BOJIUT BaM HCIOJIb30BaTh HEKOTOpPhle M3 CBOMX HeCTaHAAPTHBIX
paciupeHui cTaHAapTa. HeKoTopble M3 HUX OYeHb IT0JIE3HBI, HO He OyAyT paboTaTh C APYyTUMU
KOMITMJIATOPaMU — (QaKTHUUYeCKH, O/lHA U3 OCHOBHBIX Ilesiel CTaHJapTa 3aKJIIYaeTcs B TOM,
4TOOBI MO3BOJIUTH JIFOJAM ITHCaTh KOJ, KOTOPHIM OyleT paboTaTh C JIOOBIM KOMIMISTOPOM Ha
JIT000M crcTeMe. ITO U3BECTHO KaK NepeHOoCUMbli KOO.

OOBIYHO CiIefyeT CTPEeMHUThLCA K TOMY, UTOOBI Balll KOZ OB KaK MOXKHO 0OoJiee IIepeHOCHMBIM,
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HHa4e I103’Ke BaM, BO3MOJKHO, HpI/IﬂéTCH IIOJTHOCTBIO ITE€pEIICaThb IIPOTrpaMMy I eé pa6OTBI B
OAPYIOM MeCTe€ — a KTO 3HaeT, UYTO BhI GY,ILeTe HCIIOJIB30BaTh Uepe3 HECKOJIBKO JeT?

% cc -Wall -ansi -pedantic -o foobar foobar.c
B pesyabraTe OyzeT co3maH wucnosHgeMblli ¢ariir foobar 1mocse mpoBepku foobar.c Ha

COOTBETCTBHE CTaHAApPTaM.

-1library

YKakute 6U6IM0TEKY QYHKIINIMI, KOTOpas OyAeT UCII0/Ib30BaThCS BO BpeMsi KOMIIOHOBKH.

Haub6oJiee pacmpocTpaHEHHBIA MMPUMeEP 3TOT0 — KOMITHJISITUS IIPOTPaMMEI, HCIIOJIB3YIOIIeH
HEeKOTOphle MaTeMaTuueckue QyHKIMHU B C. B oTiMume OT GOJIBITMHCTBA APYTHUX ILIATOOPM,
OHU HaXOJATCS B OTAEJbHOM OMO/IMOTEKe, OTJIMYHOM OT CTaHZApPTHOM 6ubimoreku C, U
Heo6X0/IMMO yKa3aTh KOMIIUJISITOPY [06aBUTH €é.

[IpaBUJIO 3aK/IHOYaeTcs B TOM, YTO ecad OubaroTeKa HaswiBaeTcs libsomething.a, To BBI
nepenaére cc apryMeHT -lsomething. Hampumep, MaTeMaTuuyeckass 6MOJIMOTEKAa HAa3bIBAETCS
libm.a, mosToMy BBl Hepefaére cc aprymeHT -1lm. TUOUYHBIA IIOABOAHBIM KaMeHb C
MaTeMaTUYeCKOM OMOJIMOTEKOM 3aKJII0YaeTCsd B TOM, YTO OHa [OJDKHA OBITH IOCIIeTHEH
616IM0TEKOM B KOMaH/IHOU CTPOKe.

% cc -o foobar foobar.c -1m

I9TO IPUBEJET K IIOAKII0UEeHUI0 QYHKITUU MaTeMaTU4eCcKOH 616 moTeku B foobar.

Ecy BBl KOMIIMUIMpPYeTe KOA Ha C++, UCIIOJB3yHTe C++. C++ TaKyKe MOJKeT OBITh BBI3BaH KakK
clang++ B FreeBSD.

0,

% c++ -o foobar foobar.cc

JT0 cospacT ucrosaHgeMsbId ¢panr foobar us ncxoxHoro ¢atina Ha C++ foobar.cc.

2.4.1. PacnpocTpaHéHHBIE BOIIPOCHI M IPOGJIEMBI CC

A ckommmupoBaJs ¢aiia c uMeHeM foobar.c M He MOry HaliTH HCIIOJTHsIEMBIi paill c UMeHeM
foobar. Kyza oH nponas?

[ToMHUTe, YTO cC BBI30BET HCIIOJHAEMBIN Qalil a.out, eci BBl He yKa)keTe WHoe. HCII0Ib3yHTe
OIIITUIO -0 VMA_(aima:

%

% cc -0 foobar foobar.c
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Xopo11o, y MeHsI eCTh HCIIOJTHAeMbIi ¢aiii c umeHeM foobar, 1 BU>Ky ero npu BeIIIOJTHEHUH
KoMaH/bI Is, Ho xora st BBOKy foobar B koMmaHZHOM CTPOKe, cCTeMa CO00IIaeT, YTO TAKOT0
daiuia Het. IloueMy OH He MO>KET ero HauTu?

B ommuune or MS-DOS®, UNIX® He HIleT B TeKyIlleM KaTaJjore, KOIha IIBITAaeTCsa OIIPe/esIUTh,
KaKyK IIpOrpaMMy HY>KHO 3aIlyCTUTh, €C/IM BBHI SIBHO He yKa)keTe 3TO. BBemure ./foobar, uTo
O3HayaeT "3aIlyCTUTh ¢paiiyi c uMeHeM foobar B TeKyIiem KaTasore."

2.4.2. 51 Ha3BaJI CBOM UCHOJIHsIeMBIN ¢paiia test, HO IIPH 3aIlyCKe HUYero He
IIPOUCXOAHUT. B ueM zesro?

BospmmHcTBO UNIX® cHcTeM MMeERT IIporpaMmy II0J HasBaHUeM test B /usr/bin, ¥ o6osiouka
BBIOMpAeT eé, IIpeXkze 4yeM IIPOBEPUTH TeKYIIUU KaTasIor. BBeUTe cilefyIolee:

% ./test

WJIU BBIOEpHUTe GoJiee TIOAXOsAIIee Ha3BaHUe /I Balllel ImporpaMMBbl!

51 cKoMIIIUTUPOBaJI CBOI0 IPOrpaMMy, ¥ CHavuaJIa OHa pa6oTajsia HOpMaJIbHO, HO IIOTOM
Ipou30LLIa OIIUOKA, U ObL7I0 cooOoHIeHue 0 core dumped. YTo 3TO 3HAYUT?

HasBaHue core dump BOCXOAUT K caMbIM paHHUM AHAM UNIX®, Korja MalllMHBI HCII0JIb30BaIN
$eppUTOBYIO ITIaMATh I XpaHeHUs JaHHBIX. [Io CyTH, ec/id IIporpamMMa 3aBepliiasachk cboeM IIpu
OIIpeZie/IEHHBIX YCJIOBHUAX, CHCTeMa 3allMChiBajla COZep KHUMoe (GeppHTOBOM IIaMITH Ha JUCK B
¢ail1 ¢ UMeHeM core, KOTOPBIM IIPOTPAMMUCT 3aTeM MOI M3yYUThb, YTOOBI BBIACHUTH IIPUYUHY
OIIIUOKMU.

VBJIeKaTe/IbHBIH MaTepHuasa, HO 4YTO MHeE TeIlepb /IeJIaTB?

Hcmoyib3yiTe OTJIaUUK 711 aHaIKM3a o6pasa maMsaTH (cM. OTiaaka).

Korpa Most mporpaMMa copocusia core, OHa COOOIIHMIa YTO-TO 0 segmentation fault. Yto 3T0?

9TO 03HayaeT, UTO Ballla IIporpaMMa IIONBITAJACh BBIIOJTHUTH KaKYyH-TO HEIOIIYCTUMYIO
omepanuo ¢ nmaMmsTbio; UNIX® paspaboTaHa /I 3allfUTHl OIePaIlMOHHOM CHUCTEMBI U JPYTUX
IIPOrpaMM OT HEKOPPEKTHO PaboTAIIIHUX IIPOTPaMM.

PaCHPOCTpaHEHHBIe IIPUYHHEI 3TOTO:

* TTomeiTKa 3anucu B NULL-ykasaTesb, HalpuMep:

char *foo = NULL;
strepy(foo, "bang!");

* HMcnosib30BaHUe HEHMHHUITUAJIU3UPOBAHHOTO YKa3aTeJsId, HallpuMep:

char *foo;
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strepy(foo, "bang!");

VKasaresnb OyZeT UMeThb C/IydaliHOoe 3HaueHHe, KOTOpPOe, BO3MOXKHO, YKa)keT Ha 006J1acThb
IIaMsATH, HeJOCTYIIHYI0 Balllell IIporpaMMe, U S/Ip0 3aBepIINT Ballly IIPOrpaMMy JI0 TOTrO, Kak
OHa CMOXKeT HaHeCTH KaKoMW-1u60 yiep6. Eciii BaM He II0Be3eT, OH yKakKeT BHYTPb Balllel
COOCTBEHHOM IIpOTpaMMBlI W IIOBPEJUT OAHY W3 CTPYKTYP JAaHHBIX, YTO I[pPHUBeLeT K
3araJjo4HoOMy COO0I0 IIPOrPaMMEBL.

* ITompITKA OOCTYVIIa 3a IIpeesbl MaCCHBa, HAIIPpHMEP

int bar[20];
bar[27] = 6;

 IIombITKA COXPAaHUTH YTO-TO B IIaMATH TOJIBKO /I YT€HUs, HAIIpUMED

char *foo = "My string";
strepy(foo, "bang!");

Bepcum UNIX® KOMOWISATOPHI YacTO IIOMEINIAIT CTPOKOBBIE JIUTepasbl, Takue Kak "Mos
cTpoka", B 06JIaCTH ITaMSITH TOJIBKO JJI1 YTeHUSL.

* BrIrtostTHeHUe HeKeJlaTeJIbHBIX TecTBUU c malloc() u free(), HarpuMep

char bar[80];
free(bar);

NI

char *foo = malloc(27);
free(foo);
free(foo);

CoBepIlleHHEe OFHOM M3 3THUX OIIMOOK He Bcerja IpHUBeNeT K c60I, HO 3TO BCeraa ILIOXast
IIpaKTHUKa. HeKoTophkle CHUCTEMBI M KOMIMJIATOPHI 6ojiee TepHUMBI, YeM JpyTHe, I03TOMY
IIPOTPaMMBbI, KOTOPBIE XOPOIII0 PaGOTaIOT Ha OJHOM CHCTeMe, MOTYT aBapHHHO 3aBePIIaThCS IIPU
TIOTIBFITKE 3aITyCTUTh UX Ha JAPYTOH.

HHorpa nmpu mojiydeHUH AaMila HaMATH I BIDKY c0001eHue onnoku muHel (bus error). B
moeit kHure Mo UNIX® cka3aHO, UTO 3TO O3HA4YaeT allapaTHYI0 IPo6JieMy, HO KOMIBIOTEP
IpoAo/DKaeT padoraTh. ITO IIpaBaa?

HeT, K cyacTbio, HeT (eCH, KOHEUHO, Y BaC [JeHCTBUTEJBHO HET allllapaTHOM ITPOGJIEMBEL...).
OOGBIUHO 3TO O3HAYaeT, YTO BBl OOPATHJIHUCH K IIAMSITH CII0CO60M, KOTOPBIA He CJIeAyeT
HCII0JIb30BaTh.
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9TOT mpoIiecc Co3xaHus AaMIila IaMATH 3BYYHUT KOBOJIBHO II0JIE3HO, €CJIH sI MOTY 3aIllyCKaTh
€ro o cBoeMy >KeJIaHHI0. MOTy JIH 51 3TO C/ie/IaTh, UM HY>KHO >KAaTh BOSHUKHOBEHHS
OLITHOKH?

Moxxerte. I[IpocTo IIeperguTe Ha JPYryI0 KOHCOJIb MIN Xterm, BHIIIOTHUTE
% ps

4TOOBI Y3HATHh UZeHTUPUKATOP IIpPoIlecca Balllel IIporpaMMbl U BBITIOJTHUTE
% kill -ABRT pid

r7ie pid — umeHTHGUKATOP IIporiecca, KOTOPHIH BBl HAIILIH.

JTO I10JIe3HO, eCJIU Ballla IIporpaMMa 3aBHUCIa B 6eCKOHeUHOM IMKJe, Hallpumep. Eciu Baia
nporpaMmma IiepexsaTbiBaeT SIGABRT, ecTb HECKOJIBKO APYIUX CHUTHAJIOB, KOTOPbIe OKA3BIBAIOT
aHaJIOTUYHBIN 3QPEKT.

B kauecTBe aJIbTepHATUBBI, BBl MO)KeTe CO3[aTh [aMII NaMSTH HU3HYTPU Ballled IIPOrpaMMEBL,
BBI3BaB QYHKIIHIO abort (). [JOIIOJTHUTEIbHYI0 HHPOPMAIIHUI0 MOKHO HAaUTH Ha abort(3).

Ecsii BBl XOTHUTe CO3/aTh JaMII IIaMATU HW3BHe Balllel IIporpaMMbl, HO He XOTHUTe 3aBepllaThb
IIPOIlecc, BBl MOYKeTe MCII0JIb30BaTh IIporpaMMy gcore. ITIogpo6Hee cM. Ha CTpaHUIle PYKOBOACTBA
gcore(1).

2.5. Make

2.5.1. 9To Takoe make?

Korma BbI paboTaeTe Haf IPOCTOM IIPOTPAaMMOM C OJJHUM HJIH IBYMS UCXOJHBIMU paiiiaMu, BBOJS

0,

% cc filel.c file2.c

9TO He CJ/IMIIIKOM IIJIOXO, HO 6BICTpO CTaHOBHTCA OYEeHBb YTOMHTEJILHBIM, KOITa €CTh HECKOJIBEKO
(PaIZHOB — U KOMITJIAITHA TOKe MOKeT 3aHATh BpeMs.

OmuH M3 CII0CO60B 0GOHUTH 3TO — HCIO0JIH30BaTh OO0BEKTHHIE (Gaiyibl U IepeKOMIIHINPOBATh
HUCXOOHBIM $ailsl TOJBKO B cilydae M3MeHeHUs HUCXOAHOTO Koja. TakuM o6pas3oM, y Hac MOXKeT
TIOJTyYHTHCS UTO-TO BPOJIE:

%

% cc filel.o file2.0 -+ file37.c

ecid 6bI Mbl u3MeHunHu ¢arin file37.c, HO He Tporaju ocTaJbHble C MOMEHTa IIOCJeJHel
KOMITMJIAIIMHA. ITO MOXKET 3HAUWUTEeJbHO YCKOPUTH KOMIIMJIAIIMIO, HO He pellaeT IIpo6JeMy C
BBO/IOM.
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Wi MBI Moy Obl HamucaThb shell-CKpUIIT mjig pellleHHs IIpo6JeMbl C BBOJOM, HO TOI7a
NIPUILIOCH OBl IIEPeKOMIIMJIMPOBATH BCE, UTO CAesalo Obl ero O4yeHb He3(QYeKTHUBHBIM [JI
KPYIITHOIO IIPOEKTa.

UTO0 IIPOM30MET, €CJIM y HAaC eCTb COTHU UCXOAHBIX ¢paiaoB? UTo, ecJi MBI paboTaeM B KOMaH/e C
OPYTUMU JIIOABMH, KOTOpPble 3a0bIBAXOT COOOIIUTHL HaM, KOIZla OHU HM3MEHWJIM OAUH K3 CBOUX
HUCXOIHBIX $paioB, KOTOPbIe MBI UCIIOJIb3yeM?

B03MO>XHO, MBI MOIVIA OBl OOBbEAUHUTH /iBAa pPellleHUsd W HalucaThb 4TO-TO Bpoje shell-ckpumra,
KOTOPBIA cojfep>Kasl 6B KaKoe-TO BOJIIMIeOHOe IIpaBHJIO, yKasbIBalolllee, KOIZa MCXOMHBIN Gaia
HY>KHO KOMIIMJIMpOBaTh. Telleph HaM OCTaJIOCh TOJBKO HAaWTH IIpOrpaMMy, KOTOpas CMOXKeT
IIOHMMAaTh 3TH IIPpaBUJIa, TaK Kak [JId shell 3To HEMHOTO CIMIIIKOM CJIOXKHO.

JTa mporpamMma HasblBaeTcd make. OHa uMTaeT ¢aiiy, HasbIBaeMbIU makefile, KOTOPHIN yKa3bIBaeT,
KaK pasjuuyHble O¢Qaijbpl 3aBUCAT [pyr OT Jpyra, W oOIpejesdeT, Kakue G(aWIbl HY>XHO
IIepeKOMIIMIUPOBaTh, a Kakue HeT. Hampumep, IIpaBUJIO MOXKeT 3By4aTh Tak: «ecau fromboz.o
cTapie, yeM fromboz.c, 3Ha4UT, KTO-TO U3MeHUJI fromboz.c, ¥ ero Hy>KHO I1e€peKOMIIUIAPOBATH>.
B makefile Taxke cogepr>KaTcs IIpaBUiIa, yKasblBawlye make, Kak UMEHHO IIepeKOMIINJIUPOBATh
HUCXOMHBIN $aiI, uTo ies1aeT 3Ty IporpaMMy ropaszo 6osiee MOITHBIM HHCTPYMEHTOM.

dartel Makefile 06bIYHO XpaHSTCSI B TOM JKe KaTaJIoTe, YTO M MCXOMHBIN KO, K KOTOPOMY OHHU
IIPUMEHSI0TCA, W MOryT HasbiBaTbCcd makefile, Makefile wmimmm MAKEFILE. BoJBIIMHCTBO
IIPOTPaMMMCTOB HUCII0JIL3YIOT UMA Makefile, Tak Kak 3TO IIOMelllaeT ero B Ha4aJsIo CIIMCKa GaiioB
B KaTaJIoTe, T7[e eTo JIETKO 3aMeTHUTh."

2.5.2. llpumep ucooIb30BaHus make

BoT oueHb 1ipocTo¥ ¢pani g make:

foo: foo.c
cc -o foo foo.c

OH COCTOUT U3 ABYX CTPOK: CTPOKH 3aBHUCHMMOCTH U CTPOKH CO3aHUA.

CTpoKa 3aBHCHUMOCTH 37]eCh COCTOUT M3 UMEHU IPOrpaMMBbI (M3BeCTHOTO KaK Ue/lb), 32 KOTOPhIM
cyleflyeT [BOeTOUMe, Ipo6Gesa WM MM HCXOAHOro ¢aina. Korma make UHMTaeT 3Ty CTPOKY, OH
IIPOBepsIeT, CYIeCTBYeT JK ¢aia foo; eclu OH CYIIECTBYET, IIporpaMMa CPaBHUBAET BpeMs
rocsieiHero usaMeHeHus daitia foo ¢ BpeMeHeM nocsaeHero usmeHeHus: gpariia foo.c. Ecau parin
foo He cymecTByeT miu crapiie ¢aiiia foo.c, mporpaMMa CMOTPUT Ha CTPOKY CO3[[aHUS, UTOOBI
BBIICHUTD, UTO JesaTh. [PyTUMU CJI0BaMH, 3TO IIPAaBHJIO IS OIpefiesieHUs, Korma ¢air foo.c
HY>KHO ITepeKOMITHIUPOBATh.

CTpoKa COo3[JaHUs HauMHaeTcs ¢ TabyIaIuu (HakMuTe tab), a 3aTeM cieflyeT KoMaH/ia, KOTOPYIO
BBI GBI BBeJIU 7151 co3/iaHus foo, ecytu 6Bl iestaIy 3TO B KOMaHIHOU cTpoKe. Ecsiu foo ycrapes unu
He CYII[eCTBYeT, make BBHIIIOJIHSAET 3Ty KOMaHy AJIs1 eT0 Co3aHus. J[pyTUMH CJI0BaMH, 3TO IIPaBUIIO,
KOoTopoe coobIraeT make, Kak IePeKOMITHIIMPOBATH foo.c.

TakuMm o06pa3oM, IIPU BBOZLe KOMaHALI make cucTeMa OGECIeUHT aKTyaJbHOCTb ¢aiia foo
OTHOCHUTEJbHO TMOCAeAHUX H3MeHeHUH B f00.c. ITOT NPUHITUI MO’KHO pPacCIpOCTPaHUTHL Ha
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Makefile, cogep>kaipe CcOTHH Iiejied — ¢akTuuecky, B FreeBSD Mo)XHO co6paTh BCHO
OIIEePAIMOHHYIO0 CUCTEMY, IIPOCTO BBead make buildworld buildkernel B KopHEeBOM KaTaJjore fiepeBa
UCXOIHBIX KOZOB (SIrc).

Emie omHO 11os1e3Hoe cBOoMcTBO makefile 3akrouaeTcss B TOM, UTO I1eJI He 06s13aTeJIbHO JTOJKHBI
OBITH IporpaMMaMu. HaripuMmep, y Hac Mo>KeT O6bITh makefile, KOTOpPBIN BBHITJIAAUT TaK:

foo: foo.c
cc -o foo foo.c

install:
cp foo /home/me

MbI MOKeM yKa3aTh make, KaKyro 11eJIb Mbl XOTUM COOpaTh, Habpas:
% make target

make OyzeT paccMaTpUBAaTh TOJIBKO YKa3aHHYIO IleJIb U ITHOPUPOBATH BCe OCTaJIbHbIe. HarrpuMmep,
ecsi Mbl BBeJ1éM make foo ¢ ykasaHHBIM BhIlle makefile, make ripourHopupyer 11esb install.

Ecyi MBI IPOCTO BBezieM make 6e3 rmapaMeTpoB, make Bcerga 6yieT o6palaThbCsa K IIEPBOU 1eJIN U
3aTeM OCTaHOBUTCS, He paccMaTpuBasg OCTajbHble. [I03TOMYy ecin MBI BBefeM make 37ecCh, OH
IIPOCTO IlepeuzieT K mesu foo, mepeKoMImInpyeT foo Mpu HEOOXOAMMOCTH U 3aTeM OCTaHOBUTCS,
He Ilepexofd K ey install.

ObpaTuTe BHUMaHHUe, 4YTO I1eb install He 3aBUCUT HU OT 4ero! ITO 03HaA4YaeT, UYTO KOMaH/a B
CJIeyIOIel CTPOKe BCer[a BBIMOJIHAETCS IIPU IOIIBITKe CO34aTh 3TV IesIb C IIOMOIIIBI0 KOMaHIbI
make install. B qaHHOM ciydae OoHa CKonMpyeT foo B JOMAIIHWI KaTaJOI II0JIb30BaTeNd. JTO
4acTo Ucrosb3yeTcss B makefile mpuiroskeHUM, YTOOBI IIPUIOKEHUE MOKHO OBLJIO YCTAHOBUTH B
IpaBUJIbHBIN KaTaJsIOrT I10CJIe YCIIEIITHOU KOMITUIAITUH.

JTO HEMHOTO 3allyTaHHas TeMa /11 00bsiCHeHU:. EC/ii BBl He 710 KOHIIa IIOHKUMaeTe, Kak paboTaeT
make, JIydIlle BCero HaIMcaThb IIPOCTYIO IIporpamMmy, Hanpumep, "hello world", 1 make-¢aiin, xak
YKasaHO BBIIIe, W II0IKCIIEPUMEHTHPOBATh. 3aTeM MOYXHO IIepeHdTH K MCII0JIb30BaHUI0
HeCKOJIbKUX UCXOJHBIX GaiyioB MM A06aBIeHHUI0 3aT0JIOBOYHOIO ¢paiia B UCXOQHBIN KoJ. B aToM
cay4dae OuyeHb IIoseseH touch — OH wu3MeHseT pfary ¢aina 6e3 HeO0OXOLUMOCTH €ero
pefaKTUPOBaHUAL.

2.5.3. make u include-¢aiiibl

Koz Ha C yacTo HAUMHAETCS CO CITMCKA ITOIK/II0UaeMbIX ¢paiiioB, HarpuMep stdio.h. HekoTopsie U3
3TUX QaMJIOB SIBJISIOTCS CUCTEMHBIMHE, 8 HEKOTOPHIE ITPUHAIE)KAT TEKYII[EMY IIPOEKTY:

#include <stdio.h>
#include "foo.h"
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int main(....

YTo6Bl y6eqUuThCd, UTO 3TOT Gaiiyl IIepeKOMIIMIMpYyeTcs IIpU u3MeHeHUH foo.h, HeobxomuMo
I06aBUTH ero B Makefile:

foo: foo.c foo.h

B MOMeHT, KOT/ia Balll IIPOeKT CTAHOBUTCA OOJIbIIIe U Y BaC IIOSIBJIAETCS BCe O0JIbIIe COOCTBEHHBIX
BKJIIOUaeMBbIX GaiyioB I IIOAJEP KKH, OTCJIeKMBaHMe BCeX BK/IKYaeMbIX (ailyioB U ¢$aiiios,
KOTOpPBIe OT HUX 3aBUCAT, CTAHOBUTCA IIP06sIeMOM. Ec/iv BBl U3MEHUTe BK/IOYaeMbIl ¢aily, HO
3abyJZieTe IIePeKOMIIMJIMPOBATL BCe ¢aisbl, KOTOpPble OT Hero 3aBHUCAT, IIOCJIeACTBUSA OYLyT
KaTacTpoouyeCKUMHU. YV clang ecTb OIIMA [JUId aHa/IW3a BallUX GailjloB M CO3JAaHUA CIIHCKA
BKJIFOUaeMbIX GpalIoB U UX 3aBUCUMOCTe: -MM.

Ecyu BEI o6aBuTe aT0 B Bamt Makefile:

depend:
cc -E -MM *.c > .depend

U BBIIIOJIHUTE make depend, mosgBUTCA dair .depend co CIIMCKOM 00beKTHBIX ¢panioB, C-paiyioB U
BKJIIOUaeMBIX GaMIoB:

foo.o0: foo.c foo.h

Ecoiu BeI usmenute ¢aiuin foo.h, mpu ciepyroiiem 3amycke make Bce ¢arbl, 3aBucsiiue ot foo.h,
OyAYT IlepeKOMIIUIUPOBaHBL.

He 3a6yabTe BBIIIOJHUTE make depend KaKIbIi pas, KOTAa Bhl fob6aBigeTe include-paiis B ofUH 13
CBOMX QausIoB.

2.5.4. ®aiursl Makefile cucremsbl FreeBSD

Makefile-b1 MOTYT OBITH TOBOJILHO CJI0KHBIMU 11 HaltcaHus. K cuacTtbio, B BSD-cucTeMax, TakKux
Kak FreeBSD, ecTh oueHb MoITHEIe Makefile-b1, TOCTaBIsIEMBIE B COCTaBe CHUCTEMBI. OTIUUYHBIM
IIPUMEPOM 3TOI0 SIBJISeTCs cucTema nopToB FreeBSD. BoT ocHOBHas 4acTh TUnIMUHOro Makefile
ILJIsA IIOPTOB:

MASTER_SITES=  ftp://freefall.cdrom.com/pub/FreeBSD/LOCAL_PORTS/
DISTFILES= scheme-microcode+dist-7.3-freebsd.tgz

.include <bsd.port.mk>

Teneps, ecyiv MBI IlepeliieM B KaTaJIoT 3TOTo ITopTa U HabepeM make, IIPOHU30H/IET cIe/yIolIee:

1. HpOBepHETCH, €CTh JIk I/ICXOHHBII;'I KO/J[ 3TOI'O II0OPTa y>Ke B CUCTEME.
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2. Eciii ato He Tak, ycraHaBiauBaeTcs FTP-coenmmueHrie ¢ URL B MASTER_SITES g sarpysku
HUCXOTHOI0 KOZa.

3. KoHTpoJIbHAsA CyMMa HMCXOZHOTIO KO/la BBIUMC/IAETCA U CPABHUBAETCSI C KOHTPOJILHOM CYMMOM
M3BECTHOM U XOPOIIIed KOIIMU MCXOJHOI0 KOZa. TO JeJaeTcs A1 TOT0, YTOOBI yOeUThCS, YTO
HUCXOHBIN KO/ He OBII IIOBPEXK/ieH BO BpeMs IlepeJjaul.

4. Bce HeoOXofyMble H3MeHEHUS [JIs1 afallTalliyd HCXOZHOTO Koza K pabore B FreeBSD
IIPUMEHSIOTCI — 3TO Has3bIBaeTCd IIPUMeHeHUeM namud.

5. JIrobasg HeoOXoauMas ClielfMaJbHasi HaCTPOMKa i1 MCXOJHOTO KoZa BBIIIOJNIHeHa. (MHorue
TUCTpUOYTHUBEI IporpaMm UNIX® nObITAlOTCA ONpelesuThb, Ha Kakod Bepcuud UNIX® oHU
KOMITWJINPYIOTCS U KaKHe TOIoJHUTeIbHble YHKITMU UNIX® n0CTYIIHBI — UMEHHO 371eCh OHU
II0JIy4aloT 3Ty HHPOPMAIIHIO B ClleHapuu 1opToB FreeBSD).

6. KoMmmuivpyeTcss UCXOAHBIM KOJ IIPOTpaMMEL. 110 CyTH, MBI IIepeX0qUM B KaTaJIor, Ky/ia OBbLIN
pacriakoBaHbI UCXO/IHbIE GalIbl, ¥ BBIIIOJIHSIEM make — cO6GCTBEHHBIN make-paiiyl mporpaMmbl
COZlep>KUT He0O6XO0AMMYI0 HHPOPMAIIHIO /I COOPKHU IIPOTPaMMBL.

7. Terlepp y Hac eCTb CKOMIIMJIMPOBaHHAs BepCHs IIPOrpaMMEL. IIpH ’KeJaHHUH MBI MOXKEM
IIPOTECTUPOBATh €€ ceilyac; KOIZia MBI YBEpeHBI B IIporpaMMe, MOXKHO BBeCTH make install.
JTO IIPUBEZET K KOIIMPOBAHUIO IIPOIPaMMBI U BCeX He0OXOAUMBIX BCIIOMOTaTeIbHBIX GaiiioB
B HY>KHBIe MeCTa, a TaK>Ke K 00aBJIEHHUIO0 3aIIMCH B 633y [aHHbX NakeToB, YTOOBI I103Ke MOYKHO
OBLJIO JIETKO YAAIUTD IIOPT, €CJIU MBI IIepelyMaeM.

BoT Temneps, g AyMaro, BBl COIVIACUTECH, YTO 3TO SOBOJILHO BIIeUATI/IAIOLNE I CKPUIITA U3 UETHIPEX
CTPOK!

CekpeT KpoeTcd B IIOCIe[HeN CTpOKe, KOTOpas yKasblBaeT make 06paTUTHCA K CHUCTEMHOMY
makefile mox HasBaHmeM bsd.port.mk. 3Ty CTPOKY JIeTKO IIPOIIYCTHUTh, HO HMEHHO 3[eCh
HauuHaeTCs BCS Marus — KT0-TO Hamucasl makefile, KOTOPBIH IIpeIIHchIBaeT make BBIIIOJIHUTD BCE
BBIIIIeIIepeYrciIeHHble JeHCTBUS (IUIF0C HEeCKOJIBKO APYrUX, KOTOpHIe 51 He YIIOMSHYJI, BKJIIOUasi
06pab0TKy BO3MOKHBIX OIIIMOO0K), U JIFOO0M MOKeT IIOJYUYUTh JOCTYII K 3TOMY QYHKIIMOHAJY,
IIpoCTO A06aBUB O/IHY CTPOKY B CBOM cOOCTBeHHBbIN makefile!

Ecoii BBl XOTUTe B3IISIHYTH Ha 9THU cucTeMHble makefile-bl, 0HU HaxogdaTcsa B /usr/share/mk, Ho,
BEPOSITHO, JIy4lIlle IIOH0>K/1aTh, II0KA Y BaC He ITOABUTCA HEMHOTO HNpaKTHUKHU ¢ makefile, Tak Kak
OHU O4YeHb CJIOKHBIE (U eCJIN BbI BCE Ke PelIUuTe UX II0CMOTPETh, YOeAUTeCh, UTO Y BaC II0]] PyKOM!
ecThb QJrsira Kpemnkoro xKoode!)

2.5.5. boJiee C/JI0>KHBIE CIIOCOOBI HCIIO/IL30BaHUA make

Make — 3TO OYeHBb MOIIHBIM MHCTPYMEHT, CIIOCOGHBIM Ha ropasfo 6oJibIllee, YeM II0Ka3aHO B
IIPOCTOM IIpuMepe BhllIe. K cojkajleHHIo, CyIllecTBYeT HeCKOJIbKO Pa3IMUHBIX BepcUi make, 1 Bce
OHU 3HAYUTEJHHO OTJIMYAIOTCS IPYT OT ApyTa. JIYUIuit crmocob y3HaTh, HA YTO OHU CIIOCOOHBI, —
BEPOSITHO, IIPOYUTATh JOKyMeHTaIuw. Hajlerch, 3T0 BBeJIeHHE /1ajI0 BAM OCHOBY, C KOTOPOH BBI
CMO>KeTe 3TO chenaTh. B make(1l) moapo6HO 06CYKIAlOTCs IepeMeHHble, apTyMeHThl U TO, KaK
HCII0JIH30BaTh make.

MHoTHe IIPUJIOKEeHUs B IIOpTax UCIoab3yI0T GNU make, KOTOpBIM MMeeT 0YeHb XOPOIIU Habop
cTtpaHul] "info". Ecaiv BBl yCTaHOBUIIU JIt000M U3 3TUX OPTOB, GNU make 6yzeT aBTOMaTHUYeCKU
yCTaHOBJIEH Kak gmake. OH TaK’Ke JOCTYIIeH KaK OTAEe/JIbHBIHA IIOPT U MaKeT.
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JlJ1d TIpocMoOTpa cripaBovYHBIX cTpaHUIl (info) GNU make BaMm mmoTpebyeTcss 0OTpelaKTUPOBAaTh Gpaiiia
dir B kaTtaJiore /usr/local/info, ;06aBUB COOTBETCTBYIOIIYIO 3alIUCh. /J06aBbTE CTPOKY

* Make: (make). The GNU Make utility.

B ¢aiir. Ilocie 3TOro BBl MOYKeTe BBeCTH info M 3aTeM BBIOpaTh make u3 MeHro (Mym B Emacs
BBIIIOJTHUTS C-h 1).

2.6. OTi1aaka

2.6.1. 0630p 0TJIAAYUKOB, IIOCTABJ/IIEMBIX B CHCTEMeE

Hcrosnb3oBaHUEe OTAaJyMUKa II03BOJISIET 3aIlycKaThb IIporpaMMmy B 6ojiee KOHTPOJIHUPYEMBIX
yCcI0BUSAX. OOGBIYHO MOYKHO BBINOJHSATH IIPOTPAaMMy IIOCTPOYHO, IIPOBepATh 3HAUEHUS
IlepeMeHHbIX, U3MEeHSITh HUX, YKa3blBaTh OTJIAaJUUKYy BBIIIOJIHEHUE /10 OIIpefe€HHOM TOYKU U
3aTeM OCTaHABJIUBAaTbCI M TaK Jajee. Takke MOXKHO IIOZKJIIOYUTHCI K YKe paboTarorieit
IporpaMMe HJIM 3arpy3uUTh core-daiiy, YTOOHI HCCIe0BaTh MIPUUUHY aBapUHMHOTO 3aBepIlleHUs
IIPOTPaMMBL.

JTOT pasfesl MIpeiCcTaB/sIeT COO0M KpaTKoe BBeIeHHEe B HCIIOJIb30BaHHE OTJIAMUHUKOB H He
3aTparvBaeT CHeIHaJU3UPOBAaHHbIe TeMbl, TaKHe KaK OIagKa sapa. /[ HoJydeHHs
IOIIOJTHUTEIFHOU HHGOPMAITHUH 110 3TOU TeMe 06paTUTeCh K I71aBe OTIa/iKa sypa.

CTaHJapTHBIM OTJIAAYUK, IIocTaBysieMbli ¢ FreeBSD, HaswiBaeTca 1ldb (LLVM debugger).
[TIOCKOJIBKY OH S$IBJIIE€TCS YaCTbI0 CTaHJApPTHOM YCTAaHOBKU [JI1 [JAHHOTO BBIIYCKA, HET
He0OXOUMOCTH BBIMIOJIHATh KaKUe-JIU00 IOIOJHUTeJIbHbIe AeMCTBUS IJIS1 er0 HCIO0JIb30BaHUSA.
OH ob6JiafiaeT XOpoIIed CHpaBKOM II0 KOMaHZaM, [OCTYIHOM uepe3 KoMaHAy help, a Takke
PYKOBO/ICTBOM U JJOKYMEHTAaI[el B UHTEPHEeTe.

o Komanpa 11db Takyke TOCTyITHA 13 IIOPTOB WJIX ITaKeTOB Kak makeT devel/llvm.

Jlpyroi 0TIafuuK, JOCTYIIHBIN B FreeBSD, HaseiBaeTcd gdb (GNU debugger). B omiinuue ot lldb, oH
He YyCTaHAaBJIMWBaeTCs II0 yMoadyaHU B FreeBSD; g ero uCHoJIb30BaHUS HE06X0IUMO
yCcTaHOBUTHL ITakeT devel/gdb w3 1mopToB mim makeToB. OH o6JialaeT OTJIMYHOM BCTPOEHHOU
CIIpaBKOM, a TakKe HabopoM info-cTpaHuUll.

/lBa oT/1afiurKa 06JIaZjaloT CX0XKUM HabopoM QYHKIIHI, II03TOMY BEIOOP MeXAy HUMU B OCHOBHOM
3aBUCUT OT JIMYHBIX IIpeAIIouTeHui. EC/IM BBl 3HAKOMBI TOJIBKO C OJHHUM M3 HUX, UCIIOJIbL3YHUTe
ero. TeM, KTO He 3HAaKOM HH C OJJHUM HJIM 3HaKOM C 060MMHU, HO X04YeT HCII0Ib30BaTh OTJIaUUK
BHYTpHA Emacs, mpunérca BeibpaTh gdb, Tak Kak L1db He mmopmepskuBaeTcs Emacs. B ocTalbHBIX
cIy4asix IOIIPoOyHTe 06a U pelinTe, KaKoi BaM 00JIbIlle HPaBUTCA.

2.6.2. Ucnosib30Bauue lldb

3anyck l1db

3anycrure lldb, HabpaB
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% 11db -- progname

3anyck nporpamwmesli c 11db

CKOMIIWIMPYHUTe IIPOrpaMMy C -g, YTOOBI MaKCHMaJIbHO KCII0JIb30BaTh BO3MO>KHOCTHU 11db. bes
aToro ¢uiar oHa 6yzeT paboTaTh, HO 0TOOpa’kaTh TOJIBKO MM TeKYIllel BBIIIOJIHIeMON QYyHKIIUU
BMeCTO MCXOJHOro Koja. Ecii oTo6parkaeTcs CTpoKa BUJa:

Breakpoint 1: where = temp‘'main, address = -

(6e3 YKa3aHHusgd UMEHHN Q)afma HCXOOHOTO KOJia 1 HOMeEpa CTpOKI/I) IIPHX YCTaHOBKE TOYKH OCTaHOBA
9TO0 O3Ha4aeT, UTOo IIporpaMMa He ObLIa CKOMIIMJIMpPOBAHA C ITapaMeTpOoM -qg.

BosbmuHCTBO KoMaHf 1ldb MMeloT 6osiee KOpPOTKHE (OPMBI, KOTOPble MOYKHO
7
O HCIIOJIb30BaTh BMECTO IIOJHBIX. 371eCh HCIIOJb3yIOTCS IIOJHBIE GOPMBI IS

-
SACHOCTH.

Ha ctpoke 11db BBemuTe breakpoint set -n main. 3TO yKa)keT OTJIaJlUUKy He II0Ka3bIBaTh
IpeBapuUTeIbHBIM KOJ HACTPOMKH B 3allyCKaeMOM IIporpaMMe U OCTaHOBUTH BBIIIOJIHEHHE B
Havasle Koja ImporpaMMbl. Terepb BBeauTe process launch, 4ToObl (paKTUYeCKHU 3allyCTUTH
IIporpaMMy — OHa HaYHETCA C KOJa HACTPOMKH, a 3aTeM Oy[leT OCTaHOBJIEHA OTIaJUUKOM IIpU
BEI3OBe main().

/1711 TIOIITaroBOTO BBIIIOJIHEHUS IIPOTpaMMBbl CTPOKa 3a CTPOKOM BBexuTe thread step-over. Korma
IIporpamMma JIOUZET 0 BbI30Ba (QYHKIIUU, BOMAUTe B Heé, HabpaB thread step-in. OxasaBIIKCH
BHYTPHU BBI30Ba (QYHKIIMH, BepHUTeCh W3 HEro C IIOMOIILI0 KOMaHAbl thread step-out wmam
UCIIOJIb3YHUTe up U down, YTOOBI GBICTPO IIOCMOTPETH Ha BHI3BIBAIOIIIUM KO/,

BOoT mpocTolf IpuMep TOro, KaK HaWTH OIIMOKYy B IIporpaMMe ¢ Iomoinbio 1ldb. 9To Harmia

rporpaMma (C yMBIIIJIEHHOH OIIMOKO):

#include <stdio.h>
int bazz(int anint);

main() {

int i;

printf("This is my program\n");
bazz(i);
return 0;

int bazz(int anint) {
printf("You gave me %d\n", anint);
return anint;
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JdTa mIporpamMMa yCTaHaBJIMBaeT 3HaueHWe 1 PaBHBIM 5 U IlepefaéT ero B QYHKIIMIO bazz(),
KOTOpasi BBIBOAUT IlepeflaHHOe YHUCJIO.

KoMOumIdIys ¥ 3alycK IporpaMMbl 0TOGPakaroT

% cc -g -0 temp temp.c

% ./temp
This is my program
anint = -5360

JTO He TO, YTO 0’KUAaI0Ch! [Topa pa3obpaThCs, YTO IIPOUCXOTUT!

% 11db -- temp

(11db) target create "temp"

Current executable set to "temp' (x86_64).

(11db) breakpoint set -n main Skip the set-up code

Breakpoint 1: where = temp‘main + 15 at temp.c:8:2, address = 0x00000000002012ef
11db puts breakpoint at main()

(11db) process launch Run as far as main()

Process 9992 launching

Process 9992 launched: '/home/pauamma/tmp/temp' (x86_64) Program starts running

Process 9992 stopped
* thread #1, name = 'temp', stop reason = breakpoint 1.1 11db stops at main()
frame #0: 0x00000000002012ef temp‘main at temp.c:8:2

5 main() {
6 int i;
7
-> 8 printf("This is my program\n"); Indicates the line where it
stopped
9 bazz(i);
10 return 0;
1M}
(11db) thread step-over Go to next line
This is my program Program prints out

Process 9992 stopped
* thread #1, name = 'temp', stop reason = step over
frame #0: 0x0000000000201300 temp'main at temp.c:9:7

6 int i;
7
8 printf("This is my program\n");
-> 9 bazz(i);
10 return 0;
11 3}
12
(11db) thread step-in step into bazz()

Process 9992 stopped
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* thread #1, name = 'temp', stop reason = step in
frame #0: 0x000000000020132b temp‘bazz(anint=-5360) at temp.c:14:29 11db displays

stack frame

1M }

12

13 dint bazz(int anint) {
-> 14 printf("You gave me %d\n", anint);

15 return anint;

16 }
(11db)

[MomoxxmuTe MUHYTY! Kak mmepeMeHHad int cTajsia paBHa -5360? PasBe oHa He ObLjIa YyCTaHOBJIEHA B
5Bmain()? laBaTe MOZHUMEMCS K main() ¥ IIOCMOTPHUM.

(11db) up Move up call stack
frame #1: 0x000000000020130b temp'main at temp.c:9:2 11db displays stack frame
b int 1;
7
8 printf("This is my program\n");
-> 0 bazz(i);
10 return 0;
1M }
12
(11db) frame variable i Show us the value of i
(int) i = -5360 11db displays -5360

O 60ooke! [T/ Ha KOJI, MBI 3a0BLTH MHUITHATU3UPOBATh i. MBI XO0TeJIH 06aBUTh

main() {

int 1;
i=05;

printf("This is my program\n");

HO MBI IIPOIIYCTHUJIU CTPOKY i=5;. [I0OCKOJIbKY MBI HEe MHUITHAJIN3UPOBAJIH i, 0HA CojJleprKaJia Jirboe
4HCJI0, KOTOPOE 0KAa3asIoCh B TOM 00JIaCTH aMSTH IIPU 3allyCKe IIPOTPAMMEL, U B JAHHOM CJIy4dae
39TO 0OKa3aJoch -5360.

Komanza 11db oTo6GpakaeT CTeK BBISOBOB Ka’K[AbIM pas, KOIZla MBI BXOJUM B
OYHKIIMIO WM BBIXOAMM M3 Heé, fake eCJM MBI HCIOJb3yeM up M down [JId
IiepeMelleHHs 110 CTeKY BbI3OBOB. ITO II0Ka3bIBaeT UMA QYHKIIUU U 3HaAUeHUd eé

o apryMeHTOB, YTO IIOMOTaeT OTCJIeKHUBATh TeKYIIlee II0JI0KeHHe U IIPOUCXOdIIee.
(Crex — 3TO0 06s1aCTH XpaHeHHUsd, Ifle IIporpaMMa CoxpaHsdeT HMHopMali 06
aprymMeHTax, IlepeflaHHBIX B QYHKIIMM, U O TOM, Ky/ia BO3BpalljaTbCAd IIOC/Ie
BBI30Ba QYHKIHUH.)
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H3yuyeHnue ¢aiiia Core ¢ momouibo lldb

daiiy core — 3TO, 110 CYyTH, Qaily, cofeprKallliii II0JIHOe COCTOSIHUe IIpollecca Ha MOMEHT ero
aBapUMHOIO 3aBepllleHUsd. B «cTapble [00pble BpeMeHa» IIPOTPAMMUCTAM IIPUXOIUIIOCH
pacriedaTsIBaTh IIeCTHalaTepUYHble TaMIIbl (paiioB core M KOPIIeTh HaJl PyKOBOJACTBAMH IIO
MaIllMHHOMY KONy, HO celyac >KM3HBb CTajla HeMHOro Irpoire. Kcratu, B FreeBSD m apyrux
cucreMax Ha 6ase 4.4BSD ¢ariiyi core Ha3pIBaeTCsa progname.core, a He IIpOCTO COre, YTOOHI OBLIO
IIOHSATHee, KaKOU IIporpaMMe OH IIPUHA/JIeKUT.

Jo1g aHasm3a ¢aiyia core yKa)kuTe UMs ¢aiiyia core B JOIIOJTHEHUE K CaMOM IIporpaMMe. BmecTo
06bp1yHOrO 3arrycka 11db BBeguTe 11db -c nmA_nporpammsl.core -- WMA_NPOrpaMmbl.

OTJIaUUK 0TOGPA3UT YTO-TO BPOJie ITOTO:

% 11db -c progname.core -- progname

(11db) target create "progname" --core "progname.core"

Core file '/home/pauamma/tmp/progname.core’' (x86_64) was loaded.
(11db)

B 9ToM ciydae IporpaMma HasblBaJaCh progname, I03ToMy ¢Gala [gaMmiia HMeeT UM
progname.core. OViafUUK He II0Ka3bIBaeT, II0YeMy IIporpaMMa 3aBepllnjiach aBapUNHO WIH I7ie
9TO IIPOU3OILIO. /U1 3TOTO UCIIOIL3yUTe KoMaHAy thread backtrace all. OHa TakyKe IIOKaXKeT, KaK
6bl1a BbI3BaHa QYHKIMS, B KOTOPOM IIporpaMMa 3aBepliniach JaMIIOM s/pa.

(11db) thread backtrace all
* thread #1, name = 'progname', stop reason = signal SIGSEGV
* frame #0: 0x0000000000201347 progname'bazz(anint=5) at temp2.c:17:10
frame #1: 0x0000000000201312 progname‘main at temp2.c:10:2
frame #2: 0x000000000020110f progname'_start(ap=<unavailable>,
cleanup=<unavailable>) at crtl.c:76:7
(11db)

SIGSEGV ykasbpIBaeT, 4TO IIporpaMMa IIbITajach IIOJYUYUTH JOCTYII K ITaMATU (0OBIYHO BBIIIOJIHUTH
KOJ, WX IIpOYUTATh/3alMcaTh [JaHHbIe) II0 ajpecy, KOTOPHIM el He INPHUHAIJIEXUT, HO He
IIpe/loCTaBJIdeT KOHKPeTHBIX JeTasled. /I 3Toro o6paTuTech K MCXOAHOMY KOAYy Ha CTpoke 10
¢darina temp2.c, B QyHKIMHU bazz(). TpacCupoBKa Tak)Ke IIOKa3bIBAaeT, UTO B TAHHOM cjydae bazz()
OpLIa BBI3BaHa u3 main().

INoaxIroyeHUe K padoTaroiieii mporpamMe ¢ noMmoinsio lldb

OpHOM U3 caMBIX 3aMedaTeJbHBIX 0CO0eHHOCTeU 11db gBIgeTCS BO3SMOXKHOCTH IIOJK/IIOUEHUS K
yoKe paboTarolieii rporpaMmMme. KoHeUHoO, i1 3TOTO TPeOYIOTCA COOTBETCTBYIOI[HE paspelleHus.
PacnpocTpaHéHHass IpobyieMa — IIOLIArOBOe BBIIIOJHEHHE IIPOrpaMMBbl, KOTOpas CO3MaéT
OTBETBJIEHU, C HEOOXOAMMOCTBI0 OTC/IEKUBATh NOYEPHUM IIPOIlecc, HO OT/IaJAUUK OTCJIeKHUBAaeT
TOJIBKO POIUTEIbCKUH.

JUtg aToro 3amycTuTe apyroi 11db, mcmosb3yiiTe ps A IOHCKa HAeHTUPHUKaTOpa IIpoliecca
IoYepHero IIpoIfecca U BBIIIOJTHUTE
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(11db) process attach -p pid

B 11db, a 3aTeM oTIa)KUBaHTe KaK 00LIYHO.

,Z[JIH TOT0 YTOOBI 3TO pa6OTaJIO IIPpaBUJIBHO, KO/, KOTOpBIfI BhI3bIBaeT fork [JId CO3OaHUSA JOUYEPHETO
IIponecca, HOJDKEH Ae/IaTh UTO-TO BpoJe CIeAyIoIIero (HpeﬂOCTaBJIeHO U3 DOKyMeHTalluu1 gdb)

if ((pid = fork()) < 0) /* _Always_ check this */

error();
else if (pid == 0) { /* child */

int PauseMode = 1;

while (PauseMode)
sleep(10); /* Wait until someone attaches to us */

} else { /* parent */

BoT BCe, UTO HY)XKHO CZeJIaTh: IIOAKIUYUTHCI K JOUepHEMY IIPOIecCy, YCTaHOBUTE PauseMode B 0 ¢
IoMOIIIBI0 expr PauseMode = 0 U1 [oK#aThCs BO3BpaTa U3 BbI3oBa Ssleep().

2.6.3. Vias1éHHas oT/1ajJKa C ucrojab3oBanueM LLDB

OnucaHHagd QYHKIIMOHAJIBHOCTH [OCTYyIIHA HadyuHasd ¢ Bepcud LLDB 12.0.0.
o [Tosb3oBaTenu pen3oB FreeBSD, comepykalniux 6oJsiee paHHIOK Bepcuro LLDB,
MOTYT BOCIIOJIb30BaThCI CHUMKOM M3 IIOPTOB WJIU ITaKeTOB, Kak devel/llvm-devel.

Hauwunasg ¢ LLDB 12.0.0, ygasnéHHas owiagKa mnoagepsxuBaercd B FreeBSD. 3To o3Havaet, uto 11db-
server MOKeT OBITH 3amyIlleH s OWIAaAK{A IIpOrpaMMbl Ha OJHOM y3je, B TO BpeMsl Kak
UHTePaKTHUBHBIN KIWeHT 11db moakirouaeTcss K HeMy C APYroro.

UToOBl 3allyCTUTh HOBBIM IIpoIecC I YAaléHHOM OTIagKH, BBIITOMHWUTe 1ldb-server Ha
yAaJIEHHOM CcepBepe, Habpas

% 1ldb-server g host:port -- progname

IIporecc 6y/eT OCTaHOBJIEH cpa3y Ilocie 3aIycka, U 1ldb-server GyZeT 0KHAATh MOAKIIOUEHUS
KJIMEeHTa.

3amyctuTe 11db JIoKa/JbHO U BBEAWTE CJEAYIONIYI0 KOMaHAY U IOAKIIOUEHHUS K YOaJIEeHHOMY
cepBepy:

(11db) gdb-remote host:port

26


https://docs.freebsd.org/ru/books/handbook/ports#ports-using
https://cgit.freebsd.org/ports/tree/devel/llvm-devel/

11db-server Takxke MOXKET IIPUCOEIHMHUTHLCSI K paboTaroIeMy Ipolieccy. /IIsi 3TOTO BBeIUTE
cylefyrolliee Ha yoaJléHHOM cepBepe:

% 1ldb-server g host:port --attach pid-or-name

2.6.4. NUcnnosib3oBaHue gdb

3amyck gdb

3amyctute gdb, HabpaB
% gdb progname
XOTSI MHOTHE IPEAIIOUUTAIOT 3aIlyCcKaTh ero BHYTPH Emacs. /lJIst 3TOro BBETUTE:
M-x gdb RET progname RET

HakoHell, i1 TeX, KOTO OTIIyTUBaeT TEeKCTOBBINM HMHTepdeiic KOMaHIHOM CTPOKH, CYyI[eCTBYeT
rpapuueckuii uHTepdeuc (devel/xxgdb) B KosyleKITUU IIOPTOB.

3anyck nmporpaMmsl of, oTiagauKkom gdb

CKOMIIWIMPYUTE IIPOrpaMMYy C -g, YTOOBI MaKCHUMaJIbHO HCII0JIb30BaTh BO3MOXKHOCTH gdb. OHa
OyzmeT paboraTh U 6€3 3TOro, HO 0TOO6PasUT TOJIBKO UM TeKyIllell BBIIIOIHsIeMON GYHKIIMHU BMECTO
HUCXOHOr0 Koja. CTpoKa BHUa:

... (no debugging symbols found) ...

Korma gdb 3aIlyCKaeTCs, 3TO 0O3HAYaAET, UTO IIporpaMmMa He ObLIa CKOMIIMJIMpPOBAaHaA C OHHHeﬁ -q.

Ha mnpurnamenuu gdb BBeguTe break main. 3TO yKaXkeT OTIaAUUKY IIPOIIYCTUTH
IIpeJBapUTEJILHBINA KOJ, HAaCTPOHUKHU B BBIIIOJIHSAEMOM IIpOrpaMMe M OCTaHOBHUTL BBIIIOJIHEHHE B
HayaJsle Kofia IIporpamMMel. Terepb BBefiuTe run, YTOOBI 3aIlyCTUTH IIpOrpaMMy — OHa HAYHETCH C
HayaJsia KoJa HaCTPOMKH, a 3aTeM OyZieT 0CTaHOBJIeHa 0TJIaUMKOM IIPU BBI3OBe main().

/171 TI0I11ar0BOT0 BBIIOJIHEHUS IIPOTpaMMbl Ha’KUMauTe n. IIpu BbI30Be QYHKIIUU BOUJUTE B HEE,
HakaB s. OKasaBIINCh BHYTPU QYHKIIMH, BEDHUTECH U3 Heé, Ha’KaB f, MIM UCII0JIb3YUTe up U down
IJIs1 6BICTPOIO IIPOCMOTPA BBISBIBAIOIIIETO KOJA.

BoT mpocTOM IIpuMep TOro, KaK HAWTH OIIMOKY B IIporpaMMe C IIOMOIIBI0 gdb. 3TO HaIla
rporpaMma (C yMBIIIJIEHHOH OIIMOKO):

#include <stdio.h>

int bazz(int anint);
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main() {

int i;

printf("This is my program\n");
bazz(i);
return 0;

}

int bazz(int anint) {
printf("You gave me %d\n", anint);
return anint;

JdTa mporpamMMa yCTaHaBJIMBaeT 3HaueHWe 1 PaBHBIM 5 U IlepefaéT ero B QYHKIIMIO bazz(),
KOTOpasi BIBOAUT IlepeflaHHOe YHUCJIO.

KoMOumIdIys ¥ 3alycK IporpaMMbl 0TOGPakaroT

% cc -g -0 temp temp.c
% ./temp

This is my program
anint = 4231

JT0 6BLJIO He TO, YTO MBI oxkuganu! [lopa pa3obpaThCs, YTO IIPOUCXOTUT!

% gdb temp
GDB is free software and you are welcome to distribute copies of it
under certain conditions; type "show copying" to see the conditions.
There is absolutely no warranty for GDB; type "show warranty" for details.
GDB 4.13 (i386-unknown-freebsd), Copyright 1994 Free Software Foundation, Inc.

(gdb) break main Skip the set-up code

Breakpoint 1 at 0x160f: file temp.c, line 9. gdb puts breakpoint at main()
(gdb) run Run as far as main()

Starting program: /home/james/tmp/temp Program starts running

Breakpoint 1, main () at temp.c:9 gdb stops at main()

(gdb) n Go to next line

This is my program Program prints out

(gdb) s step into bazz()

bazz (anint=4231) at temp.c:17 gdb displays stack frame

(gdb)

[Momoxxmute mMuHyTy! Kak int crasm paBeH 4231? Pa3Be OH He OBLI yCTAaHOBJIEH B 5 B main()?
JlaBauiTe IIogHUMEMCS K mMain() U IIOCMOTPHUM.

(gdb) up Move up call stack
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#1 0x1625 in main () at temp.c:11 gdb displays stack frame
(gdb) p i Show us the value of i
$1 = 4231 gdb displays 4231

O 60>ke! IJIsA/151 HAa KO/, MBI 3a6bLTH MHUITHAIU3UPOBATh i. MBI XOTeIU 106aBUTh

main() {

int 1;
i=05;

printf("This is my program\n");

HO MBI IIPOITYCTUJIU CTPOKY i=5;. [IOCKOJIBLKY Mbl He MHUITHAJIU3UPOBAaJIU i, 0Ha CcofieprKaia Jrboe
4MCJI0, KOTOPOe 0Ka3aoCh B TOM 006JIaCTH aMATH IIPU 3allyCKe IIPOrpaMMEl, U B JaHHOM CJIy4dae
3TO OKa3aJyoch 4231.

Komanpa gdb oTo6pakaeT CTeK BBI30BOB KaKIbIU pas IIPU BXO/e B QYHKITUIO HUIH
BBIXO/le U3 Heé, jake IIPU UCII0JI30BaHUHU Up U down /I IlepeMelleHHs 110 CTeKY
BBI3OBOB. JTO IIOKa3blBaeT HMs QYHKIIMM W 3HaYeHUs e€ apryMeHTOB, YTO

o IIOMOTaeT OTCJIeKHUBATh TeKylllee II0JI0)KeHHe M mIpoucxopsdiiee. (CTeK — 3To
o6JlacTh XpaHeHMs, Ifle IIporpaMMa CoxpaHseT MHOOpMAaIlHI 00 apryMeHTax,
IepeJJaHHBIX B QYHKIIUHM, U O MecTe, KyJa HY>KHO BepHYTBCS IIOCJIe BBI30Ba
$YyHKIIHN.)

H3yueHue ¢aiiia core c momouisro gdb

daiy core — 3TO, IO CyTH, Gaiiy, cofeprKaIhil IIOJTHOEe COCTOSHUE IIpoIiecca Ha MOMEHT ero
aBapUMHOrO 3aBepIleHus. B «cTapble [00pble BpeMeHa» IIPOTPAMMHCTaM IIPUXOIHIOCH
pacmevaThBaTh IIeCTHAJIlaTepUYHbIe JaMITbl GpaiiyIoB core W KOPIeTh HaJl PYKOBOJCTBAMH IIO
MAaIlTMHHOMY KOJy, HO celuac >KM3Hb CTajla HeMHOro mpoire. Kcratu, B FreeBSD u JIpyrux
cucteMax Ha 6ase 4.4BSD daiiy core Ha3pIBaeTCsI progname.core, a He IIpPOCTO core, YTOOHI GBLIO
TIOHSTHEE, KaKOH IIporpaMMe OH ITPUHAJIEKUT.

J1a aHasnsa ¢aitia core samyctuTe gdb 06BIYHBIM CII0CO60M. BMecTo BBo/ta KoMaH/ break mu run
BBeJINTE

(gdb) core progname.core

Ecix ¢paitr core OTCYTCTBYeT B TEKYIl[eM KaTaJjlore, CHauajla BBeguTe dir /nyTb/k/core/dainy.

OTJIa,ZL‘-II/IK OOJIPKEH OTO6paBI/ITB YTO-TO BpOJe 3TOrO:

% gdb progname
GDB is free software and you are welcome to distribute copies of it
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under certain conditions; type "show copying" to see the conditions.
There is absolutely no warranty for GDB; type "show warranty" for details.
GDB 4.13 (i386-unknown-freebsd), Copyright 1994 Free Software Foundation, Inc.
(gdb) core progname.core
Core was generated by ‘progname’.
Program terminated with signal 11, Segmentation fault.
Cannot access memory at address 0x7020796d.
#0 0x164a in bazz (anint=0x5) at temp.c:17

(gdb)

B 3TOM cily4dae IIporpamMma HasblBajlaCch progname, II03TOMy Gaiy JaMila IIaMsTH Ha3blBaeTCs
progname.core. MBI BUAUM, YTO IIpOrpaMMa 3aBeplIujIach aBapUIMHO KM3-3a IIOIBITKH JOCTyIIa K
006J1aCTH ITaMsITH, KOTOpasi el He JOCTYIIHA, B QYHKITUU bazz.

WHora 1101e3H0 YBU/IeTh, KaK ObljIa BbI3BaHa QYHKITHS, IIOCKOJILKY IIpo6JieMa MoIjla BOSHUKHYTh
ropaszo BBINIE II0 CTeKy BBLI30BOB B CJI0KHOM IIporpaMme. bt 3acraBisieTr gdb BBIBECTH
TPaCcCUPOBKY CTeKa BHI3OBOB:

(gdb) bt

#0 0x164a in bazz (anint=0x5) at temp.c:17
#1 Oxefbfd888 in end ()

#2 0x162c in main () at temp.c:11

(gdb)

dyHKnua end() BBI3BIBAETCS IIPH aBapUMHOM 3aBepIleHHH IIPOrpaMMBl; B JAaHHOM CJlIydae
¢yHKIUA bazz() 6b11a BeI3BaHa U3 main().

ITogxaroueHue K padoTaroeil mporpaMmMe ¢ nomoIubio gdb

OmHOM M3 caMbIX YAOOHBIX OYHKIMHU gdb sABJgeTCI BO3MOXKHOCTH IIOAK/IIOUEHHUS K yiKe
3allyllleHHON IIporpamMmMe. KOHeYHO, [JIg 3TOT0 TPeOYIOTCA COOTBETCTBYIOIME paspelleHHs.
YacToH 1mpobIeMOoH ABJISIETCS IIOLIAar0OBOEe BBIIIOJIHEHMe IIPOTpaMMBl, KOTOpas CO3MaéT NJOUepHUN
IIPOIlecC, KOIZla HY)KHO OTC/JAeKHMBATH [JOUEPHHM IIPOIjecC, HO OWIAAUYUK IIPOAOJDKaeT
OTCJIE’KUBATH TOJIBKO POJUTE/IbCKUH.

JUts 3aToro 3amycTuTe Apyrod gdb, mcmonb3yiTe ps I MOMCKA HAEHTHOHUKATOpa IIpoIecca
TOYEPHETO 3JIEMEHTA U BBIITOJTHUTE

(gdb) attach pid

B gdb, a 3aTeM OTJIa)KHBaMTe KaK OOBIUHO.

JIJ1s1 TOTO YTOGHI 3TO Pab0TaIo IIPAaBUIBHO, KO/, KOTOPBIH BRI3BIBAET fork IjIs1 CO3MaHUs TOUePHETO
IIporiecca, A0JDKeH ieJIaTh UTO-TO BPOJie CIeyIoIero (IIpefocTaBIeHo U3 JoKyMeHTaIuu gdb):

if ((pid = fork()) < 0) /* _Always_ check this */
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error();
else if (pid == 0) { /* child */
int PauseMode = 1;

while (PauseMode)
sleep(10); /* Wait until someone attaches to us */

} else { /* parent */

Tereps 0CTasIOCh TOJIBKO IIOAKIIOUUTHCSI K JJOUYEPHEMY IIPOIIECCY, YCTaHOBUTH PauseMode B 0 u
I0’KIAaThCs BO3BpaTa U3 BhI3oBa sleep()!

2.7. Hcmosib3oBaHue Emacs B KauecTBe cpebl
paspadoTKu

2.7.1. Emacs

Emacs — 3T0 BBICOKOHACTpauBaeMbIl pelakTOp — HaCTOJILKO, YTO er0 MO’KHO CKOpee Ha3BaThb
OIlepallMOHHOM CHUCTEMOM, uYeM pemakropoM! MHorue paspabOTUYHUKU U CUCTEeMHbBIEe
aJIMUHUCTPATOPHl [eMCTBUTEIHLHO IPOBOJAAT IIPaKTHUECKH BCE CBOE BpeMs, paboTas BHYTPHU
Emacs, BBIX0/I9 U3 HEeT0 TOJIbKO JIJI51 3aBepIlIeHUs ceaHca.

HeBO3MOJKHO [a’ke KpaTKO OIHMCaThb BCe, UYTO MOJXKeT JesaTb Emacs, HO BOT HEKOTOpbIe
0CO6E€HHOCTH, KOTOpPbIe MOI'YT OBITH MHTEPECHBI pa3paboTYruKaM:

* OyeHb MOIIHBIM PeNAKTOP, IT03BOJIAIOIIUM BBIIIOMHATE ITOMCK M 3aMeHy KaK CTPOK, TakK H
PeryJspHbIX BeIpa’keHUH (11a6JI0HOB), IlepeXo/i K Hauasly/KOHIly 6JI0Ka BhIpakeHHUs ¥ MHOIOe

IpyToe.

* BrInajarolye MeHIO U BCTpOeHHas CIIpaBKa.

* IloacBeTKa CHHTaKCcHCca ¥ GOpMaTHPOBaHUe OTCTYIIOB B 3aBUCHUMOCTH OT A3bIKa.

¢ JT0JTHOCTBX0 HaCTpauBaeMBbIH.

* BBl MO’KeTe KOMIIMJIMPOBATh ¥ OTJIa)KMBaTh IIporpaMMBbI U3 Emacs.

* [Ipu omMbKe KOMIIUIAIIMYA MOJKHO IIeperTH K IIPp0o6IeMHOM CTPOKe UCXOJHOTO KOZa.

* /Ipy>KeIr00HBIM MHTEePeNC I IIporpaMMEl info, HCIIO/IL3yeMOH 11 UTeHUs THIIePTeKCTOBOMI
noxkymeHTanu GNU, BKIrO4as JOKyMeHTAaIIHIo 110 caMoMy Emacs.

» /IpyKer00HBINA UHTEepPelc a1 gdb, IT03BOJIAIOIIUN IIPOCMaTPUBATh UCXOQHBIN KOl BO BpeMsl
II0IIIaTrOBOT'0 BBIIIOJTHEHUS IIPOTPAMMBIL.

U, HeCOMHEHHO, MHOKeCTBO JPYTUX, KOTOpPbIe OBIIU YIIYIIeHbl U3 BULY.
Emacs M0>KHO ycTaHOBUTH Ha FreeBSD ¢ rtoMoInkio rakera editors/emacs.

IIocJie yCTaHOBKHU 3allyCTUTeE ero U BRIMOJIHUTe (-h t, YTO6BI IPpOUUTATh PYKOBO/CTBO 10 Emacs —
9TO 03HAUAaeT, UTO HY>KHO yJlep>KUBaTh control, HaXkaThb h, OTIIyCTUTH control, a 3aTeM HaXkaTh t.
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(Taxyke MO>KHO HCITOJIb30BaTh MBIIIE [T BhIGopa PykoBoicTBO 110 Emacs B MeH:o Help.)

Xota B Emacs U ecTb MeHI, CTOUT M3YUUTH COUYeTaHUS KJIaBHUII, TaK KaK pefakKTUpoOBaTh UTO-
JI60 € UX IIOMOIIIBI0 TOpasfo ObICTpee, UeM HMCKaTh MBIIIKY U KJIUKaTh B Hy>KHOe MecTo. Kpome
TOTO, 00I11aACh C OIBITHBIMH I10JIb30BaTe/IsIMU Emacs, BBl 4acTO YCBIIIUTe BhIpakeHUs Bpoje «M-
x replace-s RET foo RET bar RET» — 1oJie3HO IIOHHMAaTh, UTO OHH 3HayaT. Jla 1 BoobIle, B Emacs
CTOJIBKO I10JI€3HBIX QYHKIIUI, YTO BCe OHU IIPOCTO He IIOMECTITCI Ha IIaHeJsIX MeHIO.

K cyacThio, OCBOUTH COYeTaHUs KJIABUII JOBOJILHO JIETKO, TAK KaK OHU 0TOOpa’karoTcs pSafoM C
IIyHKTaMX MeHI0. MOM COBeT — MCII0JIb30BaTh IIYHKTHI MEHK0 I, CKakeM, OTKPBITUA (daiiia,
II0OKa Bbl He pa3bepéTech, KaK 39TO paboTaeT, U He IOYYBCTByeTe cebd yBepeHHO, a 3aTeM
norpobyuTe BINOMHUTE C-x (-f. Korma oCBOUTECH C 9THM, IIEPeXOJUTe K CIIeAYIOIer KOMaH/Ie
MEHIO.

Ecii BBl He MO’KeTe BCIIOMHHUTB, UTO JleJIaeT OIlpe/ie/IéHHAass KOMOWHAITUS KJIaBHUIIL, BHIOEPUTE
Omcanue KiaBurmiu B MeHIo Help 1 BBeiuTe eé — Emacs COOOIITUT, UTO OHA JieJlaeT. BeI Takke
MO’KETe HCIO0JIb30BaTh NOYHKT MeHI0 Command Apropos, UTOOGbI HaWTH BCe KOMAaHJIbI,
cofiep>Kalllie OITpe/IeIEHHOE CJI0BO, C YKa3aHHEeM COOTBETCTBYIOIIHX KJIaBUIITHBIX COYETAHHH.

Me)Ky IIpOYMM, BhIpaKeHHE BBINIIe O3HAuvaeT: y/epKuUBaiiTe KiaaBuily Meta, Hakmure X,
oTnycTuTe KiaaBuily Meta, BBexuTe replace-s (cokpallleHHe OT replace-string — emfé opHa
ocobeHHOCT, Emacs B TOM, 4TO KOMaHZbl MOXKHO COKpalllaTh), HaKMHUTe KJIaBHIIy return,
BBeguTe foo (CTpoKa, KOTOPYI HY>KHO 3aMeHUTh), Ha)KMUTe KJaBHUILy return, BBeauTe bar
(cTpoka, Ha KOTOPYH HY)KHO 3aMeHUTh foo) M CHOBa HaXMuTe return. Emacs BBIIIOJTHUT
oIlepaIiiio II0MCKa M 3aMeHbl, KOTOPYI0 BBl TOJIBKO UTO 3aIIPOCHIIH.

Ecii BaM MHTepecHO, YTO Takoe Meta, TO 3TO crenasbHas KIaBHIIA, KOTOpasd eCTb Ha MHOTHX
pabouux craHusax UNIX®. K coxkaneHuro, Ha PC e€ HeT, I103TOMY 00BIYHO UCIIOJIb3yeTcd alt (miw,
eCJIA BaM He II0Be3JI0, escape ).

AX na, yTo6bI BHIMATH U3 Emacs, Hakmute (-x (-c (3TO 3HAUUT 3aKMUTe KJaBHUIy control,
Ha)KMHUTe X, 3aTeM ¢ U oTmycruTe control). Ecaiv y Bac ecTb HecoxpaHEéHHbIe Qaiiabl, Emacs
CIIPOCHUT, XOTUTE JIU Bbl UX COXpPaHUTh. (UITHOPUPYITe YacTh JOKYMEHTAIUU, I[ie TOBOPUTCS, YTO
(-z — 3T0 0OBIYHBIN c110C06 BBIXOZA M3 Emacs — 3To ocraBisieT Emacs pa6oTaroniuMm B GoHe U
I10JIE3HO TOJIBKO Ha CUCTeMaxX 6e3 BUPTYaJIbHbIX TEPMUHAJIOB).

2.7.2. Hactpoiika Emacs

Emacs fjeslaeT MHOIO 3aMeydaTeJIbHBIX Belllel; HeKOTOpble U3 HUX BCTPOEHBI, HEKOTOPhIe TPeOYyIoT
HaCTPOUKHU.

BMecTo HCIOJIb30BaHUS IIPOIIPHUETApPHOTO $3bIKa MAaKpoCOB [I1 KoHQUrypamuu, Emacs
IIpUMeHseT BepCHIo Lisp, crierjaIbHO afallTUPOBAHHYIO /I PeflaKTOPOB, U3BECTHYI0 Kak Emacs
Lisp. Pa6ora ¢ Emacs Lisp Mo)keT OBITH BeCbMa II0JI€3HOM, €CJId Bbl XOTHUTE IIPOJO/DKUTH U
HU3y4YUTh 4TO-TO Bpozie Common Lisp. Emacs Lisp o6sagaeT MHOTUMH BO3MOKHOCTIMH Common
Lisp, XOTsI ¥ 3HAUUTEJbHO MeHbIIIe (U, cJIe[[0BaTeJIbHO, IIPOIIle /IJII OCBOEHHS).

Jlyumuii crioco6 u3yuyuth Emacs Lisp — 9T0 IpounTaTh OHJIAMH-PYKOBOZACTBO Emacs Reference.

OpHako A1 HadaJla HacTpoMky Emacs He 00s3aTeIbHO 3HATh Lisp, Tak Kak g BKJIKYUII IIpUMep
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¢aiina .emacs, KOTOPOIO J0/DKHO OBITH JOCTaTOUHO [IJIA cTapTa. [[poCTO CKOIIHPYMTe ero B CBOM
IOMAaITHUY KaTaJjoT U Iepe3anycTuTe Emacs, ecjid OH yyKe 3allyIlleH; OH IIPOYNTaeT KOMaH/bl U3
darisa ¥ (HaZ|erCh) IIPef0CTaBUT BaM I10JIE3HYI0 6a30BYI0 KOHQUTYPAILIHIO.

2.7.3. lIpumep ¢Paiia .emacs

K coxaseHutro, 3neCh C/JIMIITIKOM MHOTIO I/IH(bopMaHI/II/I, 4YTOObI OOBSICHITL BCE l'[O/IpO6HO; OIHAKO
€CThb OAH WJIN IBa MOM€EHTA, KOTOPhIE€ CTOUT YIIOMSAHYTh.

* BCé, yTO HAaUUHAETCA C ;, IBJIsIeTCI KOMMeHTaprueM U urHopupyetcsa Emacs.

* B mepBO# cTpoKe -- Emacs-Lisp -- Hy>KeH IS TOTO, YTOOBI MBI MOIJIM PeIaKTUPOBATH CaM
¢atin .emacs B Emacs U HCIIOBb30BaTh Bce YA0OHBIE QYHKITUM IJIs1 peflaKTUpoBaHUS Emacs
Lisp. O6bryH0 Emacs meITaeTcs yrafiaTh 3TO II0 UMeHHU ¢aiia, HO MOXKeT He C/ieJIaThb 3TO
IIPaBUJIBHO JIJIS .emacs.

« KiaBumia tab cBsisaHa ¢ QyHKITHeH OTCTyIIa B HEKOTOPBIX PesKMMax, II03TOMY IIPU HaXKaTHUU
KJIaBUIIHK tab TeKylas CTpoka Koja 6yZeT ¢ OTCTynoM. ECIM BBl XOTHUTe BCTaBUTh CHMBOJI
Ta6YJ AU B TEKCT, y/lep>KUBakTe KJIaBUILy control Bo BpeMs HaXkaTHA tab.

* JTOT Qaili Iogaep>KUBAeT OACBETKY chHTaKcuca Ay C, C++, Perl, Lisp u Scheme, ompenesnss
SI3BIK 110 UMeHU ¢aiiia.

* B Emacs y>xe ecTb IIpefolipe/iesiéHHasg GyHKIMA next-error. B OKHe BBIBO/Ia KOMITMJIAIIMU 3TO
I103BOJIAeT MePeXOJUTh OT OFHOM OLIMOKM KOMIIMJIALIAM K CAeAYIOIel ¢ IIOMOIIbI0 M-n; MBI
oIIpefiesiieM [OIIOJIHUTEJBHYI0 QYHKITUIO previous-error, KOTOpas II03BOJIIET BEPHYTHCI K
IpeapIayiner omubke ¢ nmoMoinbio M-p. Camoe IpusTHoe — codertaHue (-c¢ (-c OTKpoeT
HUCXOIHBIN $aiiy, B KOTOPOM IIPOM30IILIA OIIIHMOKA, U ITepeiiEéT Ha COOTBETCTBYIOIYIO CTPOKY.

* BruirogyaeM BO3MO’KHOCTH Emacs paboTaTh Kak CepBep, TaK YTO eCJIH BBl 3aHATHl YeM-TO BHe
Emacs 1 X0THUTe 0TpeflaKTHUPOBaTh $arij, MOKHO IIPOCTO BBECTHU

%

% emacsclient filename

U 3aTeM BBl MO’KeTe peJlaKTUPOBaTh $aiia B BameM Emacs!"

ITpumep 1. [Ipumep @atina .emacs

;7 -*-Emacs-Lisp-*-

;7 This file is designed to be re-evaled; use the variable first-time
7+ to avoid any problems with this.
(defvar first-time t

"Flag signifying this is the first time that .emacs has been evaled")

;1 Meta

(global-set-key "\M- " 'set-mark-command)
(global-set-key "\M-\C-h" 'backward-kill-word)
(global-set-key "\M-\C-r" 'query-replace)
(global-set-key "\M-r" 'replace-string)
(global-set-key "\M-g" 'goto-line)
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(global-set-key "\M-h" "help-command)

;+ Function keys

(global-set-key [f1] 'manual-entry)
(global-set-key [f2] 'info)
(global-set-key [f3] 'repeat-complex-command)
(global-set-key [f4] 'advertised-undo)
(global-set-key [f5] 'eval-current-buffer)
(global-set-key [f6] 'buffer-menu)
(global-set-key [f7] 'other-window)
(global-set-key [f8] 'find-file)
(global-set-key [f9] 'save-buffer)
(global-set-key [f10] 'next-error)
(global-set-key [f11] 'compile)
(global-set-key [f12] 'grep)
(global-set-key [C-f1] 'compile)
(global-set-key [C-f2] 'grep)
(global-set-key [C-f3] 'next-error)
(global-set-key [C-f4] 'previous-error)
(global-set-key [C-f5] 'display-faces)
(global-set-key [C-f8] 'dired)
(global-set-key [C-f10] 'kill-compilation)

;+ Keypad bindings
(global-set-key [up] "\C-p")
(global-set-key [down] "\C-n")
(global-set-key [left] "\C-b")
(global-set-key [right] "\C-f")
(global-set-key [home] "\C-a")
(global-set-key [end] "\C-e")
(global-set-key [prior] "\M-v")
(global-set-key [next] "\C-v")
(global-set-key [C-up] "\M-\C-b")
(global-set-key [C-down] "\M-\C-f")
(global-set-key [C-left] "\M-b")
(global-set-key [C-right] "\M-f")
(global-set-key [C-home] "\M-<")
(global-set-key [C-end] "\M->")
(global-set-key [C-prior] "\M-<")
(global-set-key [C-next] "\M->")

;5 Mouse
(global-set-key [mouse-3] "imenu)

50 Misc
(global-set-key [C-tab] "\C-q\t") ; Control tab quotes a tab.
(setq backup-by-copying-when-mismatch t)

;; Treat 'y' or <CR> as yes, 'n' as no.
(fset 'yes-or-no-p 'y-or-n-p)
(define-key query-replace-map [return] 'act)



(define-key query-replace-map [?\C-m] 'act)

;+ Load packages
(require 'desktop)
(require 'tar-mode)

;7 Pretty diff mode
(autoload 'ediff-buffers "ediff" "Intelligent Emacs interface to diff" t)
(autoload 'ediff-files "ediff" "Intelligent Emacs interface to diff" t)
(autoload 'ediff-files-remote "ediff"

"Intelligent Emacs interface to diff")

(if first-time
(setq auto-mode-alist

(append "(("\\.cpp$" . c++-mode)
("\\.hpp$" . c++-mode)
("\\.1sp$" . lisp-mode)
("\\.scm$" . scheme-mode)
("\\.p1$" . perl-mode)
) auto-mode-alist)))

;1 Auto font lock mode
(defvar font-lock-auto-mode-list

(list 'c-mode 'c++-mode 'c++-c-mode 'emacs-lisp-mode 'lisp-mode 'perl-mode
'scheme-mode)

"List of modes to always start in font-lock-mode")

(defvar font-lock-mode-keyword-alist
"((c++-c-mode . c-font-lock-keywords)
(perl-mode . perl-font-lock-keywords))
"Associations between modes and keywords")

(defun font-lock-auto-mode-select ()
"Automatically select font-lock-mode if the current major mode is in font-lock-
auto-mode-Tlist"
(if (memg major-mode font-lock-auto-mode-list)
(progn
(font-lock-mode t))
)
)

(global-set-key [M-f1] 'font-lock-fontify-buffer)

;5 New dabbrev stuff
;(require 'new-dabbrev)
(setq dabbrev-always-check-other-buffers t)
(setq dabbrev-abbrev-char-regexp "\\sw\\|\\s_")
(add-hook 'emacs-1isp-mode-hook
'"(lambda ()
(set (make-local-variable 'dabbrev-case-fold-search) nil)
(set (make-local-variable 'dabbrev-case-replace) nil)))
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(add-hook 'c-mode-hook
"(lambda ()
(set (make-local-variable 'dabbrev-case-fold-search) nil)
(set (make-local-variable 'dabbrev-case-replace) nil)))
(add-hook 'text-mode-hook
"(lambda ()
(set (make-local-variable 'dabbrev-case-fold-search) t)
(set (make-local-variable 'dabbrev-case-replace) t)))

;7 C++ and C mode...

(defun my-c++-mode-hook ()
(setq tab-width 4)
(define-key c++-mode-map "\C-m" 'reindent-then-newline-and-indent)
(define-key c++-mode-map "\C-ce" 'c-comment-edit)
(setq c++-auto-hungry-initial-state 'none)
(setq c++-delete-function 'backward-delete-char)
(setq c++-tab-always-indent t)
(setq c-indent-level 4)
(setq c-continued-statement-offset 4)
(setq c++-empty-arglist-indent 4))

(defun my-c-mode-hook ()
(setq tab-width 4)
(define-key c-mode-map "\C-m" 'reindent-then-newline-and-indent)
(define-key c-mode-map "\C-ce" 'c-comment-edit)
(setq c-auto-hungry-initial-state 'none)
(setq c-delete-function 'backward-delete-char)
(setq c-tab-always-indent t)
;7 BSD-ish indentation style
(setq c-indent-level 4)
(setq c-continued-statement-offset 4)
(setq c-brace-offset -4)
(setq c-argdecl-indent 0)
(setq c-label-offset -4))

»» Perl mode
(defun my-perl-mode-hook ()
(setq tab-width 4)
(define-key c++-mode-map "\C-m" 'reindent-then-newline-and-indent)
(setq perl-indent-level 4)
(setq perl-continued-statement-offset 4))

;7 Scheme mode...
(defun my-scheme-mode-hook ()

(define-key scheme-mode-map "\C-m" 'reindent-then-newline-and-indent))

;; Emacs-Lisp mode...

(defun my-1lisp-mode-hook ()
(define-key lisp-mode-map "\C-m" 'reindent-then-newline-and-indent)
(define-key lisp-mode-map "\C-i" 'lisp-indent-line)
(define-key lisp-mode-map "\C-j" 'eval-print-last-sexp))



;3 Add all of the hooks...

(add-hook 'c++-mode-hook 'my-c++-mode-hook)
(add-hook 'c-mode-hook 'my-c-mode-hook)

(add-hook 'scheme-mode-hook 'my-scheme-mode-hook)
(add-hook 'emacs-1lisp-mode-hook 'my-1isp-mode-hook)
(add-hook 'lisp-mode-hook 'my-1isp-mode-hook)
(add-hook 'perl-mode-hook 'my-perl-mode-hook)

;; Complement to next-error

(defun previous-error (n)
"Visit previous compilation error message and corresponding source code."
(interactive "p")
(next-error (- n)))

75 Misc...
(transient-mark-mode 1)
(setq mark-even-if-inactive t)
(setq visible-bell nil)
(setq next-line-add-newlines nil)
(setq compile-command "make")
(setq suggest-key-bindings nil)
(put 'eval-expression 'disabled nil)
(put 'narrow-to-region 'disabled nil)
(put 'set-goal-column 'disabled nil)
(if (>= emacs-major-version 21)

(setq show-trailing-whitespace t))

;; Elisp archive searching

(autoload 'format-lisp-code-directory "lispdir" nil t)
(autoload 'lisp-dir-apropos "lispdir" nil t)

(autoload 'lisp-dir-retrieve "lispdir" nil t)
(autoload 'lisp-dir-verify "lispdir" nil t)

;3 Font lock mode
(defun my-make-face (face color &optional bold)
"Create a face from a color and optionally make it bold"
(make-face face)
(copy-face 'default face)
(set-face-foreground face color)
(if bold (make-face-bold face))
)

(if (eq window-system 'x)
(progn

(my-make-face 'blue "blue")
(my-make-face 'red "red")
(my-make-face 'green "dark green")
(setq font-lock-comment-face 'blue)
(setq font-lock-string-face 'bold)
(setq font-lock-type-face 'bold)
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(setq font-lock-keyword-face 'bold)

(setq font-lock-function-name-face 'red)

(setq font-lock-doc-string-face 'green)

(add-hook 'find-file-hooks 'font-lock-auto-mode-select)

(setq baud-rate 1000000)
(global-set-key "\C-cmm" 'menu-bar-mode)
(global-set-key "\C-cms" 'scroll-bar-mode)
(global-set-key [backspace] 'backward-delete-char)
; (global-set-key [delete] 'delete-char)
(standard-display-european t)
(load-library "iso-transl")))

7+ X11 or PC using direct screen writes
(if window-system

(progn
: (global-set-key [M-f1] "hilit-repaint-command)
Vi (global-set-key [M-f2] [?\C-u M-f1])

(setq hilit-mode-enable-list

"(not text-mode c-mode c++-mode emacs-lisp-mode 1isp-mode
scheme-mode)

hilit-auto-highlight nil
hilit-auto-rehighlight 'visible
hilit-inhibit-hooks nil
hilit-inhibit-rebinding t)

(require 'hilit19)

(require 'paren))

(setq baud-rate 2400) ; For slow serial connections

)

;o TTY type terminal
(if (and (not window-system)
(not (equal system-type 'ms-dos)))
(progn
(if first-time
(progn
(keyboard-translate ?\C-h ?\C-?)
(keyboard-translate ?\C-? ?\C-h)))))

;3 Under UNIX
(if (not (equal system-type 'ms-dos))
(progn
(if first-time
(server-start))))

;7 Add any face changes here
(add-hook 'term-setup-hook 'my-term-setup-hook)
(defun my-term-setup-hook ()
(if (eq window-system 'pc)
(progn
;7 (set-face-background 'default "red")
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)))

;7 Restore the "desktop" - do this as late as possible
(if first-time
(progn
(desktop-load-default)
(desktop-read)))

;» Indicate that this file has been read at least once
(setq first-time nil)

;+ No need to debug anything now
(setq debug-on-error nil)

:» A1l done
(message "All done, %s%s" (user-login-name) ".")

2.7.4. PacuiupeHue CIIMCKa A3bIKOB, IOHUMaeMBIX Emacs

BoT, 3TO BCe XOpOIIO, €CaIXu Bbl XOTUTE IIPOrPaMMUPOBATL TOJNBKO Ha Hg3bIKaX, YKe
IpexycMOTpeHHBIX B .emacs (C, C++, Perl, Lisp 1 Scheme), HO 4TO IIPOU30MU/ET, €CIU ITOSIBUTCA
HOBBIU SI3bIK 110/ Ha3BaHUeM "whizbang", TOIHBIN 3aXBaTHIBAIOIIUX BO3MOKHOCTEMN?

[IepBOe€, UTO HYKHO ClieJIaTh, — 3TO BBIACHUTD, II0CTABJISIOTCI JIU ¢ wWhizbang Kakue-su60 paiibl,
coobmiaromyie Emacs o g3bike. O6BIYHO OHU 3aKaHUYMUBAalOTCA Ha .el, uTo o3HauvaeT "Emacs Lisp".
Hampumep, ecsii whizbang aBigetcs mopToM FreeBSD, MbI MO>keM HaliTU 3TU ¢paiiyibl, BHIIIOJIHUB

% find /usr/ports/lang/whizbang -name "*.el" -print

U YCTaHOBUTe UX, CKOIIMPOBAaB B KaTaIor Emacs, rae HaxoasaTcsa gaiiel Lisp (site Lisp). B FreeBSD
aTo /usr/local/share/emacs/site-lisp.

BoT nmpumep, ecyiv BBIBOJ KOMaHIb! find 6611

/usr/ports/lang/whizbang/work/misc/whizbang.el

MBI OBI ClieIaIu

# cp /usr/ports/lang/whizbang/work/misc/whizbang.el /usr/local/share/emacs/site-1isp

Jlajiee HaM HY’>KHO PeIllUTh, KaKoe pacllupeHHe UMeIT UCXOAHble ¢paiibl whizbang. /lomycTum,
IJIs. IIpUMepa, YTO BCe OHU 3aKaHYMWBAKOTCSA Ha .wiz. HaM Heo6XoquMo 06aBUTH 3alIMCh B HaIll
.emacs, YTo0bl yoeauThCs, 4TO Emacs cM0o>KeT UCII0/I1b30BaTh HHGopMaIluio u3 whizbang.el.

Harigure 3anuck auto-mode-alist B ¢parise .emacs 1 06aBbTe CTPOKY 11 whizbang, HatpuMep:
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("\\.1sp$" . lisp-mode)
("\\.wiz$" . whizbang-mode)
("\\.scm$" . scheme-mode)

JTO0 o03HauvaeT, 4YTO Emacs aBTOMaTU4YeCKH IlepedgéT B pexXum whizbang-mode 1ipum
pefaKkTUpoBaHUM daiiiia ¢ paclivpeHUeM .Wiz.

HermocpecTBeHHO HUDKe BBl HabijleTe 3anuch font-lock-auto-mode-list. lo6aBbTe whizbang-mode B
Heé cJIeIyoIM obpas3om:

:» Auto font lock mode
(defvar font-lock-auto-mode-list

(list 'c-mode 'c++-mode 'c++-c-mode 'emacs-lisp-mode 'whizbang-mode 'lisp-mode
"per1l-mode 'scheme-mode)

"List of modes to always start in font-lock-mode")

JTo o3Hayaet, uTo Emacs Bcerga 6yeT BKIro4aTh font-lock-mode (T.e. IIOACBETKY CHHTaKCHCa) IIPU
peraKkTUpoBaHUU daiia .wiz.

U 3T0 BCE, uTo Tpebyercs. Ecoi BaM HYKHO, UTOOBI UTO-TO €Il BBIIIOJIHAJIOCH aBTOMaTUUYeCKU
IIpU OTKPBITUU .Wiz, BBl MO)KeTe A00aBUTH whizbang-mode hook (cMm. my-scheme-mode-hook mist
IIPOCTOTO IIpUMepa, KOTOPbIH fob6asiaeT auto-indent).

2.8. /11 majibHEeHIIIero 03HaKOMJIEHUS

[l 1IosrydeHus MHQOpMaIiUM O HACTPOMKe Cpefbl paspaboTKU i BHECEHHUs UCIIpaBJIeHUU B
camy FreeBSD cMm. development(7).

* Brian Harvey and Matthew Wright Simply Scheme MIT 1994. ISBN 0-262-08226-8

* Randall Schwartz Learning Perl O’Reilly 1993 ISBN 1-56592-042-2

 Patrick Henry Winston and Berthold Klaus Paul Horn Lisp (3rd Edition) Addison-Wesley 1989
ISBN 0-201-08319-1

* Brian W. Kernighan and Rob Pike The Unix Programming Environment Prentice-Hall 1984 ISBN
0-13-937681-X

* Brian W. Kernighan and Dennis M. Ritchie The C Programming Language (2nd Edition) Prentice-
Hall 1988 ISBN 0-13-110362-8

* Bjarne Stroustrup The C++ Programming Language Addison-Wesley 1991 ISBN 0-201-53992-6

* W. Richard Stevens Advanced Programming in the Unix Environment Addison-Wesley 1992 ISBN
0-201-56317-7

W. Richard Stevens Unix Network Programming Prentice-Hall 1990 ISBN 0-13-949876-1

[1] Ecota BBI 3a1yCTHTE €€ B 000JI0UKe, MO>KeT IIPOM30UTH TaMII TaMATH.

40


https://man.freebsd.org/cgi/man.cgi?query=development&sektion=7&format=html

[2] Ha ciryuald, ecyti BBI He 3HaJIN: GMHAapHAs COPTUPOBKA — 3TO 3QPEeKTUBHBIN CII0CO6 YIIOPS/[0UYNBAHUS 3JIEMEHTOB, B OTJIMYHE
OT IIy3bIPHKOBOI.

[3] IIpUYUHEI 3TOT0 KPOKOTCS B INIyOMHAaX UCTOPUU.

[4] TlprMeyaHue: MbI He HCII0JIH30BaIH QJIar -0 JJIs yKasaHUs HMEHU HCITOJHSIeMOTo paiijia, IT09TOMY ITOJIyUNM HCITOTHIeMBIH
daiir c umereM a.out. Co3aHKe 0TVIaZI0UHOM Bepcuu ¢ uMeHeM foobar ocTaéres ypaykKHeHUeM I YUTaTesis!

[5] OHu He ucnosb3yT popmy MAKEFILE, Tak Kak 3arsiaBHble OyKBBI 4aCcTO IIPUMEHSIOTCS I GalyioB JOKYMeHTaI[H, TaKUX
kak README.

[6] MHorue mosib3oBaTend Emacs ycTaHaBJIMBAKOT IlepeMeHHYI0 oKpy>keHHs EDITOR B emacsclient, Tak 4TO 9TO IIPOKUCXOLUT
KayKZIbIF pas, KoIjja UM HY>KHO OTPelaKTUPOBaTh daiiI.
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I71aBa 3. be3onacHoe mporpaMMHUpPOBaHUe

3.1. 0630p

B 9ToHM IyIaBe OIIMCBIBAIOTCA HEKOTOpHhIe IIp06JieMBbl 6e30IIaCHOCTH, KOTOpPBIe IIpecyIefyroT
nporpaMmmucToB UNIX® Ha MOPOTOKEHUM [JEeCATHIeTHH, a TakKKe HOBBIe HHCTPYMEHTHI,
IoMorarolye u3bexxaTb HallMCaHUs YI3BUMOI'0 KOJa.

3.2. MeTo0/10THA 6€30IIaCHOr0 IPOEKTUPOBAaHUS

HamucaHue 6e30ITacHBIX ITPUJIOKEHUH TpebyeT OUeHh BHUMATEJIHHOTO M MECCUMHCTUYHOTO
B3IIA/la Ha KU3Hb. [I[pUI0KeHUsI IOJDKHBI paboTaTh 10 IIPUHITUITY "HaUMeHBIIIUX TPUBUJIETHH",
YTOOBI HU OJTUH ITPOIleCC He BBITIOJIHSIICS C AOCTYIIOM, IIPEBBINIAIOITIM HEO0OX0MUMBIH MUHUMYM
IJIsT BBITIOJTHEHUS ero QyHKIHNA. [0 BO3MOXKHOCTH CJIe[[lyeT IIOBTOPHO MCIIOJIL30BaTh YiKe
IIPOBEPEeHHBIN KO/, UTOOBI M30e)KaTh PaCIpPOCTPAaHEHHBIX OINMMO0K, KOTOPhIe, BO3MOXKHO, YiKe
HUCIIPaBUJIU APYTHE.

OpgHoit u3 joBylIeK cpenbl UNIX® gBisgeTcad TO, HAaCKOJBKO JIETKO [esaTh IIPEeAII0IOKeHUSI O
pPasyMHOCTU OKpyKeHUd. [IpuIoKeHUs HUKOILA He [TOJ/DKHBI JTOBEPSATH I10JIb30BATEIbECKOMY
BBOZly (BO Bcex ero ¢opmax), CUCTEMHBIM pecypcaM, Me>KIIPOI[eCCHOMY B3aUMOeMCTBUI0 WU
BpeMeHU COOBITUU. IIporiecchl UNIX® BBIIIOJMHAKTCA He CHUHXPOHHO, II03TOMY JIOTUYECKHe
oIlepaliy peiKo OBIBaXOT aTOMAapPHBIMU.

3.3. IlepenosiHeHue 0ydepa

[TepemnosiHeHMe O6ydepa CyIIeCTBOBAJIO C CAMbIX UCTOKOB apXUTeKTyphl GoH HelimaHa 1. BriepBhle
OHO IIOJIYYHJIO IIIMPOKYI0 M3BECTHOCTH B 1988 roxy 6Gsiaromaps dyepBr Moppuca. K coxkaneHu1o,
aTa 6a3oBas aTaka oCTaéTcd apPeKTUBHOM U II0 cell AeHb. Haubosiee pacIpoCTpaHEHHBINA THII
aTaKH C IepeltoJIHeHHeM Oydepa 0CHOBAH Ha IIOBPEKAEHUU CTeKa.

BOJIBIIIMHCTBO COBPEMEHHBIX KOMIILIOTEPHBIX CHUCTEM MCIOJB3YIOT CTeK [UId Ilepefaydu
apryMeHTOB IIpollefilypaM U XpaHeHUs JIOKaJbHBIX IlepeMeHHBbIX. CTeK — 3To Oydep Tuma
"TIoCJIeHUM IpUIlén — mepBbIM yinén" (LIFO) B BepxHell o6siacTH maMsaTH Ipoliecca. Korma
IIporpaMMa BBI3BIBaeT QYHKIIUIO, CO3/[AETCI HOBBIM "CTEKOBBIM Kajp". ITOT CTEKOBBIM Kajp
COCTOUT M3 apryMeHTOB, IlepelaHHbIX QYHKITUHY, a TaK)Ke JUHAaMUUYeCKOro KOJIMUeCcTBa MecTa I
JIOKaJIbHBIX IIepeMeHHBIX. "YKasaTeslb CTeKa" — 3TO PerucTrp, KOTOPBIA COLep KUT TeKylllee
MeCTOIIOJIOKEeHHEe BepIIWHEI CTeKa. [IoCKOJIbKY 3TO 3HaueHHe IIOCTOIHHO MeHseTcs II0 Mepe
nobaBjIeHUS HOBBIX 3HAUEHHUU Ha BepIINHY CTeKa, MHOTHE peajM3allMU TaKKe IIPefoCTaBJIAIOT
"yKa3aTeJsb Kajipa", KOTOPBIY paclioyiaraeTcsl BOJIM3U Hadajsla CTeKOBOTO Kajipa, YTOObI JIOKaJIbHbIE
IepeMeHHbIe MOIVIH JIeTde aJpecoBaThbCs OTHOCUTEJBLHO 3TOT0 3HayeHUd. 1 Axpec Bo3BparTa JId
BBI30BOB (QYHKIIUIN TakKe XpaHUTCA B CTeKe, M 3TO SBJIETCI IIPUYNUHON IKCILJIOUTOB
IIeperoJIHEHUs CTeKa, IIOCKOJIbKY IlepelloIHeHHe JIOKAJIbHOM IlepeMeHHON B (QYHKIIMH MOYKeT
IepesamnucaTh ajpec BO3BpaTa 3TOM QYHKIWHY, IIOTEHIIMAJILHO II03BOJIAS 3JI0YMBIIIUIEHHUKY
BBITIOJTHUTB JIFOO0M KO II0 CBOEMY YCMOTPEHUIO.

X0Ts aTaKU Ha CTeK SBJILI0TCSI HarboJjiee paclpoCcTpaHEéHHBIMHY, TaKyKe BO3MOJKHO IIepelloJIHeHHe
CTeKa C IIOMOIIIbI0 aTaKU Ha Kyuy (malloc/free).
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SI3BIK IIporpaMMupoBaHus C He BBINOJIHSIET aBTOMaTHUYeCKyI0 IIPOBEPKY IPaHUI] MaCCUBOB MU
yKasaTeJIel, KaK 3TO [leJJal0T MHOTHe [Ipyrue si3bpIKH. KpoMe Toro, craHjgapTHas 6ubimoreka C
COZIEP’KUT MHO’KEeCTBO OUeHb OIIaCHBIX QYHKITUU.

strepy(char *dest, const char *src) MoKeT I1epenoJIHUTh O0ydep HasHAUEeHUS
strcat(char *dest, const char *src) MoJKeT IIepelloJIHUTE 6ydep HasHaUeHUsA
getwd(char *buf) MoskeT IiepernoJHUTh 6ydep buf
gets(char *s) Mo>KeT IepenoJHUTh 6ydep s
[vf]lscanf(const char *format, ...) Mo>KeT IIepeloJIHUTh CBOU apTyMEHTHI.
realpath(char *path, char resolved_pathl[]) MoJKeT IIepelloJIHUTE 6ydep myTHU
[v]sprintf(char *str, const char *format, ...) MoJKeT IIepeIloJIHUTE 6ydep str.

3.3.1. [Ipumep nepenosiHeHus oydepa

Cireyrolyii IpuMep Kojla COep >KUT IepeltosiHeHUe 6ydepa, IpefHasHaAaUeHHOe [JI llepe3alnucu
ajzipeca BO3BpaTa M IIPONyCKa HWHCTPYKIIMH, CJAEAYIOIIeN Cpas3y IIocje BbI30Ba (GYHKITUU.
(BmoxHOBJIEHO 4)

#include <stdio.h>

void manipulate(char *buffer) {
char newbuffer[80];
strcpy(newbuffer,buffer);

}

int main() {
char ch,buffer[4096];
int i=0;

while ((buffer[i++] = getchar()) != "\n') {};

i=1;

manipulate(buffer);

i=2;

printf("The value of i is : %d\n",i);
return 0;

JlaBaliTe pacCMOTPUM, KaK Oy/IeT BHIIJISIETh 06pa3 aMsITH 3TOT0 IIpoIlecca, eCjii MbI BBefieM 160
IIpo6eJIoB B HAIITy HeGOJIBIIIYI0 IIPOrpaMMy Iepefi Ha)kaTheM Enter.

OueBUIHO, YTO MOYKHO paspaboTaTb 6oJjiee BpelOHOCHBIE BXOJHBIE TaHHBbIE /I BBIIIOJIHEHUSA
peasIbHBIX CKOMIIMJIMPOBaHHBIX MHCTPYKIIUM (HarpuMep, exec(/bin/sh)).
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3.3.2. N30eranue nepemnosHeHus oydpepa

Hawu6oJsiee mIpocToe pellleHHe IIp06JIeMEBI IIepeIloIHeHUS CTeKa — BCerja UCII0JIb30BaTh QYHKITUU
KOIIMPOBaHUA IIaMITH U CTPOK C OIpaHWYeHHEeM [JIMHBL. strncpy M strncat sgBJIAIOTCI 4acCTBIO
CTaHIapTHOU 6ubmoTekd C. ITU QYHKIMU IPUHUMAKT IapaMeTp AJINHbBI, KOTOPBIN He J0J/DKeH
IPeBBIIIAaTh pasMep IleseBoro 6ypepa. 3aTeM 3TH QYHKIIMM KOIMHUPYIOT 10 'length' 6aiiToB U3
HCTOYHHUKA B HasHaueHMe. OJHAKO y 3TUX QYHKIMMU eCThb psf IpobsieM. HU ofHa M3 HUX He
rapa”HTupyeT 3asepiaroinuii NUL, ecsid pasMep BXOZHOIO Oydepa paBeH pasMepy IiejIeBOro.
[TapaMeTp [IMHBI TaK)Ke HCIIOJIL3YeTCd HEOAWHAKOBO MeXAay strncpy M strncat, 4To MOXKeT
cbuBaTh IMPOTPAMMMCTOB C TOJIKY OTHOCHUTEJBbHO HX IIPaBUJIBHOTO MCIIOJIb30BaHUsA. Taxoke
HabJuroflaeTcsl 3HAUUTENbHOEe CHIDKEHHE IIPOM3BOJUTEJBbHOCTH II0 CpaBHEHUWIO C strcpy IpH
KOIIMPOBaHUU KOPOTKOM CTPOKHU B O0JIBIION O6ydep, ITOCKOJBKY strncpy 3alloJIHAeT OCTaBIlIeecs
IIPOCTPAHCTBO [0 YKa3aHHOro pasMepa cuiMBosiaMu NUL.

CyIecTByeT Apyrasi peajusalivsi KOITMPOBAHUS MaMSATH IJIs1 PEIeHusT 3TUX IpobseM. OYHKITUU
strlcpy u strlcat rapaHTHpPYIOT, UTO OHU BCeIZla 3aBepllaT CTPOKY HasHaueHUs HYJIeBBIM
CHMBOJIOM IIPH TIepeJiayue apryMeHTa HeHYIeBOH ITMHEI.

CKOMHI/IJII/IPOBaHHa}I IIPpOBEPKa rpaHuIl BO BpeMs BBIIIO/THEHUA

K coskasieHu10, 10 CUX IIOp CYIeCTBYeT O4eHb OO0JIbIIIOe KOJIMYeCTBO KO/ia B OTKPBLITOM JIOCTYVIIE,
KOTOPBIA 6e3QyMHO KOIHUpPYeT IIaMATb, He HUCIIOJIb3yd HU OJHY U3 OIPaHUYEHHBIX (QYHKITUNU
KOIIMPOBaHUS, KOTOpble MbI TOJBKO YTO o06cyamau. K cyacTbloo, ecTb CHOCO6 IIOMOYb
IIPeOTBPaTUTh TaKKWe aTaKu — IIpOBepKa I'PaHUL] BO BpeMs BBHIIIOJTHEHMs, KOTOpasi pear3oBaHa
B HECKOJIbKUX KOMITHIATOpax C/C++.

ProPolice — 3T0 offHa M3 TaKUX QYHKIIMNA KOMIIMJIATOPA, MHTEeIPUpOBaHHasdA B gcc(l) Bepcuii 4.1 u
BhIITe. OHa 3aMeHsIeT U paclIupseT 60Jiee paHHee paciuupeHue StackGuard s gee(1).

ProPolice momoraeT 3alllMTUTLCA OT IlepelloJIHEHUN Oydepa Ha CTeKe U [PYTHUX aTak, pasMelras
IICeBOC/Iy4YaliHble YHC/Ia B K/IIOUYEBBIX 00J1aCTIX CTeKa Ilepe/i BEI30OBOM JIr060M ¢yHKIMH. Korma
GYHKIUA 3aBepllIaeTcs, 9TU "KaHapeHKU" IIPOBEPSIOTCS, U eC/IM 00Hapy>KUBAaeTCs, YTO OHU ObLIU
HW3MeHeHB], BBIIIOJIHEHHe IIPOrpaMMBbl HeMeJJIeHHO IIpekpalnaercd. TakuMm o6pasoM, Jjrobas
IIOIIBITKA M3MEHUTH aJipec Bo3BpaTa MM Jpyrue IlepeMeHHEIe, XpaHdIlpecs Ha CTeKe, C I1eJIbI0
3aIryckKa BpPeJOHOCHOIO KO/a, Bps/, JIM YBEHYAeTCs YCIIeXOM, TaK KaK 3JIOYMBIIIJIEHHUKY TakKKe
He00XO0AMMO OCTaBUTh IICeBOCIydYaiiHble KaHAPeKU HETPOHYTHIMU.

[IepeKOMITHJISIIIUS Balllero IIPHJIOYKEHUsI ¢ UCIO0Ib30BaHUeM ProPolice sBisieTcss 3ppeKTUBHBIM
CIIoco60M IIpefoTBpallleHHs GOJIBIIIMHCTBA aTakK, CBI3aHHBIX C IepeloJHeHHeM 6ydepa, HO OHO
BCE eIllé MOXKeT OBITH CKOMIIPOMETHPOBAHO.

bu6/moTeYHas1 IpoBepKa rpaHMI, BO BpeMsI BBIIIOJTHEHHUS

MexaHHU3MBl Ha OCHOBe KOMIIMJIATOpPA COBEPIIEHHO O0ecloyiesHbl [JId IIPOIIPHUeTapHOIo
IIPOrPaMMHOT0 06eclieuyeHHs, KOTOpPOe HeBO3MOXKHO IIePeKOMIITMIMPOBATh. /IJI1 TAKUX CUTYyallui
CYIIleCTBYeT psf, 6MOIHOTEK, KOTOphIe IIepeonpe/esaloT Hebe3omacHble QYHKIIMU CTaHJ apTHOMX
6ubsmoTtexku C (strepy, fscanf, getwd 1 T.1.) ¥ TapaHTUPYIOT, YTO 3TU QYHKIIUU HUKOT/A HEe CMOIYT
3almcaTh JaHHbBIe 3a yKa3aTesb CTeKa.

* libsafe

44


https://man.freebsd.org/cgi/man.cgi?query=gcc&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=gcc&sektion=1&format=html

* libverify

* libparanoia

K coskasieHH10, 3TH 3aI[UTHl HA OCHOBe OHOJHMOTEK MMEIOT Psifi HefoCTAaTKOB. OHHU 3aIlfUIaioT
JIMIIIb OT O4YeHb HeOO0JIbIIOro Habopa IIpobJseM, CBI3aHHBIX C 6e30I1aCHOCTHI0, U He YCTPAHSIT
OCHOBHYK IIpUYMHY. OTHU 3alllUTBl MOTYyT He cpaboTaTh, eCJM I[pUI0KeHUe ObLIO
CKOMITMJIMPOBaHO ¢ ¢uarom -fomit-frame-pointer. Kpome TOro, IepeMeHHBIe OKpPYKEHUS
LD_PRELOAD u LD_LIBRARY_PATH MOryT OBITE Ilepe3aliricaHbl UJIN COPOILIeHE] I10JIb30BATEIEM.

3.4. IIpo6siemsl ¢ SetUID

CylecTByeT KaK MUHUMYM 6 pasJUYHbIX UeHTHPUKATOPOB, CBI3aHHBIX C KaXKAbIM IIPOIIECCOM,
II09TOMY Heo0XOJUMO O4YeHb BHHUMAaTeJbHO CJIeAUTH 3a YPOBHEM JOCTyIla Balllero IIpollecca B
JI060M1 MOMEHT BpeMeHH. B 4acTHOCTH, BCce IIPHJIOKeHHUS C seteuid JO/DKHBI OTKa3bIBaThCS OT
CBOUX IIPUBUJIETHH, KaK TOJIBKO B HUX 60JIbIITe HET HEOOXOIUMOCTH.

JleICTBUTEIbHBIM HUIeHTUQUKATOP I10JIb30BaTessd MOKeT OBITH M3MEHEH TOJILKO IIPOIIeCCOM C
IIpaBaMHU CyIlepIrosib3oBaTesd. IIporpaMMa login ycraHaB/IMBaeT ero IIpU IIepBOHAYaJILHOM BXO/Ie
I10JIb30BaTeJId B CUCTEMY, ¥ OH PEIKO M3MEeHSEeTCs.

JbdeKTUBHBIN HAEHTUOUKATOP II0JIb30BaTessd yCTaHaBIUBaeTCd QYHKIMAMU exec(), eclad y
IIporpaMMBbl yCTaHOBJIEH OUT seteuid. IIpuioykeHHe MOJKeT BBI3BIBATh Seteuid() B ir060e BpeMs,
4TOOBI YCTAaHOBUTH 9QPEKTHUBHBIA HIeHTUGUKATOP II0Jb30BaTesJsI JHO0 B peaJbHBIA
unaeHTUGUKATOP II0JIb30BaTess, JUO60 B CcoxXpaHEHHBIM set-user-ID. Korma 3sdpdeKTUBHBIN
UIeHTUOUKATOpP I10Jb30BaTessl yCTaHaBAUBaeTCd QYHKIUAMU exec(), IIpeAblaylllee 3HaUYeHUe
COXpaHseTcsa B COXpaHEHHOM set-user-ID.

3.5. OrpaHnyeHue OKpPy>KeHHUs Balller IPorpaMMabI

TpagWUITMOHHBIA MeTO]] OrpaHHYeHHUs Ipollecca — 3TO CHUCTEMHBIM BBI30B chroot(). 3TOT
CUCTEeMHBIY BHI30B M3MeHsieT KOPHEBOM KaTaJIoI, OT KOTOPOI0 CChLIAIOTCS BCe OCTaJIbHbIe IIyTH
IJIsL IIpollecca W JIFOOBIX JOUePHUX IIPOIleccoB. /lJIg YCIIENIHOTO BBHIIIOJHEHUSI 3TOTO BHI30BA
IIporiecc JOo/DKeH MMeTh IIPaBO Ha BBINOJIHEHMe (IIOKMCK) B yKa3aHHOM KaTasiore. HoBasi cpesa
daKTUUYECKHU He BCTYIIaeT B CHJIY, II0Ka BBl He BHITIOTHHUTE chdir() B HOBOH cpefie. TakKe CemyeT
OTMETUTD, UTO IIPOIIecC MOKeT JIETKO BBIMTH U3 OKpY»KeHHUs chroot, ecITi OH UMeeT IPHUBUJIETUH
root. 3T0 MOYKET GBITH ZOCTHUTHYTO ITyTEM CO3[[aHHS Y3JI0B YCTPOMCTB /IS UTeHUS IIaMSITH s/Ipa,
MIO/IK/IIOUEHHST OTJIUMKAa K IIpOoIlecCy BHe OKpy)KeHHs chroot(8) WIM MHOTUMH [PYTHUMU
TBOPUYECKUMH CII0CO6aMHU.

[loBejeHHe CHUCTeMHOTO BbI3OBa chroot() MOXHO YacCTUYHO KOHTPOJIHUPOBATH C IIOMOIIBIO
nepeMeHHOU sysctl Kern.chroot_allow_open_directories. Eciii sToMy napaMeTpy IIPHCBOEHO
3HaueHue 0, chroot() 3aBepmuTca ¢ ommubkod EPERM, eciu ecTh KaKue-THO0 OTKPBITHIE
KaTasoru. Ecii ycTaHOBJIEHO 3HaUeHHe I10 YMOJIYaHUK 1, To chroot() 3aBepIIUTCs C OIIMOKOM
EPERM, ecyii eCTh OTKPBIThIe KAaTaJIOTU U IIPOIlECC yKe HaXOAUTCA BHYTPHU BbI3oBa chroot(). s
JIX000T0 APYTOro 3HaUeHUd IIPOBepKa Ha OTKPBIThIE KaTaJI0TH Oy/IeT II0JTHOCTHIO IIPOITYIIeHa.

45


https://man.freebsd.org/cgi/man.cgi?query=chroot&sektion=8&format=html

3.5.1. PyHKIIHOHAJIBHOCTH KJIeTOK FreeBSD

KoHIenuys kneTky paciimpsieT BO3MOXKHOCTH chroot(), orpaHUYMBas IpaBa CylepIIoab30BaTes
IJIST CO3MaHUS HACTOSIIETO BUPTYanbHOro cepBepa. Iloce HACTPOMKH KJIETKH BCE CETeBbBIE
B3aUMOJIEUCTBUS JIOJDKHBI OCYIIECTBJISITHCS Uepe3 yKasaHHBINA IP-afpec, a IPUBUJIETHH root
BHYTPH 3TOU KJIETKHU CUJIILHO OTPaHUYEHBI.

Haxopsche B KiIeTKe, JI0OBle IIPOBEPKH IIpaB CYIIepIIOIb30BaTesd B sIjpe C MCII0JIb30BaHHEM
BBI30Ba suser() 3aBepluaTcd HeyZadyed. OgHAKO HEKOTOpPBIe BBISOBHI suser() OBLIM 3aMeHeHBI Ha
HOBBIU MHTepderic suser_xxx(). ITa QyHKIIHA OTBedaeT 3a pacllo3HaBaHUe MJIM 3allpeT JoCTyIla K
IIpaBaM CyIIepII0Ib30BaTe Il I IIPOLeCCOB B KJIETKE.

Cytmepriosib3oBaTe b B Cpefie KJIeTKHU UMeeT BO3MOKHOCTb:
* VIIpaBJyATh YUYETHBIMU [TaHHBIMU C IIOMOIIBIO setuid, seteuid, setgid, setegid, setgroups,
setreuid, setreqgid, setlogin
* YcTaHaBJIVBATHL OTPAaHUUYEHUU PeCcypcoB C IIOMOIILI0 setrlimit
* Vi3MeHATH HeKOTOpkIe Y3kl sysctl (kern.hostname)
* chroot()
* VcraHaBiuBaTh ¢uiaryd Ha vnode: chflags, fchflags

* VcTaHaBIUBAaThL aTpUOyTHI vnode, Takue KakK IIpaBa JOCTyma K ¢aiily, Biajesel, TpyIlia,
pasMep, BpeMs JI0CTyIIa ¥ BpeMsl U3MeHeHH .

* I[IpuBA3BIBAaTHCA K IIPUBUJIETUPOBAHHLIM II0PTaM B floMeHe MHTepHeTa (IIOPTHI < 1024)

KneTka — 3TO OYeHB IT0JI€3HBIM MHCTPYMEHT /IS 3aITycKa MPUJIOKEHUN B 6€30I1acHOM cpejie, HO Y
Hero eCTh HEKOTOphIe HeJIOCTaTKU. B HacTosIIee BpeMst MexaHU3MEbI IPC He ObLIU IPeo6pa3oBaHbl
B SUSEr_xXx, II03TOMY TaKue IIPHIoKeHUs, Kak MySQL, He MOTYT OBITh 3aIlyllleHbl BHYTPU KJIETKHU.
JlOCTYII CyIIepIIO/Ib30BaTesIsI MOYKET UMETh OUeHb OTpaHUUYeHHOe 3HaueHHe BHYTPH KJIETKH, HO
HeT BO3MOKHOCTH TOUHO yKa3aTh, UTO 03HAUaeT «0UeHb OTPaHUYeHHBIH».

3.5.2. BosamosxkHOCTH 11porecca B POSIX®.1e

POSIX® BBIIYCTHI Paboyuii IIPOEKT, KOTOPBIM [H00aBJIsieT aygUT COOBITHM, CIIMCKHA KOHTPOJIS
OCTyIla, [eTaJlUu3UpOBaHHbIE I[IPUBWIETHH, MAapKUPOBKY HWHQOpPMAIMU U 0043aTeJbHBIA
KOHTPOJIb TOCTYIIA.

JdTo paboTra B IIpollecce, U OHa SBJIAETCI OCHOBHBIM HaIlpaBJieHHeM IIpoeKTa TrustedBSD.
HexkoToprle IIlepBOHavajlbHble HapaboTKu  ObwiM  fob6aByieHbl B FreeBSD-CURRENT
(cap_set_proc(3)).

3.6. loBepue

[IpunoykeHHe HUKOIZIA He [OJDKHO IIpefIioJjararb, YTO OKpPY)KeHHe II0JIb30BaTesIsl SBJISeTCS
IpefickasyeMbIM. JTO BKJIIOYaeT (HO He OTPaHUUYMBAETCHA). I10JIb30BaTeIbCKUU BBOJ, CUIHAJIBI,
IlepeMeHHbIe OKpY>KeHUsd, pecypcsl, IPC, mmaps, TeKyluii pabouuii KaTaaor ¢paiaoBON CUCTEMEI,
¢$aiIoBbIe eCKPUIITOPBI, KOJIMYECTBO OTKPHITHIX GalIoB U T.1.
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Hukorzma He cjefyeT IpefliosiaraTb, YTO MO>KHO OTJIOBUTH BCe BU/IbI HEKOPPEKTHBIX BXOIHBIX
DAHHBIX, KOTOpPble MOJKET IIPeJOCTaBUTh II0JIb30BaTeJb. BMeCTO 3TOro Ballle IIPHJIOKEHUE
NOJDKHO HCIOJIb30BaTh IIO3UTHMBHYK (QUIbTpAIlMIO, paspellas TOJBKO OIIpefieIEHHOe
II0JIMHO>KeCTBO BXOJHBIX JAaHHBIX, KOTOPhIE BhI cCUHUTaeTe 6e30IacHbIMU. HeKoppeKTHas IIpoBepKa
OAHHBIX CTajJla IPUYMHOM MHOTHX YysI3BUMOCTeM, ocobeHHO B CGI-ckpunTax BO BCeMHPHOU
naytuHe. /11 UMEH ¢aiyioB He0OXOIUMO OBITH 0COOEHHO OCTOPOXKHBIMH C myTamu ("../", "/"),
CHMBOJIMYEeCKHUMHU CChIIKAMU U escape-CHMBOJIaMHU 000JI0UKH.

B Perl ectp 3aMeuyaTesbHass OQYHKIUA II0[4 HasBaHueM "PexxuM Taint", KoTOopas MOXKeT
UCII0JIb30BaThCs JJIg IIpefoTBpaIleHHus] He6e30IIaCHOTO MCII0JIb30BaHUS TAHHBIX, TOJTYYeHHBIX
U3BHe IIPOrpaMMBL. JTOT PeXXUM IIPOBepsieT apTyMeHThl KOMAaHIHOM CTPOKH, IepeMeHHBbIe
OKpPy’KeHHUs, MHQOpMAIMI0 O JIOKa/JIH, pe3yJabTaThl ONpPeJeJEHHBIX CHUCTEMHBIX BBISOBOB (
readdir(), readlink(), getpwxxx()) 1 Bce BBOJUMBIe JaHHBIE U3 $aIiIOB.

3.7. CocTossHUE 'OHKHU

CocTosTHHE TOHKH — 3TO aHOMAaJILHOE II0Be/leHUe, BhI3BaHHOE HeNpeIBU/IEHHON 3aBUCUMOCTHIO
OT OTHOCUTEJIbHOTO BpeMeHH COOBITUH. /IpyTUMU CJIOBaMM, IIPOIPaMMUCT OIIHMOG0YHO
TIPEeATI0JIOKIIL, UYTO OIIpeZieIEHHOE COOBITHE BCET/[a ITPOU30HIeT PaHbIIle JPYTOTO.

HekoTophle U3 paclpoCTPaHEHHBIX IIPUYUH COCTOSHUN I'OHKH — 3TO CUTHAJIBI, IIPOBEPKHU J0CTYyIIa
U OTKpbITHe ¢aiioB. CUTHa/bl II0 CBOEM IIPUPOJe SBJAITCA ACUHXPOHHBIMHU COOBITUSIMHU,
II09TOMY IIpH paboTe ¢ HUMH He0OX0LUMO IIPOSABJIATH 0COOYI0 OCTOPOXKHOCTD. IIpoBepKa AocTyria
C IIOMOIIBIO access(2), a 3aTeM open(2) IBHO HeaToMapHa. Ilosib3oBaTesld MOIYT IlepeMellaThb
daliibl MeXXQy 9THMH [BYMS BBI30BAMHM. BMecTO 3TOro IIpUBHJIETMPOBAHHBIE IIPHJIOKEHUS
INOJDKHBI MCIIONIb30BaTh seteuid(), a 3aTeM BBI3BIBaTL open() HampsMmyr. IIo aHaoruu,
IIPUJIOKeHHe BCerza JO0/DKHO yCTaHaBIWBATh IIPaBU/ILHYI0 MacKy (umask) mepez BI30BOM open(),
4TOOBI M36eKaTh HE0OXOAUMOCTHU B JIMIITHUX BbI30BaxX chmod().
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I/1aBa 4. JIoKa/ITM3anmusa 1
HHTepHanuoHa/u3anusa - L10N u 118N

4.1. IIporpaMmMupoOBaHue NPUWIOKEHUH C IIOAAEPKKOH
I18N

UTO0OBI clles1aTh Ballle IIPHUJIOKeHUe 6oJiee I10JIe3HBIM IS I10/Ib30BaTe e, TOBOPAIUX Ha JPYTUX
g3blKaX, MBI HaJZleeMcs, 4YTO Bhl OyjgeTe paspabaTelBaTb €ro C  IIOAJep>KKOH
uHTepHanoHamusanuu (I118N). Komrmmisatop GNU gecc u OHOIMOTEKH i1 IpadpUyecKoro
uHTepderica, Takue Kak QT u GTK, mmopmep>xkuBaroT 118N 3a CUéT crreriaJbHOM 06pab0TKU CTPOK.
CospmaHue IIporpaMMBbI C IOAJep kKoM 118N odeHB IIPOCTO. ITO IT03BOJIIET YUYaCTHUKAM OBICTPO
aJallTUpPoBaTh Ballle IPUJIOKeHHWe I IOPYIHMX S3BIKOB. /[[yIg IIOJIydeHUs OoJiee IIOAPOOHOM
HHPOpMAaIHU 06paTUTeCh K JJOKYMeHTaluu 110 118N /1/11 KOHKpeTHOM 6MO0IMOTEKH.

BoIipekH pacrpocTpaHéHHOMY MHEHMIO, HallMCaHUe KOZa, COOTBETCTBYIOIero craHaapry I18N,
ABJIAeTCA IIPOCTOM 3ajaved. OOGBIYHO OHO 3aKJIOYaeTCd JHUIIL B 000payMBaHUM CTPOK B
crenduuHble I OHOJMOTeKH GyHKIMH. Kpome TOro, yb6emauTech, UTO IIOALEpP>KHUBAOTCSA
IIUPOKHE UJIX MHOT00AMTOBbIE CMBOJIBI.

4.1.1. IIpu3bIB K 00beJMHEHUI0 YCU/INH 110 HHTEepHATHOHATA3 Al

HaM cTajio M3BEeCTHO, UTO WHIUBUJyaJbHBIE YCWIHA II0 HMHTepHanuoHasusanuu (I18N) u
Jiokassaruu (L10N) B Ka)KIoM cTpaHe AyOJUpPYIOT paboTy Apyr apyra. MHOTHe M3 HAC CHOBA U
CHOBa HeapPeKTUBHO U300peTaroT Besocullesl. Mbl HafileeMCs, UYTO pasIMuHble KPYIIHbIe TPYIIIbI
paspaboTuukoB B o6sacté 118N cMOryT oO0BeJUHUTCI [JId COBMECTHOM paboTel U
OTBETCTBEHHOCTH, TOZ00HO OCHOBHOM KOoMaH/le B FreeBSD.

B HacTod1ee BpeMs MBI HaJleeMCs, YTO IIPY HallMCaHWU MM IOPTHUPOBaHUM I18N-iporpaMM BBI
OyzeTe OTIPaBIATH UX B COOTBETCTBYIOIME CIIMCKH pacChIKH FreeBSD Ka’KmoHM CTpaHBI I
TeCTUpPOBaHUA. B OyayIiieM MBI HaZleeMCs CO3/1aTh IIPUJIOXKEHN, KOTOpBIe 6yyT paboTaTh Ha BCeX
A3BIKaX "U3 KOPOOKU" 6e3 I'PSI3HBIX XaKOB.

Cospmana rpyrmia CIIMCOK PaCChUIKH, IIOCBAIEHHBIN WHTepHallMoHamusarun FreeBSD. Eciu BbI
paspaboTuuk B o6sacty [18N/L10N, IIpuchlIaliTe CBOU KOMMEHTapUH, U/IeU, BOIIPOChl U BCE, UTO
OTHOCHUTCS K 3TOM TeMe II0 BallleMy MHEHUIO.

4.1.2. Perl u Python

B Perl u Python ectb 6u6smoTexku 1y 118N 1 paboThl ¢ MIUPOKUMHU CUMBOJIaMU. IloXKaayHcTa,
UCII0JIb3YUTeE UX IS COOTBETCTBUA TpeboBaHUsAM [18N.
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4.2. JloKka;1u30BaHHBIE COOOIIEHUS C IIOAe P KKO
poaHoro sa3eika POSIX.1 (NLS — Native Language
Support)

[ToMHUMO OCHOBHBIX QYHKITWIN MHTepHalloHaau3aruu (I118N), TakUX Kak Io//iepKKa pasIunyHbIX
KOAVWPOBOK BBO/la MM HAaIlMOHAJBHBIX COIVIAIIIEHUM, HalpUMep, PasjMYHBIX pasjiesuTesei
NeCATUYHBIX 3HAKOB, Ha 0oJiee BBICOKOM ypoBHe I18N MOXKHO JIOKaJM30BAaTh COOOIIleHMs,
BBIBOJUMEIe pPas3/IUYHBIMU IIporpaMMaMU. PacClpoCTpaHEHHBINM CII0CO6 chesaTb 3TO0 —
ucrnosb3oBaTh GyHKIUKU NLS POSIX.1, KoTOphle IIPeOCTaBISIOTCA KaK 4acTh 6a30BOM CHUCTEMBI
FreeBSD.

4.2.1. Opranusanus JI0OKaJIM30BaHHBIX CO00IeHNH B ¢ailIbl KATA/JI0I0B

POSIX.1 NLS ucnosib3yeT ¢aiiyibl KaTajaoroB. ITU $aiIbl cofleprKaT J0KaJIU30BaHHbIEe COOOIIeHUS
B JKeJlaeMOH KoJUpOBKe. CooOllleHMs OpraHU30BaHbl B HAaOOphl, M KaK{oe COOOIeHHe
UeHTUQUIIUPYeTCs IleJIBIM UYHCJIOM B COOTBETCTBYIOIeM Habope. ®aiiael KaTaJoroB
TPaJHUIIMOHHO HA3BIBAKTCA II0 MMEHHU JIOKAJIH, [JII KOTOPOM OHHU COofepsKaT JIOKaJIM30BAHHEIE
coobIeHuss, ¢ pAo6aBjleHHWEM pacllupeHUs .msg. HamprMep, BeHIepCcKHe COOOIeHUS [JIsg
KomupoBKU ISO8859-2 m0/DKHEI XpaHUTHCA B ¢parisie ¢ mmeHeM hu_HU.ISO8859-2.

3TH ¢alysbl KaTaJoroB IIPe/CTABJSIIOT C060M OOBIUHBIE TEeKCTOBBIe OQailibl, cojeprKallye
HyMepoBaHHEIE COOGITIEHUA. MOYKHO /00aBJIATH KOMMEHTAapWM, HauHMHAas CTPOKy CO 3HaKa §.
['paHUITEI HAOOPOB TaK’Ke PasfesITIOTCS CIeIHaJIbHBIMU KOMMEHTAPUSIMU, T7ie KJIF0UeBOEe CJI0BO
set JOJDKHO cJIel0BaTh HEIIOCPe/ICTBEHHO 3a 3HaKOM §$. ITociie KII0UeBOTO CI0Ba set yKasbIBaeTcs
HoMep Habopa. Harpumep:

$set 1

daKTHYeCKHe 3alMCH COOOIeHMM HAauYMHAKOTCI C HOMepa COOOIIeHHs, 3a KOTOPBIM CJIeAyeT
JIOKaJIM30BaHHOe cooOIeHue. /[0IyCKalTCsa U3BeCTHbIe MOAUGUKATOPEI U3 printf(3):

15 "File not found: %s\n"

dalIbl I3BIKOBOTO KaTaslora JOJ/DKHBI ObITh CKOMIIMJIMPOBAHbl B OMHApHBIM opMaT Iiepef, TeM,
KaK OHU MOTYT OBITb OTKPBITHI IIPOrPaMMOM. ITO IIpeobpa3oBaHHe BBIIIOIHSAETCS C IIOMOIBIO
yTUIUTHI gencat(l). Eé mepBbIil apryMeHT — 3TO UM ¢aiijla CKOMIIMJIMPOBAHHOIO KaTaJora, a
IIOCJIeiyIOIe apIyMeHThl — BXOJHBIEe KaTaJIOIu. JIOKa/JM30BaHHBIE COOOI[eHUSA TaKKe MOTYT
OBITH OPraHU30BaHbI B HECKOJIBKO $aiyoB KaTaJoroB, X 3aTeM BCe OHU MOI'YT 6bITH 06paboTaHbI €
IOMOIIBI0 gencat(l).

4.2.2. Acmoib30BaHue QaijIoB KaTaiora H3 HCXOTHOT0 Ko/a

Hcriosib30BaHKe QaiioB KaTasoroB IIpocToe. UTOOBI BBI3BAaTh QYHKIIMH, paboTaroliyue C HHUMU,
Heo0X04MMO BKJIIOYHUTE ¢aiia nl_types.h. Ilepe UcIiob30BaHHUEM KaTasIora €ro Hy>KHO OTKPBITH €
IIOMOIIBI0 catopen(3). ®yHKIUA IPUHUMAaeT ABa apryMeHTa. IIepBBIM ItapaMeTp — 3TO HMHA
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YCTAaHOBJIEHHOTO M CKOMITMJIMPOBAHHOTO KaTajiora. OOBIUHO HCIIOJIL3yeTCd UMs IPOTPaMMBbl,
HampuMep, grep. 9TO HUMsI OyJeT MCIIOJIb30BaTbCSI IIPH IIOMCKe CKOMITMJIMPOBAaHHOTO Qaiiia
KaTajsiora. Bpi3oB catopen(3) wumer 39roT ¢asn B /usr/share/nls/locale/catname u B
/usr/local/share/nls/locale/catname, rme locale — ycTaHOBJIeHHas JIOKaIU3alus, a catname — umsa
o6Ccy>KTaeMOoTo KaTasiora. Bropoi mmapaMeTp — 3TO KOHCTAaHTa, KOTopas MOKeT IPUHUMATh J[Ba
3HaYeHHs:

o NL_CAT_LOCALE, 4yTo o03HayvaeT, 4YTO MCIOJb3yeMbI ¢ala KarTajgora OyAeT OCHOBaH Ha
LC_MESSAGES.

* 0, YTO 0O3HAYaeT, YTO [JIE OTKPBITHA COOTBETCTBYIOIIIETO KaTajora H606XO,I[I/IMO HCIIOJIB30BaThb
LANG.

Bri3oB catopen(3) BosBpamjaer wupeHTUGUKATOpP Karajgora TtUma nl_catd. O6GpaTurech K
CIIPaBOYHOM CTpPaHUIe I II0JIy4eHUs CIIMCKa BO3MO>KHBIX KOZ[OB OLITUOO0K.

[Tocste OTKpBITHA KaTasora catgets(3) MoyKeT OBITh HMCIIOJIb30BaHAa [JI1 U3BJI€UEHUs COOOIeHUs.
[lepBbIi IIapaMeTp — 3TO UAEHTHUPUKATOP KaTajiora, BO3BpalllaeMbld catopen(3), BTOpord —
HOMep Habopa, TpeTUU — HOMep COOOIlleHMs, a YeTBEPThIM — pe3epBHOe COOOIeHHe, KOTOpoe
OyZeT BO3BpallleHO, eC/IH 3allpollleHHOe COOOIlleHHe He MO)KeT OBITh HM3BJeUYeHO U3 daiiia
KaTaJora.

[Iocsie McIIOIb30BaHUs ¢aiia KaTajora ero Heo6XOAMMO 3aKphITh, BhI3BaB catclose(3), koTopast
MMPUHUMAET OJUH apTyMEHT — UAeHTUPUKATOP KaTaIora.

4.2.3. IIpaKkTU4YeCKHil IpuMep

CyIeLyIoIUil IIpUMep JeMOHCTPUPYET IIPOCTOe pellleHue II0 THOKOMY UCI0JIh30BaHUI0 KaTaJIOr0B
NLS.

Hipxeciienyroiye CTPOKHM He0O6X0AUMO IIOMECTUTh B OOIIMI 3aroJIOBOYHBIN (Qaijl IIpOrpaMMEI,
KOTOPBIH BKJIOYAETCs BO BCe HUCXOLHBIe QaliIbl, I7ie He0OX0 MBI JIOKaJIM30BaHHbIE COOOIIeHH:

#ifdef WITHOUT_NLS

#idefine getstr(n) nlsstrn]
ffelse

#include <nl_types.h>

extern nl_catd catalog;

#define getstr(n)  catgets(catalog, 1, n, nlsstr[n])
#endif

extern char *nlsstr[];

Jlajiee, T06aBBTE 3TH CTPOKH B IJI06ATBLHYIO CEKITHIO 00 BbSIBJIEHUH 0CHOBHOTO MCXOTHOTO daa:

#ifndef WITHOUT_NLS
#include <nl_types.h>
nl_catd catalog;
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#tendif

/*

* Default messages to use when NLS is disabled or no catalog
* is found.

*/

char *nlsstr[] = {

nn
I

/* 1*/  "some random message",
/* 2*/ "some other message"

+

Jlasee CaemylOT peasbHBIE (parMeHTHI KOZa, KOTOpPHIe OTKPBIBAIOT, YMTAIOT U 3aKPHIBAIOT
KaTaJor:

#ifndef WITHOUT_NLS
catalog = catopen("myapp", NL_CAT_LOCALE);
#endif

printf(qgetstr(1));

#ifndef WITHOUT_NLS
catclose(catalog);
fendif

VMeHbIlIeHH e KOJINYeCcTBa CTPOK VI JIOKa/JIU3aIluHu

Xopomuii crroco6 YMeHBIIUTh KOJIUYECTBO CTPOK, TPEOYIOIIHNX JIOKAJIU3aI[uH, — HCIO0JIb30BaTh
coobieHuda 06 ommbkax u3 libc. 3To Takke IT0Ie3HO I H30eKaHUd [IyOJIUPOBAaHUS U
obecrieueHUs1 eIMHO0Opasusg COOOIeHUN 006 OIMMOKaX, C KOTOPBIMH MO>KET CTOJIKHYTHCS
MHO>KeCTBO IIpOrpaMM.

BoT nipuMep, KOTOPBIM He HUCII0JIb3yeT CO00IeHNs 06 omrbKax us libc:

#include <err.h>

if (1S_ISDIR(st.st_mode))
errx(1, "argument is not a directory");

JTO MO>KHO IIpeo6pasoBaTh /A1 BBIBO/A COOOINeHHS 006 OIIMOKe, CYUTHIBAS €rrn0 U BBIBOJSA
COOTBETCTBYIOII[ee CO0bIeHre 00 OIIrOKe:

#include <err.h>
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#include <errno.h>

if (IS_ISDIR(st.st_mode)) {
errno = ENOTDIR;
err(1, NULL);

B 3TOM IIpuMepe I0Jb30BaTeJbCKasg CTPOKA HUCK/IKYEHA, YTO YIPOCTUT paboTy IepeBOAUYUKOB
IIpU JIOKAJU3alliM IIPOTpPaMMEBI, a I0JIb30BATeJIH YBUAAT CTaHJApTHOEe coobImeHHe 06 OITHOKe
"Not a directory" IIpy BO3HUKHOBEHHUU [TAHHOU OIIHUOKH. ITO COOOIIEHHWEe, BEPOSITHO, OyneT
BBHIIJISIZIETh 60JIee MPUBBIYHBIM /11 HUX. O6paTUTe BHUMAaHUe, UTO AJIS1 IIPSIMOTO JAO0CTyIa K errno
oTpe60BaIOCh BKIYUTH errno.h.

CTOUT OTMETUTH, UTO OBIBAIOT ClIydaH, KOIma errno YyCTaHaBJ/JIMBA€TCd aBTOMaTH4YeCKHU
IIpeabIaAyInrM BEI3OBOM, II0O3TOMY HET HGOGXO,ZLI/IMOCTI/I yCTaHaBJIMBATBE €TI0 SIBHO:

#include <err.h>

if ((p = malloc(size)) == NULL)
err(1, NULL);

4.2.4. Ucnnosib3oBaHue bsd.nls.mk

Hcmiosib30BaHUe (alioB KaTaJOoroB TpebOyeT HECKOJbKHUX IMIOBTOPSIEMBIX IIIaroB, TaKUX KakK
KOMITUJIAIIMS KaTaJIOTOB U UX YCTAaHOBKA B HY)KHOe MeCTO. UTOOHI ellé 60JIbIlle YIIPOCTUTh 3TOT
mporecc, bsd.nls.mk BBOZUT HeKOTOphle MaKpOChl. HeT HEOOXOAMMOCTH SIBHO BKJIIOUYATh
bsd.nls.mKk, oH mogk/rouaeTcs aBToMaTU4YecKyd U3 061ux Makefiles, Takux kak bsd.prog.mk mau
bsd.lib.mk.

O6BIYHO ocTaTOYHO oIpesessuTh NLSNAME, KoTOpOe JO/DKHO coflepsKaTh UM KaTaslora, yKasaHHoe
B KayecTBe IIepBOro apryMmeHTa catopen(3), W InepedyucadTb ¢aiubl KaTasoroB B NLS 6es
paclIMpeHus .msg. BOT IpuMep, KOTOPBIM II03BOJIAET OTKAIOUUTH NLS IIpHM HCIIOJIB30BaHUU C
IIpeApIAYIIUMU [IpUMepaMu Koza. [ljig cO0pKu IIporpaMMbl 6e3 mopgep>XKKu NLS Heo6Xoaumo
orpeznesuTh ItepeMeHHyr0 WITHOUT_NLS make(1).

.if !defined(WITHOUT_NLS)
NLS= es_ES.IS08859-1
NLS+=  hu_HU.IS08859-2
NLS+=  pt_BR.IS08859-1
.else

CFLAGS+= -DWITHOUT_NLS
.endif

O6r1yHO daiibl KaTaJ0roOB pasMellarTcs B IIOAKaTaore Nnls, ¥ aTo IoBefeHHe 110 YMOJIYaHUIO
g bsd.nls.mk. OgHako MOXKHO IIepeollpefieIUTh PACIIOJIOKeHMe KAaTaJIoTOB C IIOMOIIBIO
nepeMeHHOM NLSSRCDIR make(1). MMd 110 yMOTYaHUIO IS IIpeABapUTeIbHO CKOMITMIUPOBAaHHBIX
¢$aliyIoB KaTajJoroB Takoke CJeflyeT YIIOMAHYTOMY paHee COIJIallleHHUI0 006 MMeHOBaHHWHU. Ero
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MO>KHO IIepeollpe/enuTh, ycTaHOBUB IlepeMeHHYI0 NLSNAME. CyIiecTBYHOT U Apyrue IapaMeTpbl
IJ11 TOUHOM HACTPOMKU 06paboTKu $paiiyioB KaTaJoroB, HO 06bIYHO B 3TOM HeT He0OXO0QUMOCTH,
II09TOMY OHH 3/1eCh He OIIMCAHBIL. /[JIg IOJIyYeHUs TOIOJHUTEeNbHOU HHGopMmanuu o bsd.nls.mk
obpaTUTech K caMoMy ¢ary — OH KOPOTKHUU U JIeTKO IIOHATEH.
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I'1aBa 5. PYKOBOACTBO M IIOJIMTHKA PA0OTHI C
ZepeBOM HCXOTHOI0 Ko/Ja

JdTa IaBa [MOKYMEHTHUpPYeT pasjIMyHble PYKOBOZLCTBA U IIOJIUTUKH, LEHCTBYIOIIME [IJId JepeBa
HCXOIHBIX KOIOB FreeBSD.

5.1. PekoMeHaIuu 1o CTU/IIO

CobuirofieHre eqUWHOIO CTWJIS HAIllMCaHUS KOJa 4Ype3BbIYaliHO Ba)KHO, OCOOEHHO B KpPYIIHBIX
IIpoeKTaxX, Takux Kak FreeBSD. Kop mo/DKeH COOTBETCTBOBATH CTHJISIM IIPOrpaMMHPOBAHUSA
FreeBSD, orticaHHBIM B style(9) u style.Makefile(5).

5.2. MAINTAINER B Makefile-ax

Ecn ompenesnéHHas 4dacTb gucTpubythBa FreeBSD src/ mopjep’KMBaeTCs 4YeJIOBEKOM WU
TPYIION JIKIl, 3TO yKasbiBaeTrcd B ¢arise src/MAINTAINERS. CompoBoskaaroliiyie IIOPTOB B
KoJsutekniy IIOpTOB YKa3bIBAKT CBOK OTBETCTBEHHOCTH, K00aBJsig CTpoKy MAINTAINER B Makefile
COOTBETCTBYIOILIETO II0PTAa:

MAINTAINER= email-addresses

JUIs. TPYTUX 4dacTed PeIro3uTOpUs WIX JJIs pasjiesioB, B KOTOPHIX He yKasaH
COITPOBOJK/JAIOIIMH, WM €CIHM BBl HE YBEPEeHBl, KTO SBJISIETCI AKTHBHBIM
COIIPOBOXK/AIOIIINM, IIOIPOGYHTE ITOCMOTPETh HCTOPHIO0 IOCTIETHUX KOMMHTOB
COOTBETCTBYIOIITUX YacTeH JepeBa HCXOAHOTO Koja. JOBOJILHO YacTo

(r) COIIPOBOXKJAIOIINY SIBHO He yKa3aH, HO JIIOJIU, KOTOpble aKTHUBHO PaboTaIH C
YacThIO /lepeBa UCXOTHOTO KOZia, CKayKeM, TIOCJIeTHHE I1apy JIET, 3aMHTePeCOBAaHBI
B IIpOBepKe U3MeHeHUH. /la’ke €CJIH 3TO He YKa3aHO SIBHO B IOKYMEHTAIIUH U B
CaMOM MCXO[JHOM KOfie, 3aIlpOCUThH IIPOBEPKY M3 BeXXJIUBOCTU — BIIOJIHE
pasyMHoe JiefiCTBUe.

Poiib COITPOBOKIAIOIIET0 3aK/II0YaeTCd B C/IeIYIOIIIEM:

 COIIPOBOXKIAIOIIUH SIBJISIETCSI BJIa/lesIbIIEM M OTBETCTBEHHBIM 3a 3TOT KOJ. ITO O3HAYaeT, YTO
OH WJIM OHA OTBeYaeT 3a HCIIpaBJIeHUe OIIMO0K U pellleHHe IIPo6seM, CBSI3aHHBIX C ITOU
yacThl0 KO/la, a B CJydae C IIPeAOCTaBJIEHHBEIM IPOTPAaMMHEIM oO6ecrieueHHeM — 3a
OTCJIE>KUBaHUE HOBBIX BEPCHIH, €CJTH 3TO HEOOXOIHUMO.

* I3aMeHeHHs B KaTaJIoraX, [Ji1 KOTOPBIX OIIpefieJieH COIIPOBOXKAAOITUM, AOJDKHBI OBITh
OTIIPaBJIEHBI COIPOBOXKAAIOIIEMY Ha IPOBEPKY U pPelleH3UpOoBaHUe Iiepeli KOMMUTOM. TOJIBKO
€CJIM COIIPOBOYKJAIOIIMIL He OTBeYaeT B TedeHHE HeJOIIyCTUMO [0JTOTO BPEMEHH Ha
HEeCKOJIBKO ITHCeM, JOIyCTUMO 3aKOMMUTHUTL U3MeHeHUs 6e3 ero IpoBepKU. TeM He MeHee,
PEeKOMeHyeTCsI 10 BO3MOYKHOCTH IIONIBITAThCS IIOJYUYUTH PelleH3UpPOBaHHe H3MeHeHHU Y
KOT0-HUOYAb eIlé.

* KoHEYHO, HEJIOIMYCTUMO M06aBJISATh UeJIOBeKa WJIM TPYHITy B KauecTBe COIIPOBO>KIAIOIIETO,
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ecJIi OHH He COIJIaCHBI B3ITh Ha cebsg 3aTH ob6s3aHHOCTH. C ,upyrofl CTOPOHEI, 3TO HE
00s13aTeJIbHO QOJIPKEH OBITH OWH KOMMMHTTEDP, 1 3TO MOKET OBITH U TpyIllia JHO/IGIZ.

5.3. CTopoHHee mporpaMMHOe o0ecrieueHue

HekoTopsle yactu auctpubytuBa FreeBSD coCTOSAT M3 IIpOrpaMMHOrO 06ecIieueHusi, KOTOpoe
aKTHBHO IIO[Jep>KHUBaeTcsa 3a IpenaesnaMy Ipoekra FreeBSD. IIo MCTOpHYECKHUM IIPUYHUHAM MBI
HasbIBaeM 3TO CMOpPOHHUM IIPOTpaMMHBIM obecrieueHreM. HekoTopslie mpuMepsl: LLVM, zI1ib(3) u
awk(1).

[IpuHATass IIpollefypa VIIpaBjJIeHUsd BHOCHUMBIM IIPOIPaMMHBIM Ob6ecClieyeHHeM BKJIIOYaeT
cosmaHue gemku nocmasuwiuka (vendor branch), thme IporpaMMHOe obeclieyeHHe MOXKeT OBITH
UMIIOPTHUPOBAHO B UMCTOM BH/le (6e3 U3MeHeHUM), a 00HOBJIEHHUS MOI'YT OTC/IEXKUBATHCA C YUETOM
BepCcHM. 3aTeM COJep’KHMOe BeTKH IIOCTaBINUKa IIPHMEHSEeTCd K [epeBy HCXOJHOIO KOJa,
BO3MOJKHO, C JIOKAJIbHBIMU H3MeHeHUsMHU. CrerfuouuHble 111 FreeBSD ajleMeHTHI COOpPKH
IOAIePoKUBAIOTCS B lepeBe HCXOJAHOI0 KOJa, a8 He B BeTKe II0CTaBIIIHKA.

B 3aBHCHMOCTH OT IIOTPEOHOCTEH M CJI0KHOCTH, OTJeJIbHble IIPOrpaMMHBIe IIPOeKThI MOTYT
OTKJIOHATBCA OT 3TOM IIPOLeAYpPhl II0 YCMOTPEHHIO COIPOBOXKAArIero. ToyHBIe IIIarH,
HeoOXOAMMBIe [JId OOHOBJIEHHMS KOHKPETHOTO IIPOIPaMMHOIO oO6ecIledeHUs, [TO/DKHBI OBITH
3amnucaHsl B paityie c uMeHeM FREEBSD-upgrade; HatipuMep, ¢paiisn FREEBSD-upgrade libarchive.

CTopoHHee IIporpaMMHOe obecrieuyeHHe 0OBIYHO pasMelllaeTcs B IoJKaTaJjore contrib/ mepesa
HUCXOIHBIX KOZIOB, 3a HEKOTOPHIMH HCKJIHYeHUSIMHU. CTOpOHHee IIporpaMMHOe ob6ecIiedeHIe,
UCII0JIb3yeMOe TOJIBKO SIIPOM, HaXOIUTCA B sys/contrib/.

[IOCKOJILKY 3TO 3aTpPyJHSET UMIIOPT OYAYIIMX BepCcUM, He3HAauUTeJbHbBIe,

o TPUBHAJIbHBIE H/WIM KOCMETHYeCKHe H3MEeHEHUS HACMOSIMeAbHO  He
pekomeHdyromes pjia  GalyioB, KOTOpble BCE eIlé OTCAeKUBAIOT BETKY
IIOCTaBIITHKA.

5.3.1. UIMIIOpPT BETOK MOCTaBIIHKa

CTaHApTHBIM IIPOLECC YIIpaBJIE€HUSI CTOPOHHUM IIPOTPAMMHBIM oOf0ecliedeHueM M BeTKaMU
IIOCTaBIITMKOB IIOAPO6HO OIKCAaH B PyKOBO/ICTBE KOMMUTTEPA.

5.4. ®awibl ¢ IPaBOBHIMHU OrpaHUYEHUSIMHU

BpemMsa 0T BpeMeHH MOKeT BO3HHUKHYTH HeOOXOZMMOCTb BKJ/IIYUTH Gailyl C IIPaBOBBIMU
OrpaHUYeHUsIMHU (oOpeMeHeHHBIMHU JIMIIeH3USAMH, IIaTeHTaMH) B [lepeBO HCXOZHOIO KOoZa
FreeBSD. Hampumep, eciu yCTPOMCTBO TpebyeT 3arpysKH HeOOJIBIIIOr0 OGMHApHOIO KOoJa IIeper
HaydasJIoM paboThl, @ Y HaC HeT UCXOJHOIO KOZa I Hero, TO TaKoW OMHAapHBIA Qaiyl cyUTaeTcs
obpeMeHeHHBIM. CiIeyIOIe IIOIUTUKU IIPUMEHAIOTCA K BK/IIOUeHHI0 0O0peMeHeHHBIX $aiiioB B
IlepeBO UCXOaHOT0 Koza FreeBSD.

1. JIro60i1 $paiiyi, KOTOPHIM MHTEPIIPEeTUPYETCSI UJIHU BBIIIOJIHAETCS IIPOIieccopoM(-aMH) CUCTEMBI U
He IIpeJiCTaBJIeH B KCXOHOM popMaTe, sIBIAeTCsI 0OpeMeHEHHBIM.
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0.

JIro6o¥ daiyi ¢ JMIleH3Hueld 06oJiee OTrpaHUUYMTeNbHOM, yeM BSD wmim GNU, sgBisgercs
06peMeHEHHBIM.

daii, cogeprKalllui 3arpykaeMble JBOUYHBIE JaHHBIE I UCII0JIb30BaHUS 000pylO0BaHUEM,
He sBJIgeTCsd 06peMeHeHHEBIM, eCJIM K HeMy He IIpUMeHs1eTcs IIYHKT (1) uiau (2).

JIro60 ¢aiiy c IpaBOBBIMU OrpaHUUYEeHUIMU TpebyeT CIleliaIbHOro 006peHus 0T OCHOBHOMU
koMaH/ibl (Core Team) mepep, 1o6aBIeHHUEM B PEIIO3UTOPUMA.

O6peMeHeHHBbIe QaiiIbl IIOMeIarTcsd B Src/contrib viau sre/sys/contrib.

Bech MOAYJ/JIb OOJDKEH XPAaHUTHCA BMeECTeE. HeT cwMmbICIa pa3esdiTb ero, €CJii TOJIBKO HET
COBMECTHOTO HCIIOJIb30BaHHMA KOZa C HeO6peMeHéHHOﬁ YaCTBhIO KO/Ja.

B miporstoM 6MHapHBIe $aiibl 00BIYHO KOJUPOBAIMCH C IIOMOIIBI0 uuencode U HasbIBaIUCh
arch/filename.o.uu. Temepr B 3TOM HeT HeOO0XOZWMOCTH, W OWHapHBIe ¢Qaijbl MOIYT
I00aBJIATHCS B PEIIOSUTOPUI 6e3 H3MeHeHUH.

dalIkI g7Ipa CUCTEMBI:
a. Bcerga mo/pKHBI OBITH YKa3aHa B conf/files.™ (11 yIpoIreHUsI COOPKH).

b. Bcerga mo/oxkHbl 6bITh B LINT, HO OcHoBHasg komanza (Core Team) pellaeT B KaKJOM
KOHKpPEeTHOM CJy4ae, cjeAyeT JIM UX 3aKOMMEHTHPOBATh HMJIM HeT. OCHOBHas KoMaH/a
MOYKeT, KOHEUHO, I103Ke U3SMEeHUTEL CBOE pellleHHe.

C. HHIceHep no 8binycKy pelaet, 6yZeT JIU 3TO BKIIOYEHO B BBIITYCK.
[Tosib30BaTeIbCKUE Ppaliiibl:

a. Komangza OcHoBHasg xoManja (Core team) IpUHHMAaeT pellleHHe O BKIKYEHUHM KO/a B
0a30BYyI0 yCTaHABJIUBAaeMYI0 CHUCTEMY.

b. KomaH/a II0/ITOTOBKY PeJIN30B pelllaeT, OyAeT JIU 3TO BKIIOUEHO B PesIn3.

5.5. luHaMHnuyecKue 6M0/INOTEKH

Ecii BBl 06aBiIsieTe MOAMEeP KKY AUHAMHUUYECKUX OUOJIMOTEK B IIOPT WU JIPyroe IIporpaMMHOe
obecrieyeHre, y KOTOPOIO eé HeT, HOMepa BepCUU OHUOJUOTEeK [OJ/DKHBI CJIef[0BaThb 3THUM
npaBuiaM. O6BIYHO UTOrOBble HOMepa He OyAyT UMeThb HHUYero OOIero ¢ BepCHell BBIIIyCKa
IIPOTPaMMHOI0 00ecIleueHus.

I TIOPTOB:

* IIpemrrounTaiiTe UCII0JIb30BAaTh HOMED, y>Ke BIOPaHHBIN BBIIIECTOSIIIUM IIPOEKTOM

* Eciiu BBIIl[eCTOHH_II/II;'I HCTOYHHK IIpeOOCTaBJIAET YIIPpaBJJI€HHE BepCUsAIMHU CMMBOJIOB, Y6e,U;I/ITECB,

YTO MBI HCIIOJIb3YEM HUX CKPUIIT

Jl1s1 6a30BOM CHCTEMBL:

* HauHuTe Bepcuu 6HOIMOTEKH C 1

* HacTosiTeJIbHO peKOMeH/IyeTcsI T06aBUTh KOHTPOJIb BEPCHUI CUMBOJIOB B HOBYH GHOJIHOTEKY

* ECZIM eCTh HECOBMECTHMOE H3MeEHeHUe, 06pa60TaﬁTe €ro C IIOMOIIBX0 BEPCHOHHUPOBAHUA
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* Ec/ii 3TO HEBO3MO)KHO WJIHM OHOJIHMOTEKa He HCIO0JIb3yeT BEPCHOHHUPOBaHUE CHUMBOJIOB,
YBeJINYbTE BEPCUI0 OUOJIMOTEKHU

* IIpexxge 4yeM fake paccMaTpuUBaTh yBeJIWMYeHHe BepCUM OUOJIMOTEKH [j11 OHUOIUOTEKH C
BEPCHOHUPOBaHUEM CHMBOJIOB, IIPOKOHCYJIbTHPYHTECh ¢ KoMaH0ll IIOATOTOBKU PEJIU3O0B,
IIpef0oCTaBUB IIPUYUHEL, II0UeMy HU3MeHeHHe HACTOJIbKO Ba’KHO, YTO ero CJeAyeT PaspelluTsh,
HecMOTps Ha HapyieHue ABI

Hampumep, nob6aBiieHHble QYHKIIWMY U HCIIPABJIEHUS OINMOOK, He U3MEHSIIUe UHTepeliChl,
IOOITyCTMMBI, TOIZJa KaK yAaJéHHble QYHKIIUU, U3SMEHEHHBINM CUHTAKCHUC BBI30BOB U T.JI. JOJDKHBI
JIN60 IIPeoCTaBJIATh 06paTHO-COBMECTUMbIE CUMBOJIBL, JIMO0 IIPUBEAYT K U3MEHEHUI0 CTaplllero
HOMepa BepCUHU.

O6513aHHOCTP KOMMUTTEPA, BHOCSINETO0 HW3MEHEHHs, — VIPaBIsITb BePCHOHHUPOBAHUEM
OMOJIMOTEK.

JAuHaMuyecKuM 3arpysuuk ELF comocraBisieT uMeHa 6uOJM0OTeK OyKBasbHO. CyllecTByeT
IIONyJIIPHOE COIVIallleHHe, COIJIaCHO KOTOPOMY BepcHs OMOJIMOTEKM 3alllChIBaeTCs B BHJE
libexample.so.x.y, Tie X — 9TO Ma’kKOpHas BepcUsd, a Y — MUHOpPHAasA. OOIIeNIPUHATON IPaKTUKON
SBJIIeTCA YCTaHOBKa I10JIA soname y 6ubsroreku (Ter ELF DT_SONAME) B libexample.so.x, a Takxke
CO3/IaHue CHUMBOJIMYECKUX CCBLJIOK libexample.so.x»1ibexample.so.x.y,
libexample.so>libexample.so.x IIp¥ ycTaHOBKe GHMOJMOTEKHU I IIOCIeJHEN MUHOPHOU BEPCUH Y.
TaxuM 06pa3oM, IIOCKOJIbKY CTaTHYeCKHWM KOMIIOHOBIIIUK HIeT libexample.so, Korma ykasaHa
OIIIIMd KOMaHIHOM CTPOKU -lexample, 00BEKTHl, CKOMIIOHOBaHHLIe C libexample, mosydaroT
UHOOPMAIIMIO O 3aBUCUMOCTH OT IIPaBHUJIbHOM OuOIMOTeKU. [IoUTH BCe HOIYJISIPHbIE CUCTEMBI
CO0PKU aBTOMAaTUYeCKU HUCII0Ib3YIOT 3Ty CXeMY.
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I71aBa 6. PerpecCHOHHOE 1 HArpy3o4HoOe
TeCTHPOBaHUe

PerpecCroOHHBIE TeCThl UCIIOJNB3YITCA AJIS1 IIPOBEPKH OIIPeleIEHHOM YaCTH CHUCTEeMBI, UYTOOBI
ybeIUTHCS, YTO OHA paboTaeT KaK OXKUJAeTcs, U [JIs1 IpefoTBPaIl[eHHs II0BTOPHOIO II0SIBJIEHUS
CTapbIX OIIHOOK.

WHCTPYMEHTHI JJI1 PEerpecCHOHHOT0 TeCTUpPOoBaHUSA FreeBSD MO>KHO HAWTU B JlepeBe HCXOTHBIX
KozoB FreeBSD B KaTaJsiore src/tools/regression.

6.1. KOHTPOJIBHBIN CIIMCOK AJI1 OeHUMapKa
HU3KOYPOBHEBBIX OIlepanui

JTOT pasfesn CoLep KUT peKOMeHJaIlluM II0 IIPOBEleHUI0 KOPPEeKTHOro 6OeHUMapKa
HU3KOYPOBHEHBIX omepariuii Ha FreeBSD wiu camoii FreeBSD.

HeB0O3MO’XKHO HCIIOJIL30BAaThL BCe HpI/IBerIIéHHBIe HWKEe pPEeKOMEHIalluHr Ka)K,ILLIfI pa3, HO 4YeM
00JIbIIIE UX IIPUMEHAETCH, TEM JIyUIlle CII0COOHOCTH TeCTa BBLISIBJISATH HEOOJIBIIIHE pas3/Imyuusd.

e OTxirouuTh APM U j1r00bIe Ipyrrue MaHUIyIaIiuu ¢ yacaMmu (ACPI ?).

* 3allyCKaWTe TeCThl B O/JIHOIIOJIb30BaTeJIbCKOM pexume. Hammpumep, cron(8) U gpyrue geMOHBI
TOJIbKO 1,00aBAr0T MIyM. [leMoH sshd(8) Taxke MoKeT BbI3BaTh IIpobJieMsl. Eciiu TpebyeTcsa
nocTyml 110 SSH BO BpeMsl TeCTUPOBaHU, JIUO0 OTKJIIOUWTEe IlepereHepaliui kiurouda SSHvl,
JIM00 3aBepIINTe POSUTEIbCKUM 1eMOH sshd BO BpeMs TeCTOB.

* He zamyckaire ntpd(8).

* Ecsim cobbiTud Syslog(3) reHepupyroTcs, 3amycture syslogd(8) ¢ mycTeIM /etc/syslogd.conf, B
IIPOTHBHOM C/Iy4yae He 3allyCKauTe ero.

° MHHHMHSHpYﬁTe OUCKOBBIE OIlepalfiy BBOOA-BbIBO/ld, II0 BO3MOKHOCTHU nusberamre HxX
IIOJTHOCTBIO.

* He MOHTHpPYUTe QpailsIoBbIe CHCTEMBI, KOTOPBIE He TPeOYIOTCS.

* CMOHTHpYHTe /, /usr ¥ Jir06ble fpyrue ¢panjaoBble CUCTEMBI B PesKUMe TOJIBKO I UTeHUs, eC/IN
9TO BO3MOJKHO. JTO HCKJ/IOUaeT OOHOBJIEHUs atime Ha gucke (U T.J.) U3 00Iedl KapTHUHBI
BBOJZ[a-BBIBOJIA.

* [lepeMHUITHAJIU3UPYHTE TECTOBYI (GAMIOBYI0 CHUCTEMY C BO3MOKHOCTBIO UYTEHMS/3aIllMCHU C
IoMoInb newfs(8) u 3amosHUTe eé U3 ¢aria tar(l) mwan dump(8) mepes Ka’kKabIM 3aIlyCKOM.
PasMOHTUPYHTEe U CMOHTUPYHUTe eé Ilepe] Ha4aJoM TecTa. ITO 00eCIIeYUT COIJIaCOBAHHYIO
CTPYKTYpPy ¢aisioBoil cucreMsl. /[ljig Tecra worldstone 3To mpuMeHHUMO K /usr/obj (rmpocTto
IepeuHUIUAIUSUPYUTE C TOMOIINBI newfs U cMOHTUpPyUTe). [ing pocTiokeHus 100%
BOCIIPOM3BOJUMOCTH 3alloJIHUTe GalloByro cucremy wu3 ¢amma dd(l) (mampumep: dd
if=myimage of=/dev/ad@s1h bs=1m)

» Hcnosb3yuTe pasmgesnsl md(4) ¢ mogmep kKo malloc vu mpefsarpy>KeHHbIE.

* [lepe3arpy’kafiTeCcb MeXAy OTAEJbHBIMH HTEpPAIUsIMK TeCTa, 3TO obeclieunBaeT 6oJiee
COIVIaCOBaHHOE COCTOSIHHE.
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* VnanuTe Bce HeobsI3aTesJIbHBIE ApaliBephl YCTPOMCTB U3 sigpa. Hampumep, eciu USB He Hy»KeH
IJI TeCTa, He BK/IIOYalTe IoAep KKy USB B spe. /lpafiBephl, KOTOPBIE IIOJK/II0YA0TCS, 9acTo
HUMeI0T paboTarollye TaiMayThl.

* OTKJIIOUHNTE HEeUCII0JIb3yeMoe o6opyroBaHue. OTCOeMHUTE JUCKHU C IIOMOIIBLI0 atacontrol(8) u
camcontrol(8), ecsi IUCKU He UCIIOJIb3YIOTCS /I TeCTUPOBAaHUS.

* He HacTpauBalTe CeTb, €CIH OHa He TeCTHUPYeTCsd, HWJIH MAOKIUTeCh 3aBepIlIeHUs
TeCTUPOBAHUS, YTOOBI OTIIPABUTH Pe3yJIbTAThl Ha PYTrO¥ KOMIIBIOTED.

* OTkiIrOUnTE "TypOO-pesXUMBI", TaK KaK OHU [esal0T TaKTOBYH YacTOTY IBHO 3aBUCHUMOM OT
OKpY’KaroIllel cpefbl. OTO O3HAUYaeT, YTO pe3yJbTaThl TeCTUPOoBaHUA Ha 100% HUIeHTUYHOM
KOJ/le MOTYT 3aBHCeTh OT BpeMeHU CYTOK, yIIoTpebyieHUs Kope WU TasUpOBKU WM Jake OT
KOJIMUeCTBa JII/ied B oduce.

Ecn cucreMa [Jo/DKHA OBITH IIOAKJIIOYEHA K OOIEJOCTYIIHOM CeTH, CIefyuTe 3a BCIIECKaMU
[IMPOKOBeIlaTeJbHOro Tpadpuka. /la’ke eciv OHU IIOYTU He3aMeTHbI, OHU OYIyT 3aHUMAaTh ITUKJIbI
Iporteccopa. MHoroajpecHas paccblIKa UMeeT aHaJIOTUUHbIe IIpeflocTepeskeHUs. * PasMelnaite
KaKIyl0 (paloBYI0 CHCTEMY Ha OT[eJbHOM JAHCKe. ITO MUHHUMUSUPYeET 3a/leP’>KKH, BHI3BAHHBIE
OIITUMMU3aIIHeN IepeMelleHHs T0JI0BOK AMCKa. * MUHUMU3SUPYHTEe BBIBOJ, Ha I10C/Ie/[0BaTeIbHbIe
i  VGA-KOHCOJIM. 3aluch BBIBOJa B ¢Qaliabl CHKaeT [pokaHue. (KoHcosmm Ha
II0C/IeloBaTeJIbHOM IIOPTY JIETKO CTAQHOBATCA Y3KHMM MecTOoM.) He KacanTeCch KJIaBHATYpPHI BO
BpeMs BBIIIOJTHEHUS TeCTa, Aake Ha)kaThs npoben wau back-space oTpa’karTcd B yuciaax. *
Y6emuTechb, 4YTO TeCT AOCTATOYHO AJIMHHBIN, HO He CJMIIKOM. EC/JIM TecT CIMIIKOM KOPOTKHH,
BO3HUKAIOT IIPOGJIeMbl C BpeMeHHBIMU MeTKaMH. ECJIM OH CJIMIIIKOM [JIMHHBIM, U3MeHEeHUs
TeMIlepaTypbl U [peli MOBJMAIT Ha YacTOTy KBaplieBBIX KpPHUCTAa/UIOB B KOMIIBIOTEDE.
IMIIMpHUYeCcKOoe IIpaBHJIO: OOJIbIIle MHHYTHI, MeHbIle 4Yaca. * [lomblTaliTeCch IIOAfEepPKUBATh
TeMIlepaTypy BOKPYI MalllMHBI KaK MOXKHO 0oJiee CTaOHM/IbHOM. ITO BJIMSeT KaK Ha KBapIieBbIe
pe3oHaTophl, TaK U Ha aJrOpUTMbI pPabOThl JUCKOBBIX HaKoIuTesNded. /[JId IIOJIy4YeHUs
IeCTBUTEJILHO CTaOMJIBHBIX  4YacoB paccMoTpuTe BO3MOJKHOCTb HCII0JIb30BaHUA
CTabMJIM3UPOBAHHOIO TaKTOBOro cuUrHasna. HampuMmep, ucrosb3yiite OCXO + PLL U 1iogaBayiTe
BBIXOZHOM CHUTHAa/I B TAKTOBEIE CXeMBI BMeCTO KBapIlieBOIO pe3oHaTopa Ha MaTePHHCKOM ILIaTe.
JlJ11 TI0JIy4YeHUs JOIIOJHUTEJIbHONM MHPOPMAIlUU II0 3TOMY BOIIPOCY CBSDKUTeCh ¢ Poul-Henning
Kamp <phk@FreeBSD.org>. * BBIIIOJIHUTE TeCT KaK MUHUMYM 3 pasa, HO JIyyllle 3allyCTUTh 6oJiee
20 pas Kak /I Kojia "mo", Tak U 11 Koja "mocsie”. 110 BO3SMOXKHOCTU UepeyuTe 3allyCKU (T.e. He
caepyer 3amyckarb 20 pas "mo", a 3ateM 20 pa3 "mocse"), 3TO IIOMOXKET BBISBUTHL BJIUSIHUE
oKpy>keHUs. He uepepnytite cTtporo 1:1, a syuirre 3:3, 4TOO6bI MOXKHO OBLJI0 0OHAPYKUTH 3P PeKThI
B3aUMO/IeICTBUA.

+ XopomuH 1a6s10H: bababa{bbbaaa}*. 3T0 JaéT IO CKa3Ky I0C/Ie IepBbIX 1+1 IIPOrOHOB (TakK YTO
MO>KHO OCTaHOBUTB TeCT, eCJIM BCE UIET COBCEM He TakK), CTaHZapTHOe OTKJIOHEeHMe I10C/Ie IIePBBIX
3+3 (maeT Xopolllee IIpe/icTaBJIeHHe, CTOUT JIU IIPOBOIUTD [JIMTEJIbHBIN IIPOrOH), a TaKKe TPeH/bI
U II0Ka3aTesJu B3auMOJeNCTBUA I0o3Ke. * Mcrmob3yiTe ministat(1l), 4T06BI OIIpeeIUTh, SBISIOTCSI
JIA 4YMcCJa 3HAaUYMMBIMHU. PeKoMeHyeTcs IIpuoOpecTr KHUTY "Cartoon guide to statistics” ISBN:
0062731025, oco6eHHO eCJIM BBl 3a0bLJIM MJIM HUKOIZA He U3ydaJIld CTaHJapTHOe OTK/JIOHEeHUe U t-
Kputepuii CTbiofieHTa. * He ucmosb3yriTe GoHOBEIHN fsck(8), eci TeCT He SIBJsIeTCI OeHUMapKOM
¢onoBOrO fsck. Takke oTkarouuTe background_fsck B /etc/rc.conf, ecoti 6eHUMapK He 3aIlyCKaeTCs
Kak MHHHUMYM 4epe3 60+«BpeMsa paboTel fsck» CeKyH[ IIOCje 3arpyskd, TakK Kak rc(8)
IpoOy’»KIaeTcs U IIpoBepsieT, HY>KHO JIM 3allycKaTh fsck Iyid KaKUX-TH00 GaiIOBBIX CUCTEM, KOIza
BKJIOUeH QOHOBBIM fsck. AHaJIOTHYHO, y6eAuTeCh, YTO HET OCTABIIUXCSI CHUMKOB, €CJIU TOJIbKO
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6eHUMapK He SBJISIeTCS TECTOM CO CHUMKaMMU. * ECJIM TeCThI IIPOU3BOJUTEIbHOCTH I10KA3bIBAlOT
HeOKUJJaHHO HU3KUe pe3ysbTaThl, IPOBEPbTe TaKue GpaKTOPhI, KaK BHICOKUM 00bEM IIpepbIBaHUNU
U3 HeOXUJaHHOr0 UCTOYHHKA. CO0O6Illasoch, UTO HeKOTOpble Bepcuu ACPI MoryT "BecTu ce6s
HeIIpaBUJILHO" U TeHepUpoBaThb W30OBITOYHBIE IIpepblBaHUA. [JI1 AUArHOCTUKH HEOOBIYHBIX
pesyIbTaTOB TeCTOB ClesaliTe HeCKOJIbKO CHUMKOB vmstat -i M IOUIUTe YTO-TO HeOOBIYHOe. *
bygbTe BHHMATeJbHBl K IIapaMeTpaM ONTHMH3allMU [JId sg4pa U II0JIb30BaTEJIECKOTO
IIPOCTPAHCTBA, a TAKXKe OTJIAJLKH. JIeTKO YIIYyCTUTH YTO-TO U II03)Ke IIOHATH, YTO TeCT CPaBHUBAJI
He OJHO U TO >Ke. * HUKOIZja He IIPOBOJUTE TeCTUPOBaHMe IIPOU3BOAUTEIbHOCTH C BKIHOUEHHBIMU
napaMeTpaMu gapa  WITNESS wm  INVARIANTS, ecim TecT He HalpaBJeH Ha OIEHKY
IIPOU3BOAUTEJLHOCTH HMEHHO 9THUX O¢QyHKIuMM. WITNESS MOKeT IIpUBECTH K CHIDKEHUIO
IIPOU3BOAUTEJLHOCTH Ha 400% wu 6oJsiee. AHAJIOTUYHO, IlapaMeTpbl userspace malloc(3) 1o
yMmosrdaHu0 oTyindarTcsa B -CURRENT 0T TeX, UTO IIOCTaBJIAITCA B peIu3ax.

6.2. Tinderbox a1 ucxoaHoro rekcra FreeBSD

Hcxomusbiii Tinderbox coCTOUT U3:

» Cxkpunta cbopku tinderbox, KOTOpPBI aBTOMaTHU3UPyeT BBITPY3KYy OIIPe/leIEHHON BePCHUH
ucxopHoro xKozga FreeBSD u eé c60pKy.

* Ckpunra-cyrnepsusopa tbmaster, KOTOpPBIi1 OTC/IeKUBaeT OTAeJIbHbIe 3K3eMILIIphl Tinderbox,
3alKChIBaeT UX BBIBOJ U OTIIPaBJIgeT YBeLOMJIEHUS O COO0SIX I10 3JIeKTPOHHOM II0YTe.

* Ckpunra CGI c uMeHeM index.cgi, KOTOpPBIM yhTaeT Habop KypHasIoB thmaster v IpejcraBiisieT
UX B BUJle yrobourtaeMori HTML-CBOgKHU.

* HaGopa cepBepoB COOPKH, KOTOPbIe IIOCTOSHHO TECTHUPYIOT II0C/IeJHUEe U3MeHeHUs Haubosiee
Ba’KHBIX BeTOK Kojta FreeBSD.

* BebG-cepBepa, XpaHMIero MOJHBIM Habop JKypHaysoB Tinderbox u oTo6pakaroluit
aKTyaJIbHYI0 CBOJIKY.

CKpHIITHL IIOJJep>KUBaOTCA M ObLIM paspaboraHel Dag-Erling Smergrav <des@FreeBSD.org>, u
celiyac HamucaHbl Ha Perl, 4To cTajsio I1aroM BIIEpé[ II0 CPaBHEHUIO C UX IIepBOHAYaIbHOMU
Bepcued B Buje shell-ckpunToB. Bce CKpUIITBI M KOHQUIYpallMOHHBIE (aMbl XPaHATCA B
/projects/tinderbox/.

/1A TI0oJIyd4eHUs [OIIOJIHUTEeJIbHOM MHPOpMAaIlUM O CKpUITax tinderbox M tbmaster Ha JaHHOM
sTare obpaTUTeCh K COOTBETCTBYIOIIIMM pyKoBoacTBaM: tinderbox(1) u tbmaster(1).

6.3. Ckpunr index.cgi

Ckpunr index.cgi reHepupyet HTML-cBoaKyY >KypHasoB tinderbox u tbmaster. XoTd “M3Ha4aJIbHO
OH IIpeJHa3HavaJICsd I UCII0JIb30BaHUd B KauecTBe CGI-CKpHUIITa, KakK cjaeayeT U3 ero Ha3sBaHUd,
9TOT CKPHIIT TaK)Ke MO>KeT OBITH 3aIlyIl[eH U3 KOMaHJHOM CTPOKH WJIH U3 3aZja4y cron(8), B TaKoM
caydyae OH OyfeT MCKaTh JIOTU B KaTajore, IZle PacIosioKeH caM CKpHUIIT. OH aBTOMaTUYeCKU
orpeznessseT KOHTeKCT, reHepupysa HTTP-3arosioBku mpu 3amnycke B kKauvecTtBe CGI-ckpurra. OH
cooTtBeTcTBYeT cTaHmapTaM XHTML u ucttonb3yet CSS 11 CTUIN3AITHH.

CkpunT HauymHaeT paboTy B 6JyioKe main(), IBITasChb IIPOBEPUTH, YTO OH BBIIIOJIHIETCS Ha
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opurasbHOM caiiTe Tinderbox. Eciiv 3T0O He Tak, CO3/IaéTCSI CTPaHUIlA C YKa3saHUEM, YTO 3TO He
opuUITHaIbHBIN CalT, U IpegocTasssieTcsa URL opuiaaibHOTO camTa.

Jlajiee  BBIIIOJIHAETCA CKaHUpPOBaHMWEe KaTajora JKYPHaJIOB [UId IIOJIy4eHWUs IlepeyHs
KOHQUTYpaIiiii, BETOK M apXUTEKTyp, AJI1 KOTOPBIX CYIeCTBYIOT (auabl >KYPHAaIOB, YTOOBI
Hn3beXkaTh KECTKOIO 3aJaHUs CIIMCKAa B CKPHUIITe U IIOTeHIIMAJIbHOIO IIOSIBJIE€HUS IIYCTBIX CTPOK
WK CTOJIOLOB. 3Ta MHGOpPMAIUd HM3BJIeKaeTCd U3 UMEH (aiioB )KYpPHAJIOB, COOTBETCTBYIOIIUX
CJIelyrollieMy I1a6JI0HY:

tinderbox-$config-$branch-$arch-$machine.{brief, full}

Kondurypanuu, ucrosb3yeMble Ha OQUIMAJbHBIX cepBepaxXx cOopku Tinderbox, HasBaHBI B
COOTBETCTBUM C BeTKaMH, KOTOpble OHM cobuparwT. Hampumep, KoHburypanus releng_8
UCII0JIb3yeTcs 111 coopku RELENG_8, a TakyKe BceX ITOAiep>KUBaeMbIX BeTOK BBIITYCKOB.

[locsie yCIIEITHOTO 3aBepIIeHUs BCEUW IIPOLeAyphbl 3allyckKa g KakKIoU KOHQUTypaliuu
BbI3bIBaeTcd do_config().

dynKIys do_config() reHepupyer HTML 11g oThesibHOM KoHQuUryparuu Tinderbox.

OH paboTaeT, cHadasla CO3/laBasd CTPOKY 3aroJIOBKa, 3aTeM IlepebHpas KaXkKAyH COOPKY BETKH C
yKasaHHOW KoHQUTyparyel, GOopMHUPYsI OJHY CTPOKY Pe3yJbTaTOB IJII Ka)KIOW CJIeyIOITUM
obpasom:
o JluIg Ka>K[0ro JIeMeHTa:
o JI711 Ka>K0U MalllMHBI B PaAMKaX 3TOU apXUTEeKTYyPbI:
= Ecsiu cy1mjecTByeT KpaTKUU Qaiil )KypHasia, TO:
= BeI3BaTh success(), YTOOBI OIIpele/IUTh pe3yIbTaT COOPKU.
= BrIBeCTH pasMep U3MeHeHUs.
» BrIBeCTH pasMep KpaTKOro ¢ariya )KypHasla Co CCBIJIKOM Ha caM $aiiil )KypHasa.
= Ecyii TakoKe CyIlleCTBYeT IIOJIHBIN (aiil )KypHaJia, To:
» BrIBeCcTH pasMep IOJIHOTO ¢ariiia >KypHasla Co CChIIKOM Ha caM ¢aiil )KypHaJa.
» B IpoTUBHOM CJly4ae:
» Hedero He BBIBOAUTE.

ViioMgHyTasl BbIIle QYHKIIHSA success() IIpOBepseT KpaTKUM Jor-gaisi Ha HaJu4due CTPOKH
"tinderbox run completed", 4T00BI OIIpe/ieIUTh, OBLI JIX COOPKa YCIIEIITHOM.

KoHHUTypallUl W BeTBH COPTHUPYIOTCSI B COOTBETCTBHM C KX PAHTOM. IJTO BBIUHCISIETCS
CJIeIyIOITHUM 06pa3oM:

* HEAD u CURRENT mmMeroT paHr 9999.
* RELENG_x mMeeT paHr xx99.

e RELENG_x_y mMeeT paHr xxyy.
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dTo o3HauaeT, uyTo HEAD Bcerma MMeeT HAUBBICIIINI IIPUOPUTET, @ BeTBU RELENG pamkupyroTcsa B
4YMCJIOBOM IIOpsAZIKe, IPUUYEM Kakiasd BeTBb STABLE mMmeeT Gosiee BBICOKUM IIPUOPUTET, UeM BeTBU
BBIIIYCKOB, OTBETBJIEHHBIE 0T Heé. Hampuwmep, i FreeBSD 8 MOpAmOK OT HAMBBICIIEIO K
HHU3IIeMy 6y/ieT CJIeYIOIM:

* RELENG_8 (paur BeTku 899).

RELENG_8_3 (paur BeTku 803).

RELENG_8_2 (paHr BeTku 802).

RELENG_8_1 (paHr BeTku 801).

RELENG_8_0 (paur BeTku 800).

[IBeTa, KoTophle Tinderbox ucHIosb3yeT IJId KaKAOM SYeHMKM B Tabiuile, olpexesstoTcs CSS.
VcreniHble COOPKM 0TOOpa’karoTCd 3eJIEHBIM TeKCTOM; HeyZauyHble COOpPKH 0TOOpakarTcsd
KpacHbBIM TeKCTOM. IIBeT OJiIeKHET CO BpeMeHeM C MOMEHTa COOTBETCTBYIOIeNl COOPKHY,
OpUOIMKASICh K CepOMY KajKIble ImoJrdaca.

6.4. OpunnajIbHBIE cepBephl COOPKHU

OdunmanbHble cepBepbl cOoopku Tinderbox pasmenreHsl Ha IUIomagke Sentex Data
Communications, KoTopas TaxkyKe IIpefocTaBsgeT XOCTUHT g KiacTepa Netperf FreeBSD.

B HacTosIIlee BpeMs pab0oTaroT TpU cepBepa COOPKHU:
freebsd-current.sentex.ca cobupaer:

* HEAD my1s1 amd64, arm, 1386, 1386/pc98, ia64, mips, powerpc, powerpc64 u sparc64.

* RELENG_9 u mogmep>kuBaeMble BeTKU 9.X 111 amd64, arm, 1386, 1386/pc98, ia64, mips, powerpc,
powerpc64 u sparc64.

freebsd-stable.sentex.ca cobupaer:

* RELENG_8 u moamep>kuBaeMble BeTKH 8.X 1y amd64, 1386, i386/pc98, ia64, mips, powerpc u
sparc64.

freebsd-legacy.sentex.ca cobupaer:

* RELENG_7 u mopiiep>kriBaeMble BeTKU 7.X 11 amd64, 1386, 1386/pc98, ia64, powerpc u sparc64.

6.5. OpuuaaIbHBIN CAaUT CO CBOAKAMHU

CBOAKM M JKYpHaJbl C OQUIIMAJbHBIX CepBEepOB COOPKM [OCTYIIHBI B CeTH II0 ajpecy
http://tinderbox.FreeBSD.org, pasMmelneHsl Ha Dag-Erling Smergrav <des@FreeBSD.org> u
HaCTPOEHEI CIIeLYIOIIMM 00pasoM:

* 3agaHue cron(8) poBepseT cepBepbl COOPKU Uepe3 peryJyisipHble MHTEPBAJIbl U 3arpy’kaeT Bce
HOBBIe QamIbl )KYPHAJIOB C IIOMOIIBIO rsync(l).

* Apache HacTpoeH Ha UCII0JIb30BaHUe indeX.cgi B kauecTBe DirectoryIndex.
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YacTtsb 1I: MexXipoIlieccHoe
B3aUMO/IeHCTBHE
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I'maBa 7. CoxeTnl

7.1. 0630p

CoxkeTsl BSD BEBIBOAAT MEXXIIPOIIECCHOE B3aWMOJIEMCTBHME HAa HOBBIM VYpOBeHb. Temepb
B3aMMO/IeMICTBYIOIIHE IIPOIIeCCHl He 0053aTeIbHO JO/DKHEI BBIIIOJHATHCSI HAa O4HOU MalirHe. OHU
BCE elllé M02ym, HO He 005I3aHBbI.

He TOJIBKO 3TH IpoIlecchl He 00s13aHBI BBIIIOJHATHCSI Ha OJHOM MalllMHe, OHU TakKKe MOIYT
paboTaTh IO pasHBIMU OIEPAITMOHHBIMU cucTeMaMH. biaromapsa BSD-cokerawm, Bare IIO Ha
FreeBSD MO’KeT JIeTKO B3aUMOJIeICTBOBATH C IIpOorpaMMoi, paboTaroiieir Ha Macintosh®, npyroi
— Ha paboueid craHIMU Sun™, U emlé omHou — mox Windows® 2000, IIpu 3TOM BCe OHHU
IIOJIKJII0UeHbI K JIOKaJIbHOU ceTU Ha ocHOBe Ethernet.

Ho Bamre mporpaMMHOe of6eciiedeHHe MOXKET TaK ke 3QPeKTHBHO B3aHMMOJENCTBOBAThH C
mmpoiieccaMy, pabOTalwIMMHU B JAPYrOM 3/aHUM, Ha APYrOM KOHTHHEHTEe, BHYTPHU II0BOJHOM
JIOAKY WJIM KOCMUUYECKOT0 YeJTHOKA.

OH TakXXe MOJKeT B3aHUMOJEHCTBOBATb C IIpOIlecCaMH, KOTOpble He SIBJSIIOTCSI YacThIO
KOMITbIOTepa (110 KpaliHel Mepe, He B CTPOTOM CMBIC/Ie 3TOTO CJIOBA), & TAKUX YCTPOMCTB, KaK
IIPUHTEPHL, ITHUOPOBHIE KaMephl, MeJUITMHCKOe o6opygoBaHUe. IIpaKTUUeCKH CO BCEM, YTO
CII0COGHO K ITUPOBOM KOMMYHUKAITHH.

7.2. CeTeBOE B3aUMO/IelICTBUE U pa3HOOOpa3ue

Msb1 Yy>Ke yIIOMHHaJIn O pa3Hoo6pa3uu CeTeBbIX TEXHOJIOTHI. MHO>KeCTBO Pa3JIMYHBIX CHUCTEM
JOJI?KHBI BBaHMOHeﬁCTBOBaTB ApYyT C APYI'OM. U oHHt OOJDKHBI TOBOPUTH HAa OJHOM S3BIKE. Taxxe
OHH JO0JI>KHBI NOHUMAMb 3TOT A3BIK OJMHAKOBBIM 06pa30M.

YacTo yMaroT, YTO s13blK Meia yHUBepcasieH. Ho 3To He Tak. B paHHeN IOHOCTH OTeIT B3I MEHS C
co6oit B Boarapuio. MBI CHJIeJIH 3a CTOJTMKOM B Iapke CoQuM, KOTma K HaM IIOZOIIes ITPoIaBell,
IIpeiyIarasi KyImuTh sKapeHbI MUHAb.

S1 Torma eImié He 3HAJ GOJITapPCKOTO, IIO3TOMY BMECTO CJIOBECHOTO OTKAa3a s ITOKaydasl TOJIOBOH M3
CTOPOHBI B CTOPOHY — 3TO «YHUBEPCATbLHBIHN» I3bIK TeJIa IJIT 0003HaUeHUs Hem. IIpoiaBelr TyT Ke
Hayasl yroIaTh Hac MUH/AJIEM.

3aTeM g BCIIOMHUJI, UTO MHe TOBOPHUJIH, 6y/TO B Bosrapuu IokaumuBaHHUe TOJI0BOM M3 CTOPOHBI B
CTOPOHY O03HavaeT Od. BBICTPO s1 Hauasl KUBaTh roJIOBOM BBepX-BHU3. IIpofaBel] 3aMeTH1, 3abpaJ
CBOM OpeXHU U YIIEJ. /[JI1 HeIOCBAIIEHHOTO HabJ IroaTe s s He M3MEHII SI3BIK TeJIa: sl IIPO0JhKaJl
HCIIOJIb30BaTh ABYDKEHUS IOJI0BOM — IIOKauMBaHUe U KUBaHUe. VI3MEHUICS CMblCA SI3BIKA TeJla.
CHavaJa IIpojiaBel] U s MHTEPIIPEeTUPOBAIM OJHHU U Te JKe >KeCThl KaK MMeIOIre COBEPIIeHHO
pasHBIM CMBICJ. MHe IPUILIOCH CKOPPEKTUPOBATh CBOK COOCTBEHHYH HWHTEPIIPEeTaIlUI0 3THUX
>KeCTOB, YTOOHI ITPO/jaBel] MeHs ITOHSLI.

To sxe camoe U C KOMIIbIOTepaMHU: OOTHHU U Te K€ CMUMBOJIbBI MOTYT UMETH Pa3HOE€, JaKe II0OJIHOCTBIO
IIPOTHUBOIIOJIO’KHOE 3HaAYeHUe. HOSTOMY, YTOOBI ABa KOMIIbIOTEpa IIOHHMMaJIMW APYyI OpPyra, OHHU
OOJI>)KHBI TOTOBOPHUTHCA HE TOJIBKO 00 OOHOM A3blKe, HO 1 00 OOJHOM MO/IKOBAHUU A3BIKA.

64



7.3. IIPOTOKOJIBI

B TO BpeMs KaK Pa3JIMYHbIE SA3BIKH IIPOTPaMMHUPOBaHHA 00BIYHO UMEIOT CJ0KHBIM CHHTAKCHC K
HCIIOJIB3YIOT MHOKeCTBO MHOI'OCHMMBOJIBHBIX 3ape3€pBHUPOBAHHEBIX CJIOB (uTo obGJieryaer HX
IIOHMMaHHe [IJId quIOBeKa-HPOI‘paMMI/ICTa), SA3BIKH II€penadyr OaHHBIX, KadaK IIPpaBHXJIO, O4YE€HDb
JIJAKOHUYHBI. BMeCTO MHOTOCHMBOJIBHBIX CJIOB OHU YacTO HCIIOJIB3YKT OTHAE/ILHEBIE oumul. Jlia
3TOIr0 €eCTb OYeHb YGE,ZLI/ITGJIBHEIH IIpUYrHA: XO0Td [daHHBI€ BHYTPH BallleTO KOMIIBEIOTEPA
I1epeaaroTcsa CoO CKOPOCThIO, OJIM3KOM K CKOpPOCTH CBE€Ta, MeXy ABYMS KOMIIBIOTEpaMM OHH 4YaCTO
IIepeaarTCda SHaYHUTE/IbHO MEJJIEHHEE.

HOCKOJIBKY SI3BIKH, HCIIOJIB3yeMbI€ B Ilepeaavde MaHHBIX, HACTOJIBKO JIAKOHHUYHBI, MbI OOBIYHO
Ha3bIBa€M HUX NPOMOKO/1aMU, 4 HE A3bIKaMH.

IIpu mepefade JAaHHBIX OT OJHOIO KOMIIbIOTepa K JAPYrOMYy BCerfa HCIIOJIb3yeTcd 6oJiee OJHOTO
IIPOTOKOJIA. ITH IIPOTOKOJIBI pACNOAa2aromest CA0AMuU. JlaHHbIe MOKHO CPaBHHUTL C BHYTPEeHHEM
YaCThI0 JIyKa: HeO0OXOQUMO CHATH HECKOJIBKO CJI0€B «KO>KH», UTOOBI [00paThbCcsa 40 AAaHHBIX. ITO
JIydllle BCEero IIPOM/IIIOCTPUPOBAHO HA PUCYHKE:

Ethernet

IF

PucyHok 1. Ypo8HU npomoKo.108

B 3TOM IIpuMepe MBI IIBITaeMCS IIOJyYUTh U300pakeHHe C BeO-CTpaHUIBI, K KOTOPOU
nopksroueHs! yepes Ethernet.

N3o06pakeHHe COCTOUT M3 HeoOpPabOTaHHBIX AAHHBIX, KOTOphIE IIPE/CTABJ/SIIOT COOOM IIPOCTO
II0CIeI0OBATeJbHOCTh 3HaueHHM RGB, KoTopele Hallle IIporpaMMHOe obecriedeHHe MOJKeT
0o6paboTaTs, T.e. IIpeobpasoBaTh B M300pa’keHUe U 0TOOPasUTh Ha HallleM MOHUTOPE.

VBBI, Hallle IIpOrpaMMHOe obecliedeHHe He MOJKeT OIIpe/le/IUTh, KaK OpPraHU30BaHBI ChIPbIE
TaHHBIe: 3TO IIOCJAeLOBaTEeILHOCThL 3HAaueHWil RGB, mocieqoBaTeIbHOCTh WHTEHCUBHOCTEN B
rpafaliyisax Ceporo WM, BO3MOJXKHO, I1BeTa B KoaupoBke CMYK? IlpezcraBiieHBI JIU JaHHBIE 8-
OMTHBIMU KBaHTaMH, MJIM OHU UMEIOT pasMep 16 OUT, a MOXKeT OBITh, 4 6UTa? 13 CKOJIBKUX CTPOK
U CTOJIOITOB COCTOUT M300pakeHUe? /0JDKHBI JIU OIIpe/ie/IEHHBIe ITUKCeIU ObITh IIPO3pavYHbIMU?

A AyMalo, BBI IIOHSJIH...

YToO6Bl Hallle IIPOrpaMMHOe obeclieyeHHe IIOHMMaJso, KaKk oOpabaThlBaTh ChIPBIE JAAaHHBIE, OHHU
KosupyrTcda B GopMate PNG. 3To Mor 6561 66ITE GIF miu JPEG, Ho BeIOpaH PNG.

U PNG — 3TO IIPOTOKOJL.

B 3TOT MOMEHT $1 CJBIIIY, KAK HEKOTOphle M3 Bac Kpu4atr: "Hem, amo He mak! 9mo ¢gopmam
datinal”
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Hy 4To0 X, KOHEUHO, 3TO popmaT ¢aiia. Ho ¢ TOUKU 3peHUd Ilepelaud JaHHbIX, opMaT dpaiiaa —
9TO IIPOTOKOJI: CTPYKTypa ¢aiisia — 3TO A3blK, IIpUYeM JIaKOHWUUYHBIM, COOOIIAIOIUN HalleMy
npoueccy, Kak OpraHU30BaHbI JaHHble. CieJoBaTeIbHO, 3TO NPOMOKO.

VBB, ecJI¥ OBl MBI ITOJIYYHUIA TOJIBLKO PNG-daiii, Hallle IIporpaMMHOe obecliedeHHe CTOJIKHYJIOCh
OBl C CepbEe3HOM IIPO6JIeMOM: KaK eMy Y3HaTh, UTO JaHHBIe IIPeJCTaBJILI0T H300pakeHUe, a He
TeKCT, 3BYK MJIM UTO-TO eIlé? Bo-BTOPBIX, KaK eMy OIIpe/le/IUTh, YTO M300parkeHHe COXpaHeHO B
¢dopmate PNG, a He GIF, JPEG miu KakoM-1H100 ApyroM ¢popmaTe U300paKeHUM?

AJ1g 1osIyuyeHusd 3TOM MHGOPMAIMU MBI HUCIIOJIB3yeM Apyrod mpotokos: HTTP. 3TOT IpPOTOKOJI
MOJKeT TOYHO COOOIIUTE HaM, UTO JlaHHBbIe IIPe/ICTaB/IAI0T U300pakeHre U HUCII0JIb3YIOT IIPOTOKOJI
PNG. OH Tax’Ke MOXKeT COOOIIIUTH HEKOTOPBIe APYTHe CBeleHHs, HO JjaBaiTe COCPeJOTOYMMCA Ha
YPOBHAX IIPOTOKOJIOB 3/1€Ch.

HTak, Telepb y HaC eCTb HEKOTOpPLIE JaHHEIe, YIIAKOBAHHBIE B IIPOTOKOJ PNG, KOTOPEIM B CBOXO
ouepens yrrakoBaH B IIpoToKos HTTP. Kak MBI ITOJIyYH/IN UX C cepBepa?

Hcniosb3dysa TCP/IP moBepx Ethernet, BOT Kak. /leiCTBUTENIBHO, 3TO eIllé TPU IIPOTOKOJa. BMecTo
TOTO UTOOBI IIPOOJKATh USHYTPU HaPYXKY, S Tellepb paccKaxky Ipo Ethernet, mpocTo moTomy 4To
TaK IIpoIlle 00 BIACHUTE OCTaJIbHOE.

Ethernet — 3To MHTepecHas CHUCTeMa COeJUHEHUS KOMIIBIOTEPOB B J0Ka/bHOU cemu (LAN). V
KaKI0TO KOMIIbIOTEpa ecThb kapma cemego2o uHmepgetica (NIC — Network Interface Card) c
YHUKaAJIbHBIM 48-0MTHBIM HIeHTHQUKATOPOM, HasblBaeMbIM adpecom. He cyllleCTByeT IBYX
ceTeBBIX HHTepdericoB Ethernet B Mupe ¢ 0fHHaKOBBIM aJJpeCOM.

JTU ceTeBbIe KapThI COeJMHEHBI MeXKy co60M. Korza oJUH KOMIIbIOTep X04eT CBA3aThCs C JPYTUM
B TOU >Ke JIOKaJIbHOU ceTH Ethernet, oH oTIpasJisieT cooblieHUe 110 ceTH. Kakzmas ceTeBasd KapTa
BHU/IUT 3TO coobIieHue. OHAKO, COVIaCHO npomoko.y Ethernet, taHHBIe cofieprKaT afpec CeTeBOM
KapThl HasHaueHud (cpexu Impodero). TakuM o06pasoM, TOJBKO OJHA M3 BCeX CeTeBBIX KapT
00paTUT Ha Hero BHUMaHUe, OCTaJIbHble IPOUTHOPUPYIOT €ro.

Ho He Bce KOMIIBLIOTEPHI IIOAK/I0YEHbl K OFHOM ceTH. TOT ¢paKT, UTO MBI IIOJIYYHU/IN JaHHBIE yepes3
Haw Ethernet, He 03Ha4aeT, YTO OHU BO3HUKJIX B Halllell JIOKaJIbHOM ceTH. OHU MOIJIH II0IIacTh K
HaM U3 JPYToM ceTH (KoTopas MOXKeT OBITh Jja’ke He Ha oCcHOBe Ethernet), coeqiHEHHOM ¢ Hallle
CeThI0 yepes MIHTepHeT.

Bce maHHBIe IlepealoTcd yepe3 UHTepHET ¢ UCIoIb30BaHUEeM IP, uTo o3Hauaet Internet Protocol.
Ero ocHOBHas poJib — CO00IIaTh HaM, OTKYZa B MUpe IIPUIIUIN JaHHbIe U KyZa OHU J0JDKHBI OBITh
HampasiieHBl. OH He eapaHmupyem, 4TO MBI IIOJIYUYUM TaHHBIE, TOJIBKO YTO MBI Y3HaeM, OTKyza
OHU IIPUIILIH, eC/1U MbI UX TI0JYUHM.

Jlake ecgu MBI IIOJIyYUM [JaHHble, [P He rapaHTHpyeT, UTO pas3jIW4YHble QparMeHTHl JaHHBIX
IPUAYT B TOM Ke IIOPsSIIKe, B KOTOPOM KX OTIPaBUJI APYrod KOMIIbIOTep. HarmpuMep, Mbl MOKEM
IIOJIYYUTH IIeHTP HAIllero U300parkeHus 10 TOT0, KaK II0JIydUM ero BepXHUU JIeBBIX YTOJI, a II0CjIe
— HIWKHUU IIPaBbIU.

dto TCP (Transmission Control Protocol), KOTOpPBIM 3aIIpalluBaeT y OTIIPaBUTEJI IIOBTOPHYIO
OTIIPaBKY IIOTEPSIHHBIX JAHHBIX U pacliojiaraeT UX B IPAaBUILHOM IIOPSIIKE.
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B uTore rmorpe6oBasoch nAMb pasjaIAYHbIX IIPOTOKOJIOB, YTOOBI OJJMH KOMIIBIOTEP MOI COOOIIUTH
IOPYroMy, KaK BBIIVIIJUT M300pakeHHe. MBI IIOJIYUYHIIHA JaHHBIe, YIIAKOBaHHBIE B IIPOTOKOJ PNG,
KOTOPBIA OBLI yIakoBaH B IIpoToKoJ HTTP, KoTopslii ObLI yIlakoBaH B IIPOTOKOJI TCP, KOTOPBIA
OBII yIIaKOBaH B IIPOTOKOJI IP, KOTOPBIM OBLI yIIaKOBaH B IpoToKoJI Ethernet.

O, U KCTaTH, BEpPOSITHO, Ha IIyTHU ObLIM 3a/eICTBOBAHbI M HECKOJBKO APYIUX IIPOTOKOJIOB.
HampuMep, eciiy Hallla JIOKaJbHas CeTh ObLla IIOJKJIKOYeHa K MHTepHeTy 4yepes3 [03BOH, TO
UCII0/Ib30BAaJICSI IIPOTOKOJI PPP Hazy MOoieMOM, KOTOPBIN, B CBOXO OYepeb, UCII0/Ib30BaJl OAUH (MIU
HeCKOJILKO) U3 Pa3/IMYHbIX MOJIeMHBIX IIPOTOKOJIOB, U TaK /lajiee, U TaK Jajiee, U Tak JaJjlee...

Kak paspaboTuuK, Bbl y)Ke [OJ/DKHBI 3aJaBaThbCd BOIIpocoM: "Kak s 00/10CeH CO 8cem 3Imum
cnpasasmuca?”

K cuacTelo [1d Bac, BaM He HY)KHO pasbupaTbCsa BO BCEM 3TOM. BaM npudémcs pasobpaThcd B
HEeKOTOPOM 4acTH, HO He BO BCell. B 4aCcTHOCTH, BaM He HY)XHO 0eCIIOKOUTHCA 0 QU3UUECKOM
IOAKJIIOUeHUU (B HalreM ciayudae Ethernet u, BosmMo)xHO, PPP u T.n1.). Takke BaM He HYKHO
pasbupaThcs ¢ IIpoToKoa0oM IP mu ripoTokosoM TCP.

IpyTUMH CJI0BaMH, BaM He HY)KHO HHYero JAejaTb, UYTOOBI IIOJYUYUTH [JaHHBIE C APYTOro
KoMITbIoTepa. Hy, pazBe 4T0 nonpocums UX, HO 3TO IIOYTH TaK >Ke IIPOCTO, KaK OTKPHITH Qarii.

[ToslyuuB JaHHBIe, BaM IIPEICTOUT PEIlUTh, UTO C HUMHU JielaTh. B HalleMm ciyyae rorpebyercs
noHuMaHue mpotokosia HTTP u cTpyKTypshl ¢pariia PNG.

Hcnosb3ys aHaJIOTHUI0, BCe MejKCeTeBble IIPOTOKOJIBI CTAaHOBSATCS CEPOM 30HOM: He CTOJIBKO
II0TOMY, YTO MBI He IOHMMaeM, KaK OHU pab0TaroT, a II0OTOMY, YTO Hac 3TO O0JIbIlle He OECIIOKOUT.
HHuTepderic cokeToB 6epeT Ha cebs1 3a60Ty 00 3TOM Cepoii 30HeE:

PucyHoK 2. YpoeHU npomoKo0.108, NOKpbleaemble COkemamu

HaMm Hy’>KHO IIOHHMMAaTh TOJIHKO Te IIPOTOKOJIBI, KOTOpPhIe TOBOPSIT HaM, KaK UHMepnpemuposams
OaHHble, a He KaK no/tyuams X OT APYTOro IIpoljecca MK Kak nepedasams UX IpyroMy IIpoIieccy.

7.4. Mo1e/Ib COKETOB

CokeTtnl BSD mocTpoeHs! 110 6a3oBoit mozies UNIX®: Bce sisansemces gaiisiom. TakuMm obpasoM, B
HalleM IIpUMepe COKeTHlI II03BOJISIT HaM IIOJYy4YUTh, 06pasHO roBops, HTTP-¢aiin. 3aTeM HaMm
IIPe/ICTOUT U3BJIeYb U3 Hero PNG-@aiin.

M3-3a CJIOKHOCTHM MeJKCeTeBOI'0 B3aMMOJENCTBUSA MBI He MO)KeM IIPOCTO HCII0JIL30BaTh
CHUCTeMHBIU BBI3OB Open MU QYHKITHIO open() B sI3biKe C. BMeCTO 3TOro He06X0AMMO BBIIIOJIHUTH
HECKOJIBKO II1aroB I "OTKPBITUA" COKeTa.
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OﬂHaKO, KaK TOJIBKO MBI 3TO CIaesiaeM, MBI MO>KEM Ha4daTb 06pamaTLc51 C COKemMowm TakK Xe, KaK 1 C
JIFOOBIM ¢af1fl0€blM aeCKpunmopOM: MBI MOJKE€M 4iTaTb M3 HErOo, NucaTb B HErO, IlepeaaBaThb €TI0
yepes KaHan ¥, B KOHEYHOM HTOTI€, 3akpbiBaTb €r0.

7.5. OCHOBHBbIE QPYHKIIUH COKETOB

B To Bpems kak FreeBSD mpejjaraeT pas/ju4Hble QYHKIIUM /i1 pPaboTBl C COKeTaMH, HaM
mpebyemcst TOJIBKO YeThIpe, YTOOBI "OTKPBITH" COKET. A B HEKOTOPBIX CIydasx AOCTaTOYHO /IBYX.

7.5.1. PasHHUIIa MEe>XAy KINEHTOM U CepBepoOM

OO6BIYHO OJHUM M3 KOHIIOB CBSI3M Ha OCHOBE COKETOB SBJISETCS cepaep, a APYTrou — KAUeHm.

OO0I11He 3JIEMEHThI

socket

®YHKITHS, UCIIOJIb3yeMasi KaK KJIMeHTaMH, TaK U cepBepaMH, 3To socket(2). OHa 06GBbSBIIsIETCS
CJIeYIOITUM 06pa3oM:

int socket(int domain, int type, int protocol);

Bo3BpalljaeMoe 3HaueHHe UMeeT TOT yKe TUIL, YTO U Y open, Iejioe yucio. FreeBSD BriiessieT ero
3HayeHUe U3 TOro Ke IIyJa, UYTO U JeCKPUIITOPHI GpamioB. ITO I103BOJIIeT 00pabaThiBaTh COKETHI
TaK ke, KaK Qaubl.

AprymeHT domain yKasbIBaeT CHUCTeMe, KaKoe ceMmelicmeo Npomoko./08 CjaefyeT HCII0JIb30BaTh.
CylecTByeT MHOKECTBO CeMEMCTB, HEKOTOphle W3 HHUX CIelHQUUHBl I OIpefes€éHHBIX
II0CTaBIIUKOB, APyIrHe MIUPOKO paclpocTpaHeHbl. OHU 00bgBIEHEI B Sys/socket.h.

HcntosbsyiiTe PF_INET muist UDP, TCP 1 ApyIUX UHTEPHET-IIPOTOKO0JIOB (IPv4).

i1 apryMeHTa type oIipefiejieHO IIITh 3HAUeHUM, TakKe yKasaHHBIX B Sys/socket.h. Bce oHU
HaumHawTca ¢ “SOCK_”. Haubosiee pacrnpocTtpaHéHHoe — SOCK_STREAM, koTopoe yKasbIBaeT
CHCTEMe, YTO 3allpallliBaeTCsd HAOEXCHblll cepsuc nomokoeoll odocmasku (3To TCP 1ipu
UcIoab30BaHuu ¢ PF_INET).

Ecsim 6b1 BBl 3arpocuyid SOCK_DGRAM, BbI 6Bl 3alIpOCHJIML Ccepsuc docmasku damazpamm 6e3
YCMAaHoe/eHUst coeOuHeHus (B HalreM ciaydae, UDP).

Ecii BBl XOTHUTe YIIPaBJIATH HU3KOYPOBHEBBIMHM IIPOTOKOJIAMH (TaKUMM Kak IP) miam paxe
ceTeBBIMU HMHTepdericaMu (Harpumep, Ethernet), Bam rmorpebyercsa ykasatb SOCK_RAW.

HakoHell, apryMeHT protocol 3aBHCHT OT ABYX IPeIbIAYIIUX apryMeHTOB U He BCerla MMeeT
CMBICJI. B TaKOM ciTy4yae UCIIOJIb3yHTe 3HaUeHUe 0.

Henook/itoueHHblIl cokem

o Hurne B QyHKIIUU socket MBI He yKa3aJId, K KaKOM APYroil cucTeMe JO0JDKHEI OBITh
IIOJK/I0YeHbl. Halll TOJIBKO UTO CO3/laHHBIM COKET OCTAéTCs HeNnOOKAHUEHHbIM.
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JTO CoeJIaHO HaMEpPEHHO: eC/Ik IIPOBOJUTE aHAJIOTHUIO C Te.]Ie(I)OHOM, MBI TOJIBKO
YTO IIOAK/IIFOUHJIN MOIEM K TEJIe(l)OHHOI;’I JuHUU. MBI He CKasaIu MoOgeMYy
COBEPIINTHE 3BOHOK HUJIK OTBETUTH, €CJIH TeJqu)OH 3a3BOHHMT.

sockaddr

PassnuHble QYHKIIMY CeMeMCTBa COKeTOB 0KHAAIOT azpec (MIM yKasaTesb, eCIH HCII0JIb30BaTh
TEePMHUHOJIOTHIO si3bIKa C) HeGOJIbINON 06/1acTH MaMSTH. Pa3uyHble 00bsIBJIeHUs Ha si3bIke C B
¢darine sys/socket.h ccptaroTcs Ha Heé Kak Ha struct sockaddr. 3Ta cTpyKTypa 06bIBJIeHA B TOM Ke
darine:

/*
* Structure used by kernel to store most
* addresses.

*/
struct sockaddr {

unsigned char  sa_len; /* total length */

sa_family_t sa_family; /* address family */

char sa_data[14]; /* actually longer; address value */
ki

#define SOCK_MAXADDRLEN 255 /* longest possible addresses */

O6paTuTe BHUMaHHUEe Ha HEONpeode/IéHHOCMb, C KOTOPOM 0O'bsIBJIEHO IToJie sa_data — IIpoCTo Kak
MaccuB U3 14 6alT, c KOMMeHTapHheM, HaMeKalolllM, YTO UX MOKeT ObITh 60JIbIile 14.

JdTa HeoIllpesesIEHHOCTh BIIOJIHe IIpefHaMepeHHa. COKeThl — 3TO OYeHb MOIIHBINA HUHTepQeic.
X0Ts G0JIBIIMHCTBO JIIOZel, BO3MO>KHO, CUMTAIOT UX He 6oJiee yeM MHTepdericoM g UHTepHeTa
— U GOJIBIIIMHCTBO IIPUIOKeHUM, BEPOITHO, UCIIOJIB3YIOT UX UMEHHO [JI1 3TOr0 B HAIllM THU —
COKeTBHl MOTYT OBITh MUCIIOJIb30BAaHBlI IIPAaKTUYECKH M1 11006020 BULA MEXKIIPOILECCHOIO
B3auUMO/IeHICTBU, U3 KOTOPHIX IHTepHeT (U1K, TouHee, [P) — JIUIIb OAUH U3 HUX.

sys/socket.h ccrltaeTcs Ha pas/JiMuHble TUIIBI IIPOTOKOJIOB, C KOTOPBIMHM PaboTarT COKETHI, KaK Ha
cemeticmea adpecos, U IlepeuuncisieT UX HelIOCPeCTBEHHO Iepe] olipesiesieHreM sockaddr:

/*

* Address families.

*/

#idefine AF_UNSPEC 0 /* unspecified */

#define AF_LOCAL 1 /* local to host (pipes, portals) */

#define AF_UNIX AF_LOCAL /* backward compatibility */

fidefine AF_INET 2 /* internetwork: UDP, TCP, etc. */
#define AF_IMPLINK 3 /* arpanet imp addresses */

#tdefine AF_PUP 4 /* pup protocols: e.g. BSP */

#idefine AF_CHAOQS 5 /* mit CHAOS protocols */

#define AF_NS b /* XEROX NS protocols */

#idefine AF_ISO 7 /* IS0 protocols */

#idefine AF_0SI AF_ISO

ftdefine AF_ECMA 8 /* European computer manufacturers */
#idefine AF _DATAKIT 9 /* datakit protocols */
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#define AF_CCITT 10 /* CCITT protocols, X.25 etc */

fidefine AF_SNA 11 /* IBM SNA */
fidefine AF_DECnet 12 /* DECnet */
fidefine AF_DLI 13 /* DEC Direct data link interface */
#tdefine AF_LAT 14 /* LAT */
#idefine AF_HYLINK 15 /* NSC Hyperchannel */
#tdefine AF_APPLETALK 16 /* Apple Talk */
#idefine AF_ROUTE 17 /* Internal Routing Protocol */
#tdefine AF_LINK 18 /* Link layer interface */
#define pseudo_AF_XTP 19 /* eXpress Transfer Protocol (no AF) */
#idefine AF_COIP 20 /* connection-oriented IP, aka ST II */
#define AF_CNT 21 /* Computer Network Technology */
#define pseudo_AF_RTIP 22 /* Help Identify RTIP packets */
#idefine AF_IPX 23 /* Novell Internet Protocol */
fdefine AF_SIP 24 /* Simple Internet Protocol */
#define pseudo_AF_PIP 25 /* Help Identify PIP packets */
#define AF_ISDN 26 /* Integrated Services Digital Network*/
fidefine AF_E164 AF_TSDN /* CCITT E.164 recommendation */
#define pseudo_AF_KEY 27 /* Internal key-management function */
#idefine AF_INET6 28 /* IPvb */
fidefine AF_NATM 29 /* native ATM access */
ftdefine AF_ATM 30 /* ATM */
#define pseudo_AF_HDRCMPLT 31 /* Used by BPF to not rewrite headers
* in interface output routine
*/
#define AF_NETGRAPH 32 /* Netgraph sockets */
#define AF_SLOW 33 /* 802.3ad slow protocol */
#define AF_SCLUSTER 34 /* Sitara cluster protocol */
#tdefine AF_ARP 35
#idefine AF_BLUETOOTH 36 /* Bluetooth sockets */
#tdefine AF_MAX 37

Hcnonb3yeMslii i [P — 310 AF_INET. 3TO CUMBOJI 111 KOHCTAHTHI 2.

JTO cemelicmeo adpecos, yKasaHHOe B IIojie sa_family CTPyKTypsl sockaddr, ompejessieT, Kak
UMEHHO OYyT UCII0JIb30BAaThCS HeUETKO Ha3BaHHbIe 0aUThI sa_data.

B vacTHOCTH, Korza cemelicmeo adpecos — AF_INET, MO>KHO MCIIOIb30BaTh struct sockaddr_in u3
netinet/in.h Be3ge, rme okumaeTcs sockaddr:

/*
* Socket address, internet style.
*/
struct sockaddr_in {
uint8_t sin_len;
sa_family_t sin_family;
in_port_t sin_port;
struct in_addr sin_addr;
char sin_zero[8];
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+

MBI MO>KeM BU3YaJIM3UPOBATh €r0 OpraHU3aIHio CIeAYIOIUM 06pa3oM:

0 1 2 3
] 0 Family Port
| IP Address
8 0
12 0

PucyHok 3. Cmpykmypa sockaddr_in

Tpu BakHBIX mosid — 3TO sin_family, KoTopoe HaxoguTcsad B 6aulTe 1 CTPyKTyphl, sin_port, 16-
OUTHOe 3HAaueHWe, PacIloJIoKeHHOe B OadTax 2 U 3, U sin_addr, 32-6UTHOe IIeJIOUHCIeHHOE
npezcraBiaeHue IP-afapeca, XpaHsiieecs B 6arTax 4-7.

Terepp moIipo6yeM 3amOJHUTHL ero. IIpeAriosIo’KuM, Mbl IBITaeMCsd HalUcaTb KIUEHT IS
IIPOTOKOJIa daytime, KOTOPBIM IIPOCTO YKa3bIBAET, UTO €0 CepBep 3allHChIBaeT TeKCTOBYIO CTPOKY C
TeKyIlled JaToil U BpeMeHeM B IIOPT 13. MBI X0TUM HCII0Ib30BaTh TCP/IP, M03TOMYy HaM HY>KHO
ykasaTh AF_INET B moJsie ceMericTBa agpecoB. AF_INET ompermesieH kak 2. /laBauTe ucHosib3yem IP-
ampec 132.163.96.1, KOTOPBIU ABJISIETCSI CEPBEPOM BpeMeHU ¢efiepaIbHOTO IIpaBUTeabcTBa CIIIA
(time.nist.gov).

0 1 2 3
0 0 2 13
4 192.43.244.18
B 0
12 0

PucyHok 4. KoHKpemHblil npumep sockaddr._in

KcraTu, moste sin_addr o0bsIBJIeHO KaK HMemIllee THUI struct in_addr, KOTOpBIN OIIpefiesiEH B
netinet/in.h:

/*
* Internet address (a structure for historical reasons)
*/
struct in_addr {
in_addr_t s_addr;

+;

B morostHeHUe, in_addr_t siBiisieTcst 32-OUTHBIM I1€JIBIM UHCJIOM.

132.163.96.1 — ar0o mpocTo ymo6Hasg ¢opma 3amuch 32-OMTHOIO IeJIOT0 4YHCJa, B KOTOPOH
IePeYUCISIFOTCS BCe ero 8-0UTHbIe 0alThl, HAUMHAas C Cmapule2o.

Jlo cux Top MBI paccMaTpUBasIM sockaddr kak abcTpakiiuro. Hamr KoMmobioTep He XpaHHUT short
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Iejble YHCIa KaK eIuHyI 16-0HTHYI0 CYIIIHOCTh, a KaK IIOC/IeIoBaTeIbHOCTL 2 GaMT.
AHaJIOTUYHO, OH XpaHUT 32-6UTHBIE ITeJIble YHCIa KaK I10Cae0BaTeIbHOCTh 4 6aHT.

Hpe/ﬁ[HOJIOX(I/IM, MBI HalluCaJIk YTO-TO BpPOJe 3TOI0:

sa.sin_family AF _INET;
sa.sin_port = 138
sa.sin_addr.s_addr = (((((132 << 8) | 163) << 8) | 96) << 8) | 1;

Kak 6yzieT BHIIJIA/IETh pe3yIbTaT?

Hy, 3T0, KOHEUHO, 3aBUCHAT 0T MHOroro. Ha KoMIibroTepe ¢ mporjeccopoM Pentium® wiu JpyruM Ha
6ase x86 3TO Oy/IeT BBIIJISAIETh TaK:

0 1 2 3
0 0 2 13 0
4 18 244 43 192
B 0
12 0

PucyHok 5. sockaddr_in 8 cucmeme ¢ apxumexmypoti Intel

Ha npyroii cucTeMe 3TO MOKET BBIIVISIZIETh TaK:

0 1 2 3

0 0 2 0 13

1 192 43 244 18
8 0
12 0

PucyHok 6. sockaddr_in 8 cucmeme ¢ nopsiokom 6aiimos om cmapuiezo K MAAOUeMy

" ua PDP 3T0 MOXeT BBIIVIALeTh MHaue. OgHAKO JBa IIPUBEIEHHLIX BRIIIe BapUaHTa SIBJISIOTCI
Haubo0JIee pacIpoOCTPAaHEHHBIMU Ha CETOMHAIIHUMN JIeHb.

O6BIYHO, CTPEMSICh MHCATh IEPEHOCUMBIN KO/, IPOTPaMMUCTHI JIeJIal0T BUJI, UTO 3TUX Pa3IMUUU
He CyllecTByeT. U MM 3TO CXOMUT C PYK (3a HCKIIOUEHHEM CJIydaeB, KOTZa OHHM IIHIIYT Ha
accemMmbJiepe). YBBI, IpH IIPOrPaMMHUPOBAHUU COKETOB TaK JIETKO OT/e/IaThCS He TI0TyUHUTCS.

[Touemy?

[ToToMy 4TO Ipu 06MeHe TaHHBIMU C IPYTUM KOMIIBIOTEPOM BBl 0OBIYHO He 3HaeTe, XPaHUT JIX OH
IaHHbIe, HAUMHAsA Co0 cmapuwiezo 6atima (MSB) uinu ¢ maadwezo 6atima (LSB).

Brl MOJKeTe 3a1aThCd BOIIPOCOM: "3Hauum, cokemslt He 6ydym amo de/nambs 3a MeHA?"
He OyzayT.

X0oTd 3TOT OTBET MOXKeT CHayaJjla Bac VAUBHUTL, IIOMHHTE, YTO 061].[1/1171 I/IHTep(l)eI;'IC COKETOB
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IIOHMMAaeT TOJIbKO IoJId sa_len U sa_family cTPyKTyphI sockaddr. Bam He HY»KHO 6eCIIOKOUTBCS O
nopsiike 6aMToB (KoHeuyHO, B FreeBSD sa_family 3aHuMaeT Bcero 1 6ailiT, HO MHOTHE JpyTHe
UNIX®-cucTeMbl He UMEKT Sa_len U UCIOJIB3YIOT 2 6auTa Ajd sa_family, o’Kupgas faHHblE B TOM
IIOPSZIKe, KOTOPBIHN SABJISETCSI POAHBIM [IJI1 KOMIILIOTEPA).

Ho ocTaysibHBIE JJaHHBIE — 3TO ITPOCTO sa_data[14] ¢ TOUKU 3peHUST COKETOB. B 3aBHCHUMOCTH OT
cemeticmea adpecos COKETHI IIPOCTO IIEePEealoT 3TH JaHHbIe 10 Ha3HAUeHUIO.

JleiCTBUTEILHO, KOIZJa MBI yKasblBaeM HOMep IIOpTa, 3TO [JeJsIaeTcs I TOrOo, 4TOOBI JApyras
KOMIIbIOTepHas CHCTeMa 3HaJjla, KaKylo CJy>KOy MBI 3allpainBaeM. M, Korga Mbl BEICTyIIaeM B
pOJIM cepBepa, Mbl CUMTHIBaeM HOMEpP IIOpTa, YTOOBI IIOHATH, KaKyH CIyKO0y 0’KHJlaeT OT Hac
apyTras chcTeMa. B sirobom ciydae, coKeTaM HY)KHO JIHMINIBL IlepeJaTb HOMep IIOpTa B KadecTBe
naHHBIX. OHU HUKaK ero He MHTePIPeTUPYIOT.

AHaJIOTUYHO, MBI YKasbiBaeM IP-azpec, 4T0OBI COOOIIUTL BCeM Ha IIyTH, Ky/a OTIIPaBJISATh HAIIU
naHHbIe. COKEeTHI, OIISITh JKe, IIPOCTO IIepechlIaloT UX KaK JaHHbIe.

Bor 1mouemMy MBI (IIpOTPaMMHMCTBI, & He COKeTBl) [JO/DKHBI pasjnuvyaTb IOPSf0K OaMToB,
HUCII0JIb3yeMBbIH HalllMM KOMIIBIOTEPOM, U YCJIOBHBIN IIOPSAA0K 6afTOB I OTIIPaBKU JAaHHBIX Ha
IPYTrOx KOMIIBIOTED.

Mz 6yZieM Ha3bIBaTh MOPSIIOK 6aHTOB, KOTOPBIM UCIOJIB3YeT Halll KOMIIBIOTEP, NOPSIOKOM 6alimos
Xocma Uy IIPOCTO XOCM-NOPSAOKOM.

Cy1iiecTByeT CoIIallleHHe O Ilepefiaue MHOTOOANTOBBIX JaHHBIX I10 IP cmapwum 6aiimom enepéo.
JTO0 MBI Oy/ieM HasbIBaTb NOPSAOKOM 6alimoe cemu MU IIPOCTO CemesblM NOPAOKOM.

BOT, ecyti1 661 MBI CKOMITMJIMPOBAJIU IPHUBEIEHHBIN BBIIIIEe KO IJI1 KOMIIbIoTepa Ha 6a3e Intel, Hat
nopsi0ok 6ailimog xocma BbIJAJI ObI:

0 1 2 3
0 0 13 0
4 18 244 43 192
B 0
12 0

PucyHok 7. I[Iopsidok 6aiimog Ha xocme & cucmene Intel

Ho mopsijok 6afiToB B cemesom ¢popmame TpebyeT, UTOOBI AaHHBle XPaHUINCH HaUWHAs CO
crapiero 6arta (MSB):

0 1 2 3
0 0 0 13
4 192 43 244 18
0
12 0

PucyHok 8. Ilopssdok 6aiimos 6 cemu
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K coykajsieHHt10, HalIll nopﬂdok Xocma II0JTHOCTBIO IIPOTHUBOIIOJIOZKEH nopﬂaky cemu.

V Hac ecTb HeCKOJBKO CIIOCOO0B permeHusa 3TOH HpO6JIeMBI. OHI/IH W3 HUX — UHeepmupoeams
3HAYE€HHA B HaAIlleM KOJe:

AF _INET;
13 << 8;
(((((1 << 8) | 96) << 8) | 163) << 8) | 132;

sa.sin_family
sa.sin_port
sa.sin_addr.s_addr

3To o6 MaHem Halll KOMIIMJIATOP, 3aCTaBHUB ero COXpPaHUThH JaHHEIE B nopsdke 6aiimog cemu. B
HEeKOTOPBIX CJIy4dasx 9TO HMMEHHO TOT CII0c0O, KOTOPBI HyKeH (HallppuMmep, IIpH
IIpOrpaMMHMpPOBaHUM Ha acceMmbJiepe). OfHAKO B GOJIBIIMHCTBE CJIy4aeB 3TO MOXKeT BBI3BaTh
pobJieMy.

[Ipe/II0/I0KUM, BBl HaIlMCcaJHu IIporpaMmy Ha C, HCIIOJIB3YIONIYI0 COKeThl. Bl 3HaeTe, UTO OHa
OoymerT paboraTh Ha Pentium®, 103TOMy BBOAUTE BCe KOHCTAaHTHI B 00paTHOM IIOpSIKE H
IIPUBOAUTE UX K NOpadKy b6atimos cemu. OHa paboTaeT XOPOIIIO.

3aTeM, OfHa)KApl, Balll HaJEXKHBIM CcTapbli Pentium® mpeBpalllaeTcs B pPiKaBbIM CTapbld
Pentium®. Brl 3aMeHsIeTe ero CUCTEMOH, Y KOTOPOH nopsadok 6aiimog xocma COBIIafIaeT C Cemesbim
nopsiokom 6aiimos. BaM Hy>KHO I1epeKOMITMJIMPOBATh BCe Ballle IIpOrpaMMHOe obeclieyeHue. Bce
BalllK IIPOrPaMMBI IIPOOJDKAIOT paboTaTh XOPOIIO, KpOMe TOM OFHOM IIPOrpaMMBbI, KOTOPYIO BBI
HaIIKMCaJIH.

BBHI yoKe 3a6BLTH, UTO IIPUHYTUTEIBLHO 3a/Ia/TU BCe CBOM KOHCTAHTHI IIPOTHUBOIIOI0KHBIMH NOPSOKY
Xocma. BBl TIPOBOJUTE HEKOTOpPOe BpeMs, SIPOCTHO pBsi Ha cebe BOJIOCHL, B3bIBasi KO BCEM
U3BeCTHBIM BaM 6oraM (M K HeKOTOPHIM, KOTOPBIX BBl IPHUAyMasu), cTyda Hepd-OMTOH IO
MOHHTOPY H BBITIOJIHSS IPOYHE TPAAHITHOHHBIE PUTYAJIbl B IIOIBITKE IOHSTH, IIOYEMY TO, YTO
paboTaso Tak XOPOITo, BHE3AITHO IIEPECTaIo paboTaTh BOOOIIIE.

B KOHIIe KOHIIOB, BBI pa36HpaeTeCL B Hp06JIeMe, IIPOM3HOCHUTE IIapy KPEIIKHUX C/JIOBEYEK U
HaduHnHaeTe IIepeIIruChIBATh CBOH KOmI.

K cyacTbio, BBl He IIepBBIM, KTO CTOJIKHYJICA C 3TOHM IIpobsieMoii. KTo-To y»Ke co3pmas QYHKITUHU
htons(3) u htonl(3) Ha s13biKe C [UIg mpeobpaszoBaHUs short U long COOTBETCTBEHHO U3 NOpsdKa
6ailimog xocma B nopadok 6alimos cemu, a Taxke QyHKIUU ntohs(3) u ntohl(3) Ha sa3bike C Ay
06paTHOTO IIpeo6pasoBaHUS.

Ha cucremax c HOpsgKoM cmapwuil 6aiim nepevlii 3TU (QYHKIIMM He BBINOJIHSIKT HUKAKUX
mercTBUU. Ha cucTteMax ¢ HOPSIIKOM Maadwull 6aiim nepevlii OHU IIpeobpa3yrT 3HA4YeHUs B
IIPaBUIbHBIN ITOPSTIOK.

HTak, He3aBUCHUMO OT TOTO, Ha KaKOU CHCTeMe KOMIIKJIMPYETCS Ballle IIPOrpaMMHOe 00ecIieueHue,
BaIlIU JJaHHbIe Oy/IyT B IPaBUJILHOM HOPSIIKE, €CJIM BBl MCIOJIb3yeTe 3TU QYHKIIUH.

q)YHKI.II/II/I K/IHEHTa

OGBIYHO KJIMEHT WHUIIMUPYET ITOJKII0UeHHe K cepBepy. KIMeHT 3HaeT, K KaKOMY CepBepy OH
cobupaeTcss 06paTUTHCS: OH 3HaeT ero IP-ampec M nopm, Ha KOTOPOM paGoTaeT cepBep. ITO
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II0X0>Ke Ha TO, KaK BBl IIOJHUMAaeTe TPYyOKy U HabupaeTe HoMmep (adpec), a 3aTeM, KOrjga KTO-TO
OTBeYaeT, IPOCUTe COeJUHUTD CO CIEITHaJIUCTOM II0 HeIIOHSITHBIM CUMBOJIaM (nopm).

connect

Kak TOJIBKO KJIMEHT CO3[lajJl COKET, eMy HY)KHO IIOJK/IIOUYUTH ero K OIpeJeIEHHOMY IIOPTy Ha
yIaJIEHHOU cUcTeMe. /IJIs1 9TOT0 UCII0Ab3yeTcs connect(2):

int connect(int s, const struct sockaddr *name, socklen_t namelen);

ApryMeHT s — 3TO COKeT, TO eCTh 3HaueHUe, Bo3BpalllaeMoe QyHKIMeN socket. ApryMeHT name —
9TO yKasaTesJb Ha CTPYKTYypy sockaddr, KOTOpyr MBI IIOAPOOHO 06Cy»kmasu. HakoHerr, namelen
coo0IIaeT cucTeMe, CKOJIBKO 6alT HAXOAUTCS B Halller CTPYKType sockaddr.

Ecsz connect 3aBepIraeTcs yCIeITHO, OH BO3BpaliaeT 0. B mpoTUBHOM ciIy4yae Bo3BpalaeTcs -1, a
KOJT OIITHGKY COXPAHSIETCS B errno.

CyliecTByeT MHOYKECTBO IIPUYMH, II0 KOTOPHIM connect MOYKeT 3aBepIIUTBLCI HeyJauei.
Harmpumep, IIpU IIOIBITKE ITOIKIIOUEHUsS K HHTepHeTY, [P-afipec MOYKeT He CYIIeCTBOBAaTh, OBITH
He/IOCTYIIeH, Ileperpy’kKeH WM Ha yKa3aHHOM IIOPTy MO’KeT He OBITh cepBepa. Wau ke
IIOAKJIIOUeHH e MOKeT ObITh SBHO OMKJ/IOHEHO TI0 OIIpefie IEHHBIM IIPUYHMHAM.

Hai nepBbIif KJIMEHT

Temmeppr MBI 3HaeM [IO0CTaTOYHO, UTOOBI HAIIUCATh OYEHb IIPOCTOIO KJIMEHTA, KOTOPBIA IIOJIYUYUT
TeKyllee BpeMs oT 132.163.96.1 1 BeIBezieT ero B stdout.

/*

* daytime.c

*

* Programmed by G. Adam Stanislav
*/

#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <unistd.h>

int main() {
int s, bytes;
struct sockaddr_in sa;
char buffer[BUFSIZ+1];

if ((s = socket(PF_INET, SOCK_STREAM, 0)) < 0) {

perror("socket");
return 1;
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memset(&sa, '\0', sizeof(sa));

sa.sin_family = AF_INET;
sa.sin_port = htons(13);
sa.sin_addr.s_addr = hton1((((((132 << 8) | 163) << 8) | 96) << 8) | 1);
if (connect(s, (struct sockaddr *)&sa, sizeof sa) < 0) {
perror("connect");
close(s);
return 2;

}

while ((bytes = read(s, buffer, BUFSIZ)) > 0)
write(1, buffer, bytes);

close(s);
return 0;

Briepen! BBequTe 3TO B BallleM pefaKTope, COXpaHUTe Kak daytime.c, 3aTeM CKOMITUJIUPYHTe U
3aIlyCTUTe:

% cc -03 -o daytime daytime.c
% ./daytime

52079 01-06-19 02:29:25 50 @ 1 543.9 UTC(NIST) *

)
°

B manHOM ciyvyae fmaTta 6suta 19 uroHs 2001 roga, BpeMss — 02:29:25 UTC. EcTecTBeHHO, Ballld
pe3yabTaThl MOTYT OTJIUYAThHCS.

PyHKIIMU cepBepa

TUIUYHBIA cepBep He HHUITUUPYET COeJUHEHHe. BMEcTo 3TOTO OH OXKHZAEeT, KOrJga KJIMEeHT
o6paTUTCI K HEMY HW 3aIpocuT ycayrd. OH He 3HaeT, KOrjga KJIHEHT 00pPaTHTCS, HU CKOJILKO
KJIMEHTOB 06paTUTCS. B OIWH MOMEHT OH MOYKET IIPOCTO CIIOKOMHO O>KUIATh, a B CJIEAYIOIIHHI
MOMEHT OH MOXKET O0Ka3aTbCs IIEPErpy>KeHHBIM 3alpocaMH OT MHOXKeCTBa KJIHEHTOB,
06paIarIuxcs OTHOBPEMEHHO.

HHTepdeiic COKeTOB IIpeoCTaBIsIeT TPU OCHOBHBIE QYHKITUH /IJI1 06pabOTKH 3TOTO.

bind

IIopTHI IOZI06HBI BHYTPEeHHUM HOoMepaM TesleGOHHOM JIMHUU: IocjIe Habopa OCHOBHOTO HOMepa
BBl HabHpaeTe BHYTPeHHUM HOMep, YTOGHI CBI3aThCSI C KOHKPETHBIM UeJIOBEKOM HJIH OT/eJIOM.

Cy1tecTByeT 65535 IP-IIOpTOB, HO cepBep 0OBIYHO 0OpabaThIBaeT 3aIIPOChI, IIOCTYIIAKII[HE TOJIHLKO
Ha O[IMH M3 HUX. ITO KaK CKasaThb oIlepaTopy TeseGOHHON KOMHATBHI, UTO MBI celiyac Ha MecCTe U
TOTOBBI OTBEUATh Ha 3BOHKMU I10 OIIpe/le/IEHHOMY BHYTPeHHeMy HoMepy. MbI ucrioyib3yeM bind(2),
4TOOBI YKa3aTh COKeTaM, Ha KaKOM IIOPTY MbI XOTHUM 00CJIy>KHUBAaTh 3aIIPOCHI.
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int bind(int s, const struct sockaddr *addr, socklen_t addrlen);

[ToMuMo ykKasaHud IopTa B addr, cepBep MOJKeT BKJIIOUAThb CBOM IP-aspec. OZHAKO OH MOXKET
IIPOCTO HCIIOJIb30BaTh CHUMBOJIMYECKYH0 KOHCTaHTy INADDR_ANY, 4yTo6bl yKasaThb, 4YTO OyzeT
06CIy>KMBaTh BCe 3aIlpOChl Ha YKasaHHBIM IIOPT, HE3aBUCUMO OT ero IP-agpeca. 3TOT CUMBOJI,
Hapsay C HeCKOJIbKUMU aHaJIOTUYHBIMUY, 00'bSIBJIEH B netinet/in.h

#idefine INADDR_ANY (u_int32_t)0x00000000

[IpeAIio0KuM, MBI IIUIIIEM CepBep g IIpoToKoJa daytime mmosepx TCP/IP. HamoMHUM, 4TO OH
HUCIIoyIb3yeT ImopT 13. Haira cTpykTypa sockaddr_in 6yzeT BBIIJISIZIETh TaK:

0 1 2 3

0 0 2 0 13
0
8 0
12 0

PucyHok 9. IIpumep sockaddr_in cepgepa

listen

[IpomospKas aHaJIOTHIO C 0QUCHBIM TesleGOHOM, II0CJIe TOr0 KaK BbI COOOIIMIN ortepaTopy ATC, Ha
KakoM BHYTpPeHHeM HoMepe BBl OyieTe HaXOJUThLCS, BBl 3aX0fUTe B CBOM oducC U yb6erKJaeTech,
yTO Baml TesedOH IIOJK/IIOUEH W 3BOHOK BKJIHOUeH. KpoMe TOro, Bl aKTUBUpyeTe QYHKITHIO
0>KU/IaHUS BBI30Ba, YTOOHI CJIBIIIATH 3BOHOK /IaKe BO BpeMsl pa3roBopa ¢ KeM-To.

CepBep obecrieurBaeT BCE 9TO C IOMOIBI0 QYHKITUU listen(2).

int listen(int s, int backlog);

3nmech nepemeHHas backlog ykasblBaeT COKeTaM, CKOJIBKO BXOZAIIUX 3alIpOCOB IIPUHUMATh, II0Ka
BBl 3aHATHl O00pabOTKOM IIOCjIegHero 3ampoca. /J[pyTUMH CJI0BaMH, OHa OIpefiesseT
MaKCUMaJIbHBIN pasMep ouepesu 0KUJAIIUX COeJUHEeHUN.

accept

IIocsie TOTO KakK BEI YCIIBIIITNUTE TGHE(I)OHHLIﬁ 3BOHOK, BbI IIpUHUMAaeTe BbI30B, OTB€Yasi Ha 3BOHOK.
Tenepb BbI YCTAaHOBHJIM CO€MWHEHHE C BAalllTUM KJIMEHTOM. JTO0 CoeqrHEHH e OCTaéTCsI aKTUBHBIM,
IIOKa BBbI WJIHK Balll KVIMEHT He IIOBECHUTE TPYGKY

CepBep IIpUHUMAeET COeIUHEeHUe, UCII0Ib3Ys QYHKITHUIO accept(2).

int accept(int s, struct sockaddr *addr, socklen_t *addrlen);

O6paTuTe BHUMaHUE, YTO B 3TOT pa3 addrlen gBigeTcs yKa3aTejaeM. OTO HEOOXOJUMO, IIOTOMY YTO
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B JAaHHOM CJIy4yae UMeHHO COKeT 3aIloJHsAeT CTPYKTYpPy addr — sockaddr_in.

Bo3BpalllaeMoe 3HaueHHe SBJIeTCS IeJIbIM UHCJIOM. [[eFICTBUTE/IHFHO, accept BO3BpalllaeT HOBblll
cokem. OTOT HOBBIH COKeT OYET HUCITOIb30BaThCS IIs 06MeHa JaHHBIMH C KJTUEHTOM.

UTO IIPOUCXOAUT CO CTApbIM COKeTOM? OH IpPOZO0JDKaeT OXKUAATh HOBBIE 3aIIpOChl (IIOMHUTE
nepeMeHHYH0 backlog, KOTOPYr MBI Ilepeaiv B Listen?), IToka Mbl He 3aKpoeM ero (close).

Tenepb HOBBIN COKET IIpeJHa3Ha4d€H TOJIbKO IJId obMeHa JaHHBIMH. OH IIOJIHOCTBHIO IIOAKJ/IFOYEH.
MBI He MO>KeM CHOBA IIepenaTs ero B listen, YTOOEI IIPUHHUMATD A0IIOJTHHUTE/IbHBIE COEJTHEHM .

Harmr mepBbIi cepBep

Hamr mepBbIit cepBep 6y/IeT HECKOJIBKO CJIO)KHee, YeM IIepBBIN KJIMEHT: HaM HY>KHO He TOJIBKO
HCII0JIb30BaTh 00JIbIlle QYHKITUI COKETOB, HO U HAIIKCATh ero KaK JeMOH.

JTO JIydllle BCEro AOCTUTAETCS CO3[aHHEeM Oo4epHe20 npouecca IIocjae IPUBSI3KHA IOpTa. 3aTeM
OCHOBHOM IIpOIleCcC 3aBeplllaeTcsl M BO3BpalljaeT yIpaBjieHHe 000JI0UKe (MU JIH060M [Ipyrou
IIporpaMme, KOTOpasi ero BbI3BaJIa).

JlouepHUM Tmpollecc BHI3BIBaeT listen, 3aTeM 3allycKaeT G6eCKOHEUHBIH ITUKJI, KOTOPBIU
IIPUHUMAEeT CoeIUHeHUe, 00C/Iy)KUBAET er0 U B KOHEYHOM UTOTe 3aKphIBaeT CBOM COKET.

/*
* daytimed - a port 13 server
*

* Programmed by G. Adam Stanislav
June 19, 2001

*

*/

#include <stdio.h>
#include <string.h>
#include <time.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#idefine BACKLOG 4

int main() {
int s, c;
socklen_t b;
struct sockaddr_in sa;
time t t;
struct tm *tm;
FILE *client;

if ((s = socket(PF_INET, SOCK_STREAM, @)) < 0) {

perror("socket");
return 1;
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memset(&sa, '\0', sizeof(sa));

AF_INET;
htons(13);

sa.sin_family
sa.sin_port

if (INADDR_ANY)
sa.sin_addr.s_addr = htonl1(INADDR_ANY);

if (bind(s, (struct sockaddr *)&sa, sizeof sa) < @) {
perror("bind");

return 2;
}
switch (fork()) {
case -1:
perror("fork");
return 3;
default:
close(s);
return 0;
case 0:
break;

}

listen(s, BACKLOG);

for (5;) {

b = sizeof sa;

if ((c = accept(s, (struct sockaddr *)&sa, &b)) < 0) {
perror("daytimed accept");
return 4;

}

if ((client = fdopen(c, "w")) == NULL) {
perror("daytimed fdopen");
return 5;

}

if ((t = time(NULL)) < @) {
perror("daytimed time");
return 6;

}

tm = gmtime(&t);
fprintf(client, "%.41-%.21-%.217%.21:%.21:%.2iZ\n",
tm->tm_year + 1900,
tm->tm_mon + 1,
tm->tm_mday,
tm->tm_hour,



tm->tm_min,
tm->tm_sec);

fclose(client);

HaunHaeM c cosgaHUs COKeTa. 3aTeM 3aIll0OJHSAEM CTPYKTYpy sockaddr_in B sa. O6paTute
BHUMAaHUeE Ha YCI0BHOe uciiosib3oBaHue INADDR_ANY:

if (INADDR_ANY)
sa.sin_addr.s_addr = hton1(INADDR_ANY);

Ero sHaueHue paBHO 0. [I0CKOJILKY MBI TOJIBKO YTO HCIIOJIL30BaIU memset, YTOOBI yCTAaHOBUTE B 0
BCe 6AaUTHI CTPYKTYPHL, OyieT U30BITOUHBIM CHOBA YCTaHABJIMUBATh ero B 0. Ho ecyi MBI ITepeHecéM
HAaIll KOJ Ha ApyTyro cucremy, rae INADDR_ANY, BO3M0>KHO, He paBeH HYJII0, HaM HY>KHO OyaeT
IIPUCBOUTL ero sa.sin_addr.s_addr. BOJIBIIIMHCTBO COBPEMEHHBIX KOMIIMJIATOPOB C IOCTATOYHO
YMHBI, 4TO0BI 3aMeTUTh, 4TO INADDR ANY — 3T0 KoHcTaHTa. [Ioka OHa paBHa HYJIIO, OHU
OIITUMH3HPYIOT BCE YCIOBHOE BhIpakeHue 13 Koza.

ITocite YCIIEIITHOTO BBI3OBaA bind MBI TOTOBBEI CTaThb OEMOHOM: HCIIOJIb3yeEM fork OJIsd CO3daHMA
JOUYEPHETO IIpoiiecca. B obomux IIponeccax, poaguTe/JJbCKOM U OOoUepHEM, IIepeEMEHHAas S ABJISETCA
HantnM COKETOM. POI{I/ITEJIBCKOMY IIpoIeccy oH 00JIbIIIE HE HY’KEeH, II03TOMY OH BBI3BIBAET close,
3aTeM BO3BpaniaeT 0, YTOOBI COO6I_I_II/ITB CBOeMY POIHUTEIII0 06 YCIIEIITHOM 3aBE€PINEeHUH.

Me>xy TeM, JOUepHHUH IIpoliecc IIpofo/pKaeT paboTaTh B GOHOBOM peskumMe. OH BBI3BIBaeT listen
U yCTaHaBJIMBaeT pasMep ouepenu okupaHus (backlog) paBHBIM 4. 3mech He TpebyeTcss 60JIbIIIOE
3HayeHWe, TaK Kak daytime — 3TO He IIPOTOKOJI, KOTOPBIM YaCTO 3alpalllMBAKOT KJIUEHTHI, U,
KpOoMe TOT0, OH MO’KeT MTHOBEHHO 006pabaThIBaTh KaXKAbIH 3aIIpoc.

HaKOHEH, OEMOH 3allyCKaeT 0eCKOHEeUHBIHN ITHUKUII, KOTOpBIfI BBIIIOJTHAET CJIEAYIOIHE ITaru:

1. Bei3oBuTe accept. OH O)KHJaeT 37[eCh, IT0OKa KJIHMEHT He CBSHKETCS C HUM. B 3TOT MOMEHT OH
II0JIy4aeT HOBBIM COKeT, ¢, KOTOPBIM MOJKHO HCIIOJIb30BaTh 11 OOMeHa JAaHHBIMU C 3THUM
KOHKPEeTHBIM KJIMEHTOM.

2. OH wucnosb3yer ¢yHKurwo C fdopen a1 IpeobpasoBaHUs COKeTa K3 HHU3KOYPOBHEBOIO
deckpunmopa ¢ailina B ykasaTeab Tuma FILE B ctrie C. 3TO II03BOJIMT B JaJIbHEHIEM
UCII0/Ib30BaTh fprintf.

3. OH 1poBepsieT BpeMs W BBIBOAUT ero B ¢opmare ISO 8601 B «daii» client. 3aTeM OH
ucrosb3yeT fclose Iy 3aKpbITHA daiina. ITO TaKKe aBTOMAaTHYeCKH 3aKPOeT COKeT.

MBI MOKeM 0606Wums 3TO ¥ UCII0JIH30BaTh B KaueCTBEe MOJ[eJIH /I/IsI MHOTHUX IPYTHUX CEPBEPOB:
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PucyHok 10. ITocaedosamenvHblil Cepgep

JTa 6JIOK-CXeMa IIOAXOLUT IJI NOC/1e008AMeAbHbIX Cepeepos, TO eCTh CepBepoB, KOTOPhIe MOTYT
00CIy>KMBaTh OJJHOTO KJIMEHTa 3a pas, KaK 3T0 ObLIO BO3MOYKHO C HAlllUM daytime cepBepoM. ITO
BO3MOJKHO TOJIBKO B TeX CIy4dasX, KOIZa MeXK1y KJIMeHTOM U CepBepoM He IIPOUCXOUT pealbLHOTo
"muasiora’: KaK TOJILKO CepBep OOHapy’XWBaeT IIOAK/JIKYeHMe KJIWeHTa, OH OTIIpaBJisieT
HEKOTOpEIe JaHHEIe U 3aKpEIBaeT CoeUHeHMe. Bes orepaliysa MOJKeT 3aHATh HAHOCEeKYH/BL, ¥ OHa
3aBepIlleHa.

[IpenMyIIlecTBO 3TOM GJI0K-CXEMBI B TOM, UTO, 38 UCK/IIOUeHHEeM KOPOTKOTO0 MOMEHTA II0CJIe TOToO,
KaK POJUTETHCKUH IIPOITeCC BBITIOTHSAET fork ¥ 10 ero 3aBepIlieHus, BCer[ia akTHBEH TOJbKO OJIHH
npouecc: Harir cepBep He 3aHUMAaeT MHOTO IIaMSITH U IPYTUX CUCTEMHBIX PECYPCOB.

Ob6paTUTe BHHUMaHMe, YTO MBI J00aBUIW UHUUUAAU3AUUIO 0eMOHA B Hally 6JI0K-cxeMy. Ham He
HY>KHO OBLJI0 MHUIIMAJIW3UPOBAaTL COOCTBEHHBIM [eMOH, HO 3TO IIOAXOJsdIllee MeCTO B IIOTOKe
BBIIIOJIHEHUST [IPOrpaMMBbl JJjI1 HAaCTPOMKU 06pabOTUMKOB signal, OTKPBITHUS HeOOXOJMMBIX
balIoB U T. [I.

[TouTH Bce 3JIeMeHTHI OJIOK-CXeMBl MOIYT OBITH MCIIOJIb30BaHBl OYKBaJbHO Ha MHOKeCTBe
Pas/IMYHBIX CEepBepPOB. JJIEMEHT Serve sBJAeTCd HCKIIoUeHHeM. MBI paccMaTpUBaeM ero Kak
"YEpHLBLIL AUUK", TO €CTh HEUTO, UYTO BbI IIPOEKTUPYeTe CIeI[HaJIbHO IS CBOEr0 cepBepa U IIPOCTO
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"IHOAKJIF0YaeTe K OCTaJIbHOU cHUcTeMe."

He Bce IIPOTOKOJIBI HACTOJIBLKO IIPOCTBL. MHOTHeE II0JIy4aloT 3aIIpoC OT KJIMEeHTa, 0TBeYaroT Ha Hero,
a 3aTeM II0JIy4aroT eIlé OJUH 3aIIpoc OT TOTO0 ’Ke KJIMeHTa. B pe3ysibTaTe, OHU He 3HAIOT 3apaHee,
Kak J10JIr0 OyAyT 06CIy>KHUBaTh KJIUeHTa. Takue cepBepbl 0OBIYHO 3aIlyCKAIOT HOBBIM IIPOIeCC [JIs
Kakzoro KiaveHTa. I[Ioka HOBBIM IIpollecC OOCIY>KHMBaeT CBOero KJIHWEeHTa, [eMOH MOXKeT
IIPOZ0JDKATh IIPOCIYIIMBAaTh HOBBIE IIOAK/II0YEeHU.

Terepb coxpaHuTe IPHUBENEHHBIM UCXOAHBINM KoA B ¢aiia daytimed.c (06bIY4HO MMeHa JeMOHOB

OKaH4YMBarTCA 0ykBoi d). [Toc/ie KOMITMJIAITAY IIOIIPOOYITE 3aIlyCTUTE €ro:

% ./daytimed
bind: Permission denied

o°

Yto mpousonwio? Kak Bbl IIOMHUTE, IPOTOKOJI daytime UCIOJAb3yeT HOPT 13. OMHAKO BCe IIOPTHI
HroKe 1024 3ape3epBHUpPOBaHBI [JId CYIIepIIOIb30BaTessd (B IIPOTUBHOM Ciy4dae JIH060M MOI OBI
3aIlyCTUTH IeMOH, IIPUTBOPSACH, YTO 00CIY>KHUBaeT YacTO MCII0JIb3yeMBIH IIOPT, CO3/iaBasi yrpo3y
6e30I1aCHOCTH).

[Tomrpo6yiiTe CHOBA, Ha 3TOT pPa3 KakK CyIlepIIoIb30BaTeb:

# ./daytimed
#

Yro... Huuero? /laBaiiTe mIoIpo6yeM eIrjé pas:

# ./daytimed

bind: Address already in use
#

Kaxaplid IOpT MOJKeT OBITH CBSI3aH TOJIBKO OJHOM IIpOrpaMMOIl OfHOBpeMeHHO. Hala mepBas
IIONBITKA JIeMCTBUTEJILHO OblIa YCIIEITHOM: OHA 3aIlyCTHJIa JOUYepPHUU JeMOH U 3aBeplIniach 6e3
omn60K. OH mIpojo/pKaeT paboTaTk U OyzeT paboTaTh /10 TeX IIOp, II0KA BbI €ro He 3aBepIInTe
KoMaHoi Kill, moka KakoM-i60 M3 ero CUCTEMHBIX BBI30BOB He 3aBEPIIUTCI C OIIMOKOM WU
II0Ka BBl He Ilepe3arpysuTe CUCTEMY.

Xopor1ito, MBI 3HaeM, YTO OH paboTaeT B GoHOBOM peskuMe. Ho pa6oTaeT jit oH? Kak MBI MOYKeM
y6eUTHCSI, UTO 3TO HACTOSIIIUM cepBep daytime? IIpocTo:

% telnet localhost 13
Trying ::1...

telnet: connect to address ::1: Connection refused
Trying 127.0.0.1...
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Connected to localhost.

Escape character is '/]'.
2001-06-19T721:04:427

Connection closed by foreign host.

[
)

telnet mormpo6oBaJI UCII0JIb30BaTh HOBBIM IPv6, HO He CMOT. 3aTeM OH IIOBTOPHUJI IIONBITKY C IPv4, 1
9TO yZaJI0Ch. /leMOH paboTaer.

Ecim y Bac ecTs #ocTyIl K fpyrol UNIX®-cucrteMme yuepes telnet, BEI MOYKeTe HCII0JIL30BaTh €€ I
IIPOBEPKHU YAAJIEHHOTO JOCTyIIa K cepBepy. MO KOMIILIOTEP He MMeeT cTaTHudeckKoro IP-azpeca,
II03TOMY S CIlesiajl CeLyIolee:

% who
whizkid ttyp@  Jun 19 16:59  (216.127.220.143)
XXX ttypl  Jun 19 16:06  (XxX.XX.XX.XX)

% telnet 216.127.220.143 13

Trying 216.127.220.143...
Connected to r47.bfm.org.

Escape character is '"]'.
2001-06-19721:31:11Z

Connection closed by foreign host.

)
°

CHOBa, 9T0 cpaboTaJsio. CpaboTaeT JIM 3TO C UCII0JIb30BaHHMEM JOMEHHOI'0 UMEeHU?

% telnet r47.bfm.org 13

Trying 216.127.220.143...
Connected to r47.bfm.org.

Escape character is '/]'.
2001-06-19T721:31:40Z

Connection closed by foreign host.

)
°

KcraTw, telnet BEIBoguT coob1tieHre Connection closed by foreign host mocje TOro, Kak Halll IeMOH
3aKpbUI COKeT. IJTO II0KasblBaeT, 4YTO HcHoJAb3oBaHUe fclose(client); B HalleM Koje
IeMCTBUTeJIbHO paboTaeT, KaK 3asiBJIEHO.

7.6. BcmoMorartejbHbIe QYHKIIUH

bubsmoreka C B FreeBSD cofepXUT MHOYXeCTBO BCIIOMOTaTeJbHBIX QYHKIUN I
IIporpaMMHpPOBaHUsA COKeTOB. HallpuMmep, B HallleM IIpUMepe KJIMeHTa MBI KECTKO IIponucaau IP-
agpec time.nist.gov. Ho MBI He Bcerga sHaeMm IP-agpec. /[lake ecid 3HaeM, Hallle IIpOrpaMMHOe
obecrieyeHue OynmeT 6ojiee THOKMM, eCJIM II03BOJIUT II0JIb30BaTesI0 BBeCTH IP-agpec mim paske
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JOMEHHOE M.

7.6.1. gethostbyname

XoTA HeT BO3MOJKHOCTHU IlepefaTh MMs JOMeHa HalpsMyI0 B KaKHe-TU00 (QYHKIIUH COKETOB,
craHmapTHass Oubinuoreka C B FreeBSD mpepmocraBisgeT ¢yHKIMU gethostbyname(3) u
gethostbyname2(3), o6'bsiBieHHBIE B netdb.h.

struct hostent * gethostbyname(const char *name);
struct hostent * gethostbyname2(const char *name, int af);

O6a BO3BpaIalOT yKa3aTesb Ha CTPYKTYpy hostent, cofgeprkalyto MHOTO HHPOPMAIIUU O JOMEHe.
Jly1g HaluXx 1iesied 1oJie h_addr_list[@] cTpyKTypsl yKasbiBaeT Ha h_length 6alTOB IIPaBUJILHOTO
ajzipeca, y>Ke COXpaHEHHOTO B nopsidke 6aiimos cemu.

JTO MO3BOJISIET HAM CO37aTh ropaszo 6ojiee TMOKYH — UM ropasfo 6oJiee II0JIE3HYH — BepCHI0
Halllel mporpaMMel daytime:

/*
* daytime.c

* Programmed by G. Adam Stanislav
19 June 2001

*

*/

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

int main(int argc, char *argv[]) {
int s, bytes;
struct sockaddr_in sa;
struct hostent *he;
char buf[BUFSIZ+1];
char *host;

if ((s = socket(PF_INET, SOCK_STREAM, 0)) < 0) {
perror("socket");
return 1;

}

memset(&sa, '\0', sizeof(sa));

sa.sin_family = AF_INET;
sa.sin_port = htons(13);
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host = (argc > 1) ? argv[1] : "time.nist.gov";

if ((he = gethostbyname(host)) == NULL) {
herror(host);
return 2;

}
memcpy(&sa.sin_addr, he->h_addr_list[@], he->h_length);

if (connect(s, (struct sockaddr *)&sa, sizeof sa) < 0) {
perror("connect");
return 3;

}

while ((bytes = read(s, buf, BUFSIZ)) > @)
write(1, buf, bytes);

close(s);
return 0;

Terepbs MBI MOKEM BBeCTHU JoMeHHOe ums (uiau IP-aspec, 3To paboTaeT B 060UX HAalIpaBJIeHUIX) B
KOMaH/IHOM CTpPOKe, W IIporpaMMa IIOIIbITAeTCSd MOAKIIYHUTHLCI K €ero cepBepy daytime. B
IIPOTUBHOM CJIydyae II0 YMOJIYaHUIO Oy[eT MCII0JIb30BaThed time.nist.gov. OmHAKO ake B 9TOM
cay4yae Mbl 6yZleM HCIIOJIb30BaTh gethostbyname BMecTO >kécTKOro ykasaHud 132.163.96.1. Takum
obpasom, faxxe ecsu ero IP-agpec UsMeHUTCS B OYyIl[eM, MbI BCE paBHO CMO’KEM eT0 HaUTH.

ITocKOIBKY IIOJIyUeHHe BpeMeHU OT JIOKAJbHOIO CepBepa 3aHUMAaeT IPaKTUYeCKU HYJIeBOe
BpeMs, Bbl MOJKeTe 3allyCTUTh daytime ABakKAbl IOAPSJ: CHauvaJsa AJs IIOJIyYeHUs BpeMeHU OT
time.nist.gov, a 3aTeM OT Balleil cOOCTBEHHOMU cHCTeMBbl. Ilocjie 3TOr0 BBl MOKeTe CPaBHUTH
pesysbTaThl ¥ YBUETh, HACKOJIBKO TOYHBI Yackl Balllell CUCTEMBI:

% daytime ; daytime localhost

52080 01-06-20 04:02:33 50 @ 0 390.2 UTC(NIST) *
2001-06-20704:02:35Z

o
)

Kak BuiHO, M04 cricTeMa orepeskasia BpeMda NIST Ha iBe CeKyH/IbL.

7.6.2. getservbyname

MHorma Bl MOKeTe OBITh He YBepeHbl, KaKOM IIOPT UCIIOIb3yeT oIpefeléHHas caykba. B Takux
cIy4asix OueHb ImosiesHa QyHKIMA getservbyname(3), Takke 06bsiBJeHHas B netdb.h:

struct servent * getservbyname(const char *name, const char *proto);
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CTpyKTypa servent comep>XHT s_port, B KOTOPOM HaXOJUTCSI COOTBETCTBYIOIIIMU IIOPT, y>Ke B
nopsioxke 6aiimosg cemu.

Ecin 61 MBI He 3Ha/IM IIPaBUWJILHBIN IIOPT I CIY>KOBI daytime, MBI MOIJIM OBl HAaWTU ero
CJIeIyI0IIUM 06pasoMm:

struct servent *se;

if ((se = getservbyname("daytime", "tcp")) == NULL {
fprintf(stderr, "Cannot determine which port to use.\n");
return 7;

}

sa.sin_port = se->s_port;

OG6BIYHO ITOPT U3BecTeH. Ho ecsiv BBl pa3pabaThiBaeTe HOBBIM IIPOTOKOJI, BBl MOYKeTe TECTUPOBATH
ero Ha HeoQHUIMaIbHOM IT0pTY. Korma-HUOyb BBl 3apeTUCTPUpPyeTe IPOTOKOJI U ero IIOPT (ecIu He
IJle-TO ellé, TO XOTs OBl B BallleM /etc/services, rie getservbyname uitieT). BMecTo Bo3BparTa OIINOKU
B IIPUBEJEHHOM BHIIIIE KOJ[e BBl IIPOCTO HCII0JIb3yeTe BpeMeHHbINM HoMep 1opTa. Kak TOJIBKO BBI
nobaBUTe IIPOTOKOJI B /etc/services, Ballle IIPOTPaMMHOe oOOeClleyeHHe HaWAET ero IopT 6es
He0OXOAMMOCTH IIepeIrChIBaTh KOJ.

7.7. MHOro3ajavdHble cepBephl

B oTsi4Me OT IOCJIeZ0BaTeIbHOTO CepBepa, MHO203A0a4Hblil cepeep NoJDKeH UMeTh BO3MOYKHOCTD
obciay>kuBaTh 0OoJiee OJHOIO KJIMEHTa ORHOBpeMeHHO. Hampumep, cepgep uwama MOXKeT
06CcayKMBaTh KOHKPETHOrO KJIMEeHTa YacaMd — OH He MOJKeT JKAaTh, II0Ka 3aKOHYUT
06CIy>KUBATh TEKYIIEro KJIMEHTa, IIpeKze yeM IIepelTH K CJIe[yI0IeMy.

3TO Tpe6yeT 3HAUNTeJbHBIX U3MEHEeHUHM B Halllel 6JI0K-CXeMe:
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Create Top Socket

—

Bind Port

Daemon
Process

Initialize Daemon I

¥

Listen |

Close Top Socket

2
=

Process

Close Top Socket

Close Accepted
Socket

Close Accepted
Socket

Process Signals

PucyHok 11. MHOo203adauHblil cepsep

MBI ITepeMeCcTUIIH CAyH Oy U3 0eMOHAa B €€ COOGCTBEHHBIN cepgepHblil npouecc. OTHAKO, IIOCKOJIbKY
KayK/[bIH IOUepHU IIpoIecC HacaeLyeT Bce OTKPBIThIe Galbl (a coKeT obpabaThIiBaeTCs Tak ke,
Kak ¢ari), HOBBIM IIPOIECC HACJeAyeT He TOJbKO "MpuHamelii decKpunmop', T.e. COKET,
BO3BpAIllEHHBIN BBI30BOM accept, HO U 2/4a8Hblil coKem, T.e. TOT, KOTOPBIX ObLI OTKPHIT IJIAaBHBIM
IIPOIIeCCOM B CAaMOM Hayasle.

OIHaKO cepgepHOMY npoueccy 3TOT COKeT He HY)KeH, U OH JO0JDKEH HeMeIJeHHO BBI3BaTb eMy
close. AHaJIOTUYHO, 0eMOHy OO0JIbIIIe He HY>KeH COKem, NPUHAMbLI 8b13080M accept, ¥ OH He TOJIBKO
IOJKeH, HO U 0053aH BBI3BaTh eMy close — B IIPOTUBHOM CJIydae paHO HJIX IIO3JHO 3aKOHYATCS
IIOCTYITHBIE (haiii08ble 0eCKpUNMopbwl.

ITocite 3aBeEPIIEeHUS 06CJIY>KI/IB&1HI/IH CepsepHOoeco npouecca OH MOJIKEH 3aKPBITh npuHﬂmblﬂ cokem.
Bmecto BO3BpaTa K accept, IIpo1IeCC TeIlephb 3aBePIIaeTCHd.
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B UNIX® mpolfecc Ha caMOM [iejie He 3agepwidemcsi. BMecTo 3TOro OH 8038pauiaemcsi K CBOeMy
popuTesro. O6GBIYHO POAUTEILCKUM IIpoIiece kAT (wait) 3aBepllleHHs CBOEro JJ0UepHero IIpoliecca
U IIoJydaeT BO3BpalllaeMoe 3HaueHHe. OfHAKO Hall OeMOH-npouecc He MOYKeT IIPOCTO
OCTaHOBUTHCA U JKAATh. ITO OBI CBEJIO HA HET BCHO I1eJIb CO3JaHUs JTOIIOIHUTEILHBIX IIPOIIeCCOB.
Ho ecsi OH HUKOIZIJa He BBIIIOJIHSET wait, ero JodyepHUe IIPOIlecChl CTaHYT 30MbOuU — 6ojiee He
GYHKITMOHUPYIOIIUMU, HO BCE eIllé OPOAIIIIUMU BOKPYT.

[Io aToll HIpUYUHE OJeMOHy HeOoOXOAMMO YCTaHOBUTb 00pabomuuku Cu2Ha.08 Ha 3ITalle
uHuyuaauzayuu oemoHa. Kak MUHUMYM, [T0/DKeH obpabaTeiBaThcsl curHas SIGCHLD, yToG6BI
JIeMOH MOT yIaJISTh 30MOU-IIPOIeCChl U3 CUCTEMBI B 0CBOO0KIATh 3aHMMaeMble UMU CUCTEMHBIE

PecypchL.

BoTr 1mouemy Halla 6JIOK-CXeMa TeIlepb COAEP>KUT OJIOK 06pabomku CucHa/108, KOTOPBHIA He
COeIMHEH C ApyruMu OJsiokaMu. KcraTu, MHOTHe cepBepbl Takke ob6pabareiBaroT SIGHUP u
OOBIYHO MHTEPIIPETUPYIOT €ro KaK CHUrHaJXl OT CyIepIIoJb30BaTesisd, YKas3blBalIIUM Ha
He0OXOAMMOCTh IlepeuuTaTb KOHQUIypallMOHHble GQaiabl. ITO II03BOJIIeT HaM UW3MEHATH
HaCTPOMKM 6e3 He0OXOAMMOCTH 3aBePIIaTh U IIepe3anycKaTh 3TH CEepPBEpPBL.
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I''1aBa 8. BHyTpeHHee ycTpoHCTBO IPV6

8.1. Peaymusamusa IPv6/IPsec

B aToM paspesie Mbl 00'BSICHUM BHYTPEHHIOK peain3alivio, CBA3aHHYIO ¢ IPv6 u IPsec. /laHHas
GYHKIIMOHAJIBHOCTh 3aMMCTBOBaHa U3 IpoexTa KAME

8.1.1. IPv6

CooTBeTCTBHE

®yHKIMHM, CBsI3aHHBIE C IPV6, COOTBETCTBYIOT HJIM IIBITAIOTCS COOTBETCTBOBATHL IIOC/IESHEMY
Habopy crenuukarmii IPv6. /lag nanbHeMNIero UCIojab30BaHUug Mbl IIPUBOUM HEKOTOpPBIE U3
COOTBETCTBYHIIUX NOKYMeHTOB HUKe (IIPUMEYAHHE: 3T0 He TOJHBIU CIIUCOK — €r0 CJAUIIKOM
CJI0’KHO IIO/Ilep>KUBATh...).

i 1ogpo6HOCTel o6paTUTeCh K COOTBETCTBYIOIlelM IvlaBe [0KyMmMeHTa, RFC, cTpaHuiiam
CripaBOYHHKA WX KOMMEHTapUsIM B UCXOJHOM KO/JIe.

TecTbl Ha COOTBETCTBHEe CTaHAapTaM ObLIH IpoBefeHbl M1 KAME STABLE B mpoekrte TAHI
PesysibTaThl MOJKHO IIOCMOTpeThb II0 ccbLIKe http:/www.tahi.org/report/KAME/. Msl Taxxe
yuacTBoBaJM B TecTaxXx IOL VHuBepcureTa Hbro-I'ammmmupa (http://www.iol.unh.edu/) B mpomwioMm,
HCII0JIb3Ys HAIIK IIPeAbIAyIIIHe BePCUH.

* RFC1639: FTP Operation Over Big Address Records (FOOBAR)

o RFC2428 mpeptnioututesnbHee RFC1639. FTP-kiMeHTHI cHavasia 1onpooyoT RFC2428, 3aTeM
RFC1639 B ciiyyae Heymauw.

* RFC1886: DNS Extensions to support IPv6
* RFC1933: Transition Mechanisms for IPv6 Hosts and Routers
o IPv4-COBMeCTUMBIU ajipec He MOALePKUBaeTCs.

o aBTOMaTH4ecKoe TyHHeJHMpoBaHWe (omucaHo B paspgene 4.3 paHHoro RFC) He
IIO//IeP>KUBAETCSL.

o NHTepodetic gif(4) peanusyet IPv[46]-mtoBepx-IPv[46] TyHHe/Jb B 00I]eM BUJe U BKIHOYAET
"HaCTPOEHHBIN TYHHeJb", OIUCAHHBIU B CIlellUPUKaAIIUU. 3a IIOJAPOOHOCTIMU 06paTUTECH
K paszesny YHUBepCaJbHbBIN TYHHeILHBIA UHTep(enc 3TOro JOKyMeHTa.

RFC1981: Path MTU Discovery for IPv6

RFC2080: RIPng for IPv6
o usr.sbin/route6d sTo mogmep>KUBaert.

RFC2292: Advanced Sockets API for IPv6

o Jlyig mopiep>KuBaeMbIX QyHKIIMM 6u6anoTek/API gapa cM. sys/netinet6/ADVAPIL

RFC2362: Protocol Independent Multicast-Sparse Mode (PIM-SM)

o RFC2362 omnpepessieT popMaThl nakeToB i1 PIM-SM. draft-ietf-pim-ipv6-01.txt Hamrcas Ha
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OCHOBE 3TOTO.
RFC2373: IPv6 Addressing Architecture

o TIOJJep>KUBaeT 06s3aTeJbHbIe ajpeca y3JIOB U COOTBETCTBYeT TpeboBaHUAM 00J1aCTH
BU/IMMOCTH.

RFC2374: An IPv6 Aggregatable Global Unicast Address Format
o TIOJJep>KUBaeT 64-0UTHYIO IINHY UneHTUrKaTopa UHTEpderica.
RFC2375: IPv6 Multicast Address Assignments

o [loJib30BaTeJIbCKHE IIPHUJIOKEHHUs HCIIOJB3YIOT 00IIeM3BeCTHBIe ajipeca, HasHAaUeHHEIE B
REC.

RFC2428: FTP Extensions for IPv6 and NATS

o RFC2428 mpentnioututesnbHee RFC1639. FTP-kiMeHTHI cHavasia 1onpobyoT RFC2428, 3aTeM
RFC1639 B citydyae HeymauH.

RFC2460: IPv6 specification
RFC2461: Neighbor discovery for IPv6

o CM. pasgen @yuknusg "OOHapyxeHue coceleil” B 3TOM [JOKYMeHTe [JId IIOJIy4eHUs
I0/ipOOHOCTEN.

RFC2462: IPv6 Stateless Address Autoconfiguration

o CM. paspmen Plug and Play (rogksroun u paboTail) B 3TOM AOKYMEHTe [JIS IIOJIy4eHUS
II0JPOOHOCTEH.

RFC2463: ICMPv6 for IPv6 specification

o CM. ICMPV6 B 3TOM JJOKYMEHTe IS II0JTydeHUS ITOAPOOHOCTEM.
RFC2464: Transmission of IPv6 Packets over Ethernet Networks
RFC2465: MIB for IPv6: Textual Conventions and General Group

o Heob6xoguMmasi CTaTUCTUKa cobupaeTcsa gaapoM. PakTuueckas Imopgepxka MIB miaa IPv6
peocTaBJsieTCd B BUle Habopa ImaTyeit g ucd-snmp.

RFC2466: MIB for IPv6: ICMPv6 group

o Heobxogumasi CcTaTUCTHUKA cobupaetrcsa sgapoM. daxkTuyeckas Ioggep>kka MIB IPv6
IIpefoCcTaBJIsIeTCd B BUJe I1aTya I ucd-snmp.

RFC2467: Transmission of IPv6 Packets over FDDI Networks
RFC2497: Transmission of IPv6 packet over ARCnet Networks
RFC2553: Basic Socket Interface Extensions for IPv6

o OToOpakaeMbIi ajgpec IPv4 (3.7) 1 ocoboe IIOBeJleHHEe COKeTa C IIPUBA3KOM II0 IIa6JI0HY
I[Pv6 (3.8) moamepskuBaroTcd. IIogpoOHOCTH CM. B pasfiejie 3TOTO JAOKymMeHTa IPv4-
0TOOpakéHHbIE ajipeca U IPv6-cOKeT C I10/ICTAHOBOUYHBIM a[PECOM.

RFC2675: IPv6 Jumbograms

o CM. paspmen /Dxambo-ttakeT (Jumbo Payload) B 3aToM [OKyMeHTe [UIs IIOJIy4eHUS
oPOOHOCTEN.



* RFC2710: Multicast Listener Discovery for IPv6
* RFC2711: IPv6 router alert option
* draft-ietf-ipngwg-router-renum-08: [lepeHyMepariyg MaplIpyTU3aTOpPoB g IPv6
¢ draft-ietf-ipngwg-icmp-namelookups-02: ITorck uMéH uepe3 ICMP B IPv6
o draft-ietf-ipngwg-icmp-name-lookups-03: ITorck uméH IPv6 yepes ICMP
o draft-ietf-pim-ipv6-01.txt: PIM for IPv6
o pim6dd(8) peasrsyeT IJIOTHBIU pesKUM. pim6sd(8) peasusyeT paspesKeHHbINA PeXXUM.
¢ draft-itojun-ipv6-tcp-to-anycast-00: PazpsiB TCP-coeiriHeHUS ¢ anycast-agpecoM [Pv6
* draft-yamamoto-wideipv6-comm-model-00

o CM. pasgen BpIOOp MCXO[MINEro azpeca B 3TOM [JOKyMeHTe g Oojiee IIOAPOOHOM
UHPOpPMAaIIUH.

¢ draft-ietf-ipngwg-scopedaddr-format-00.txt: PacimmpeHue ¢opmara s afpecoB € 06JIaCTHIO
IevicTBUs IPv6

dyuknusa "OO0Hapy>KeHUe coceein”

O6Hapy’KeHHe cocCeflell [OCTAaTOYHO CTabM/IbHO. B HacTodlllee BpeMs IIO[JepP>KUBAKTCA
crenymooinre QyHKIMHM: onpeneseHre aapeca (Address Resolution), o6Hapy>keHHe Ay6IMPOBaHUSA
anpecoB (DAD — Duplicated Address Detection) u o6Hapy>KeHHe HeIOCTYIIHOCTH Ccocelel
(Neighbor Unreachability Detection). B 6imkaiiiem 6yayieM MBI J06aBUM IOAIEPIKKY IIPOKCU-
o6bsaByieHUU cocemer (Proxy Neighbor Advertisement) B sAapo W KOMaHAy Ilepefayu
HeIIpOIIIeHHBIX 00bsaBJeHUU cocemed (Unsolicited Neighbor Advertisement) B KaudecTBe
HHCTPYMeHTa aJ[MUHHCTPaTOopa.

Ecsii DAD 3aBepliaeTcs HeyauyHO, ajipec 6ygeT ImoMeveH Kak "my6smpoBaHHBIN" (duplicated), u
coobieHre OyfeT 3amMcaHoO B Syslog (a Taxke OOBIYHO BBIBEJEHO HAa KOHCOJB). MeTKy
"my6JIMPOBAaHHBIN" MO>KHO IIPOBEPUTH C IMOMOIIbI0 ifconfig(8). O6513aHHOCTh aJIMUHUCTPAaTOpPa —
IIPOBePATH U YCTPaHATH c60u DAD. B 6irrkaiiiiieM 6ygyIieM II0BeJjeHUe 0JKHO OBITH YJIY4IlleHO.

HekoTopkle ceTeBble JpaliBephl 3aK0JIBIIOBBIBAOT Mmulticast-makeTsl 06paTHO Ha cebs, fake ecyId
UM yKasaHO TaK He fesaTb (0co6eHHO B promiscuous mode). B Takux ciaydyagsx DAD MoxxeT
3aBepIIUTHCI Heylauel, Tak Kak MexaHUu3M DAD BUAUT BXoadIui NS-lakeT (Ha caMOM Jiejie OT
CaMoro ysja) U CYHMTaeT ero IpU3HAKoOM Ay6iMKaTa. B KauecTBe 00XOJHOIO pellleHUs MO>KHO
paccMmoTpeTh yciaoBue #if ¢ momerkoi "heuristics” B sys/netinet6/nd6_nbr.c:nd6_dad_timer()
(o6bpaTtuTe BHHUMaHHe, 4YTO ¢parMeHT Kojga B pasfesne “heuristics” He COOTBETCTBYeT
crieriupUKaIiun).

Crneruukanus obHapykeHuUs cocefieit (RFC2461) He paccmaTpuBaeT 00pabOTKy Kallla coce/lel B
CJIeIYIOIIUX CIyYasaX:

1. Korma OTCYTCTBOBaJa 3alllCh B KIIlle COCelel, y3es IIoJydasl He)KejaTeJIbHBIM IIaKeT
RS/NS/NA/penupekT 6e3 ajipeca KaHaJIbHOT'O YPOBHS

2. obpaboTka Kallla cocefleli B cpefie 6e3 ajipeca KaHAJIHHOTO YPOBHS (HaM Hy>KHa 3aIlUCh B KaIlle
cocenelt i1 6uTa IsRouter)
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/17151 TIepBOro CIy4as Mbl peajr30Baid BpeMeHHOe pellleHre Ha OCHOBe 00CYKIAeHUM B pacChLIKe
IETF ipngwg. ITogpo6HOCTH MO>KHO HAWUTH B KOMMEHTApUAX HCXOJHOTO KOJa U BeTKe
9JIeKTPOHHOM II0YTHI, HauaBlIelca ¢ (IPng 7155) ot 6 peBpasa 1999 roza.

[IpaBuyio oIpefeseHUsa JioKaJdbHOM IPv6 cetu (RFC2461) 3HauuTe/JbLHO OTINYAeTCAd OT
IIPEJIIONIOKEHUN B ceTeBOM Koje BSD. Ha paHHBIM MOMEHT He IOJJep>KUBAETCsa IIPaBUIIO
OIIpe/iesIeHUd JIOKaJIbHOM CEeTHU IIPU IIYCTOM CIIMCKe MapIIIpyTU3aTOPOB I10 yMoadyaHuio (RFC2461,
paszeJ1 5.2, mocyieHee IIpeJioyKeHue BO 2-M ab3alle - 06paTUTe BHUMaHUe, 4TO B CllelTUGUKAITUN
HeKOPPEeKTHO UCII0JIb3YI0TC c10Ba "host” 1 "node" B HeCKOJIBKUX MecTax paszesia).

Bo m136ekaHue BO3MOXKHBIX aTakK THUIa DoS 1 6eCKOHEUHBIX IIUKJIOB, celiuac IPUHUMAaeTCsd TOJIbKO
10 omuit B ND-mtakete. TakuM 06pa3oM, eciad K RA mpukpervieHo 20 oniui 1pedUKCcoB, 6yayT
pacriosHaHbl TOJABKO IlepBble 10 mpe¢ukcoB. Ecaiu 3TO BBI3BIBAeT IIPOOJIEMBI, I105KAJIYMCTA,
3amauTe BoIpoc B pacceike FREEBSD-CURRENT w/unmu  wusMeHUTe nd6_maxndopt B
sys/netinet6/nd6.c. IIpy BBICOKOM CIIPOCe Mbl MOYKeM TIPeJoCTaBUTH Sysctl-lapamMeTrp Mg 3TOM
IepeMeHHOU.

NHjaexc 30HbI

B IPv6 HCIIOJIL3YIOTCA aapeca C 06JIaCTIMHM BUAUMOCTH — 30HAMH. [I09TOMy OUYeHb Ba’KHO
yKa3bIBaTh UHEKC 30HbI (MHAEKC HHTepdetica I JIMHK-JIOKaJIbHOTO ajipeca WId UHIEKC canuTa
Ul CalT-JIOKaJIbHOrO azjpeca) BMecTe c IPv6 ampecom. bes umHekca 30HBI ajpec IPv6 c
OTpPaHUYEHHON 006/1aCThI0 [IeMCTBUS SABJIAETCI HEONHO3HAUHBIM [UId SI7pa, U AP0 He CMOXKeT
OIIpe/le/IUTh UCXOJAIINI HHTepeliC I ITaKeTa.

OO6BIYHBIE T0JIb30BaTeIbCKHUE IIPUJIOKEHUS TOJKHBI UCII0JIb30BaTh paciiupeHHbIA API (RFC2292)
IJI1 yKasaHWusg WHJAeKca 30HBI WM HHJeKca HHTepdeiica. /U1 aHaJOTUYHBIX IieJleld YjeH
sin6_scope_id B cTpykType sockaddr_in6 ompezesiéH B RFC2553. OnHako ceMaHTHKa sin6_scope_id
IIOBOJIBHO pacIuIbIBYaTa. Eciv BajkHa I1epeHOCHMOCTD Balllero IIPUJIOXKEeHUS, Mbl peKOMeHyeM
UCII0JIb30BaTh paciiupeHHbI API BMecTo sin6_scope_id.

B sanpe uHAeKc nHTepdetica g afgpeca ¢ obsacThio ferictBud link-local BcTpanBaeTcs Bo BTopoe
16-6uTHOe c10BO (3-1 U 4-11 6aiT) B IPv6-agpece. Harmpumep, BBl MOJKeTe YBUETH UTO-TO BPOZE:

e80:1::200:f8ff:fed1:6317

B Tabiulle MaplIpyTHU3allUM U CTPYKType ajpeca uHTepdeica (struct in6_ifaddr). VkasaHHBIN
BBIIIle aJpec sBJIeTCd JIMHK-JIOKAJbHBIM YHHUKACTHBIM a/ipecoM, KOTOPBIM IIPHUHAJJIEIKUT
ceTeBOMYy HHTepdelicy ¢ uaeHTHGUKATOPOM HHTepdeiica 1. BCTpoOeHHBINM HMHIEKC I103BOJISET
3¢0PeKTUBHO HAeHTUPUIIUPOBATHL JIOKaJAbHBIe azapeca IPv6 Ha HeCKOJBLKUX HHTepdericax C
MUHHUMAaJIbHBIMU U3MEeHEeHUsIMHU KOJia.

JleMOHBI MapIIPyTU3aIMU U IPOrpaMMbl HAaCTPOMKH, TaKHe Kak route6d(8) u ifconfig(8), momKHBI
VIPaBJATL "BCTPOEHHBIM" HMHIEKCOM 30HBL. IJTH IIPOTPAaMMBI  HCIIOJIb3YIOT  COKETEHI
Maplupytusanuu U ioctl (Hampumep, SIOCGIFADDR_IN6), u API gaxpa 6yzmeT BosBpamjaThk IPv6-
ajgpeca C 3allOJIHEHHBIM BTOPBIM 16-6UTHBIM cjI0BOM. APl IIpeflHasHayeHbl [JIs YIIPaBJIEHUS
BHYTPEHHUMM CTPYKTypaMu sjpa. [IporpaMMmel, HCIIosb3yrolue 3Tu API, B Jro6oM ciaydae
IOJDKHBI OBITH TOTOBBI K Pa3/IMYUAM B gipax.

92


https://man.freebsd.org/cgi/man.cgi?query=route6d&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=ifconfig&sektion=8&format=html

[Ipu yKa3aHUM ajipeca C OrpaHUYeHHOU 006J1aCThI0 JeHCcTBUSI B KOMaHAHOM cTpoke HUKOT/JA He
UCIIOJIb3YUTE BCTpPOeHHYX G¢opMy (Hanpumep, ff02:1:1 wmmm fe80:2::fedc). 3T0 He HO/DKHO
paboTaTh. Bcerma HCIIONB3yUTe cTaHAAapTHYX GopMmy, Takyr Kak ff02:1 wum fe80:fedc, c
IIapaMeTpoOM KOMaH/IHOM CTPOKH I yKa3aHUd UHTepdeiica (HarpuMep, ping -6 -1 ne@ ff02::1).
B o061ieM, ecid KOMaHJja He MMeeT IlapaMeTpa KOMaHZHOM CTPOKHU [JIs1 yKa3aHUs UCXOJSIEro
uHTepderica, 3Ta KOMaHZa He roTOBa IIPUHUMATL afipec C 06J1aCThI0 JIeHMCTBUL. ITO KarKeTcCs
IIpOTUBOpevalluM npuHIuIy IPv6 Iognep’XuBaTh ClieHapuil "KabuHeTa cTromartoJsiora”. Mbl
CUMTaeM, UTo CIellMPUKAIIUU HY>KJAI0TCA B HEKOTOPBIX YIYUIIIeHUAX [JI1 9TOTO.

HekoTophle I10JIb30BaTeJbCKHe YTUIUTHL IIOAep KUBAIOT PaCIIMpPeHHBIN YHCJI0BOM CHHTAaKCHC
IPv6, kak omucaHo B draft-ietf-ipngwg-scopedaddr-format-00.txt. MOXHO yKasaThb UCXOAdIllee
COoeIMHeHUe, UCII0/Ib3Ysl UM UCXOIAIero HHTepdeiica, HarpuMmep "fe80::11%ne0". Takum o6pasoM
MO’KHO JIETKO YKa3aTh JIMHK-JIOKaJIbHBIN a/ipec C OTpaHUYeHHOM 00JIacThIO JeUCTBUA.

JI711 UCIIOJIb30BaHUSI 3TOTO paclIMpeHUs B Ballled IporpaMMe IHOTpeOyeTcs UCII0JIb30BaTh
getaddrinfo(3) u getnameinfo(3) ¢ NI_WITHSCOPEID. B TeKkylleld peajusaliuy IIpeIoIaraeTcs
OTHO3HAYHOE COOTBETCTBHE MeXAy KaHaJIOM U HHTepdeiicoM, UTO sBJIsIeTCad 6oJiee CTPOrUM
yCJIOBHEM, UeM YKa3aHO B CIIeIIUPUKAITUAX.

Plug and Play (mogxrouu u padoTaii)

Bosblllag yacTh aBTOHACTPOMKU azipecoB IPv6 6e3 coXpaHeHUs COCTOSTHUS peasii30BaHa B sjIpe.
dyHKIMU 06HapyKeHHd cocefeit (Neighbor Discovery) peasuM3oBaHBl B sgfipe IIeJIMKOM. BBOJ
pexsiamMbl MapuipyTusatopa (RA) [UId  XOCTOB peasM3oBaH B gape. BrIBopj —3arpoca
MapiipyTtusaTopa (RS) i1 KOHEUHBIX XOCTOB, BBOZ, RS 111 MapIlIpyTU3aTOPOB U BBIBOJ RA 111
MapIIpyTHU3aTOPOB peaJl30BaHbl B [10J1b30BaTe/ILCKOM IIPOCTPAHCTBeE.

HasHauyeHue JIMHK-JIOKaJIbHBIX U Cllenua/JIbHBIX apecoB

JIMHK-JIOKaJIbHBIN afgpec IPv6 reHepupyetcsa us IEEE802 axpeca (Ethernet MAC agpeca). Kaxxgomy
uHTepdelicy aBTOMaTHUYeCKU IIpuUcBauBaeTcsa IPv6 JIMHK-JIOKaJbHBIM ajpec, Korga HHTepderc
noxgHuMaetcs (IFF_UP). Takoke B TaGJMIly MapIIpyTHU3al[uU A006aBJIgeTC IIPSIMOU MapIUpyT AJIS
JIMHK-JIOKQJILHOIO ajipeca.

BoT BRIBOJL KOMaH/EI netstat:

Internetb:

Destination Gateway Flags Netif Expire
fe80:1::%ed0/64 linki#1 uc edo
fe80:2::%ep0/64 link#?2 uc epd

HNHuTepdericel, He uMeromue azapeca IEEE802 (riceBmonHTepdelchl, Takue KaK TyYHHeJbHBIE
uHTepdelichl UIU UHTepdelCchl ppp), OyAyT 3auMcTBOBaTh ajpec IEEE802 y apyrux HHTepecoB,
Hanpumep, Ethernet-muHTepdelicoB, Korma 93TO BO3MOXKHO. EcJM HeT IOJKJIHOYEHHOIO
o6opyroBaHusa IEEE802, B KayecTBe II0C/IeHET0 CpefcTBa OyleT UCII0Ib30BaHO IICeBAOCIyYaiHOe
3HayeHue MD5(hostname) 1 GopMUpOBaHUS JTUHK-JIOKAaJIbHOTO afgpeca. ECiiv sTo He IOAXOLUT
IJIs1 BAIllero UCII0JIb30BaHMs, BaM II0TpebyeTcss HAaCTPOUTD JIMHK-JIOKaJIbHBIN a/ipec BPYYHYI0.

Ecyin unTepdeiic He mopepkuBaeT IPv6 (Hammpumep, OTCYTCTBYeT HofiepskKKka multicast), Ha 3TOT

93


https://man.freebsd.org/cgi/man.cgi?query=getaddrinfo&sektion=3&format=html
https://man.freebsd.org/cgi/man.cgi?query=getnameinfo&sektion=3&format=html

uHTepdeic He OyeT Ha3HaUEH JIMHK-JIOKAJIbHBIN afgpec. [IogpoGHOCTH CM. B pa3jieie 2.

Kaxgpli uHTepdelic IIpucoefUHSIeTCsI K 3allpallliBaeMOMY IIIMPOKOBeIaTeJIbHOMY ajipecy U
JIMHK-JIOKaJIbHBIM IIMPOKOBeIllaTeJIbHBIM ajpecaM BcexX y3/10B (HampuMmep, fe80::1:ff01:6317 u
ff02::1 coOoTBeTCTBEHHO Ha COeJUMHEHUWH, K KOTOPOMY IIOJK/IHOUeH uHTepdelic). B momosiHeHHe K
JIMHK-JIOKaJIbHOMY afipecy, ajipec o6paTHoM nmeTid (::1 — loopback) 6ygeT HasHaueH UHTepdercy
obpatHoM meTiu. Taxke, ::1/128 wu {f01::/32 aBTOMaTU4YeCcKU [0OOABJSAKTCI B TaOJIUIY
Mmapuipyrusanuy, a loopback-unTepderic (vMHTepdeiric 0o6paTHONM NeTIH) IIPUCOEAUHSIETCd K
IPYIIIIOBOMY afipecy B IIpejesiax ysJa ff01::1.

ABTOMaTHUYeCKas HaCTPOIKa agpecoB 0e3 COCTOSTHHS Ha y3j1ax

B crnenuukanuu IPv6 ysibl pasfesieHbl Ha JiBe KaTelOpUH: Mapupymus3amopsbl U XOCMbl.
MapIIpyTU3aTOPEI IlepechlIaloT IIaKeThl, af[peCOBaHHbIe [PYTHUM, XOCThI He IIepechlIaloT ITIaKeThI.
[TapameTp net.inet6.ip6.forwarding omnpepesset, sIBIsSeTCA JU JaHHBINA y3eJ MaplIpyTU3aTOPOM
HUJIA XOCTOM (MapIlpyTU3aTOP, eCIU 3HaYeHHUe PaBHO 1, XocT, ecaH 0).

Korma xoct mosay4yaer OObsBieHue Mapiipyrusatopa (Router  Advertisement) oT
MapIIpyTH3aTopa, OH MOXKeT aBTOMaTHU4YeCKH HAaCTPOUTHL Ce6s C IIOMOIbI0 aBTOHACTPOMKU
agpeca 0e3 COXpaHeHHs COCTOSHHI. JTO IIOBeJleHHe MO’KHO KOHTPOJIHUPOBATH C IIOMOIIBIO
napaMeTpa net.inet6.ip6.accept_rtadv (XoCT aBTOHacTpauBaeTCs, eCclIu 3HaueHUe paBHO 1). [Ipu
aBTOHACTpOMKe [o6aBisieTcsd IIpeUKC CeTeBOro ajpeca Ui IIPUHUMAIOIIEro uHTepdeica
(06p1yHO TpeduKCc mIoGaIbHOrO ajpeca). Takke HacTpauWBaeTCd MapIIpyT II0 YMOJJIYaHUIO.
MaplipyTU3aTophl IIepUOoAUYeCKH TeHEPUPYIOT ITakeThl Router Advertisement. UTOOBI 3aIIPOCUTH
COCeHUM MaplIpyTU3aTOpP CreHepupoBaTh RA-TIaKeT, XOCT MOXKeT OTIpaBUTh Router Solicitation.
[l reHepanuu RS-liakeTa B J1r0600€e BpeMsl UCIIOJIL3yHTe KOMaHAy rtsol. TakyKe TOCTYIIEH IeMOH
rtsold(8). rtsold(8) renepupyeT Router Solicitation 1o Mepe HEOOXOIUMOCTH U OTJIUYHO IOAXOTUT
IUI1 MOOMJIBHOTO KCII0JIb30BaHUSA (HOYTOYKU/I3NITOIIBI). Ecoi He06X04MMO UTHOPUPOBATH Router
Advertisements, UCII0JIb3yUTe Sysctl 111 ycTaHOBKU net.inet6.ip6.accept_rtadv B 0.

Jluis1 reHepariu Router Advertisement 0T MapIlIpyTHU3aTOpa UCIIOIb3YiTe TeMOoH rtadvd(8).

Ob6paTuTe BHUMaHUe, UTO crenmpukaius IPv6 mpejriosaraeT CiaeAyrooliue IIYHKTH, a CIydau
HECOOTBETCTBHS OCTAIOTCSI HEYTOUHEHHBIMH:

* TOJIbKO XOCTHI OYAyT HIPUHUMATh 00bSBJIEHUS OT MapIIPyTU3aTOPOB

* V3JIbI UMEIOT OJIH CeTeBOU UHTepdelic (3a uckiarueHueM loopback)

[ToaToMy He peKOMeHAyeTCd BKJIIOUATh nhet.inet6.ip6.accept_rtadv Ha MaplIpyTHU3aToOpaxX HWIH
MHOTOIIOPTOBBIX XOCTaX. HeIpaBUJILHO HAaCTPOEHHBLIM Vy3eJ MOKeT BeCTH Cce0s1 CTpaHHO
(HecTaHapTHAasA KOHQUIYpaLUs paspelleHa I TeX, KTO X04eT IIPOBeCTH IKCIIEPUMEHTHI).

PesroMupys1 HaCTPOUKY sysctl:

accept_rtadv forwarding role of the node
host (to be manually configured)
router

autoconfiqured host

—_ o
S -2 o
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(spec assumes that host has single
interface only, autoconfigured host
with multiple interface is
out-of-scope)

1 1 invalid, or experimental
(out-of-scope of spec)

B RFC2462 ecTh IIpaBWIO IIPOBEPKHU I BXOAAINEN MHPopMaIuU o0 Ipepukce B RA, B pasmeie
5.5.3 (e). ITO 3ammIaeT XOCTHl OT 3JI0HAMEPEHHBIX (MM HeIlpaBUJIbHO HAaCTPOEHHBIX)
MapIIpyTU3aTOPOB, KOTOPble aHOHCHUPYIOT OYeHb KOPOTKOe BpeMs >KM3HM IIpeduKca. BbLIo
obHoBsIeHHe OT /kuma bayHza B paccbuike ipngwg (uimpure "(ipng 6712)" B apxXuBe), U 3TO
o6HOBJIeHHE /[KUMa peaIu30BaHoO.

CMm. pasgen oyukiua "OOHapyxeHHWe cocefeill” B 3TOM JOKyMeHTe i1 HHQOpMAIUHA O
B3aUMOCBI3U MeXny DAD 1 aBTOHaCTPOUKON.

VHUBepcaJbHBIN TYHHE/IbHBIH HHTEp$elic

GIF (Generic InterFace) — aTo mceBmouHTepdelic i1 HACTPOeHHOIro TyHHesd. Ilofpo6HoCTH
OIIMCAaHBI B gif(4). B HacTosI1Iee BpeMs

* V6 B V6

* V6 BV4

* v4 B V6

* v4 B V4
moctynHbl. HMcnosb3ayiiTe gifconfig(8) misd HasHaueHUsT QU3NUECKUX (BHEIIHUX) HCXOTHBIX U
KOHEUHBIX afpecoB uHTepdelicaM gif. KoHPuryparius, UCIoab3yoias og4HO CeMeHCTBO aZpecoB
IUId BHYTPeHHero M BHelllHero IP-sarosioBka (v4 B v4 wium v6 B V6), gBJsieTCd onacHoi. OueHb

JIETKO HACTPOUTH HHTepdeHChl M TaOJIUIBI MapIIPyTH3allu{ [JIs1 BBIIOJHEHHS 6eCKOHEUHOIO
YPOBHS TYHHeJUPOBaHU. [Joxcanyiicma, 6ydbme 0CmMopoX4CHbl.

gif MO’KHO HaCTPOUTH TaK, YTOOBI OH ObLI fpy>kecTBeHHBIM K ECN. Ilogpo6Hee 0 npysKeIr00HOCTH
K ECN 111 TyHHe el cM. Vuétr ECN B [Psec-TyHHeJIs1X, @ 0 HaCTpOorKe — B gif(4).

Ecyi BBI XOTHUTe HACTPOUTHL TyHHeJb [Pv4-B-IPv6 ¢ uHTepdericom gif, BHUMAaTeJIbHO IIPOUNTAMNTE
gif(4). Bam morpebyeTcsa yAaauTh JUHK-JIOKaJIbHBIN afgpec IPv6, aBToMaTHYeCKH Ha3HadeHHBIN
uHrepodelicy gif.

BBIOOP HCXOASIIEro agpeca

Texyliiee IpaBUJIO BEIOOPA UCTOYHUKA OPUEHTHPOBAHO Ha 30HY (eCTh HECKOJIbKO UCKIIOUEHUNH —
CM. HmkKe). /lyid 3aJaHHOTO ajpeca HasHaueHUs HUCXomdinuil IPv6-agpec BwIOMpaeTcd IIO

CJIeIyIOIEMY TTPABIITY:

1. Ecti ucxosaimui afgpec SsBHO yKa3aH I10JIb30BaTeeM (HallpuMep, uepes paclIupeHHBIH API),
HICITOJTB3YEeTCs YKa3aHHBIN ajipec.

2. Ecii Ha HUCXopdlneM HHTepgelce HasHauveH afpec (KOTOPBIM OOBIYHO OIIpefiesigeTcs IIyTeM
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IIPOCMOTPa TabJIUIIBl MAPUIPYTHU3aITUH) C TOH Ke 30HOU JeHCTBUS, UTO U ajipec Ha3HaUeHUs,
HCII0JIb3YeTCsI 3TOT afipec.

910 HauboJlee TUIIUYHBIN CIy4dai.

3. Ecii HeT ajipeca, YOBJIETBOPSIOIIET0 YKa3saHHOMY BBIIIIE YCIOBUIO, BhIOepUTe II06aIbHbIN
aJipec, Ha3HaUYeHHbIN 0JTHOMY U3 HUHTep}eliCOB Ha OTIIPaBJISIOIIEM y3JIe.

4. Ecim HeT ajpeca, YIOBJIETBOPAIOIIEr0 yKasaHHOMY BBEIIEe YCJIOBHIO, U ajfpec HasHaYeHHT
HMeeT CalT-JIOKaJbHYIO 30HY, BIOEpHUTe CalT-JIOKaJbHBIM aZjpec, Ha3Ha4eHHBIU OJHOMY U3
UHTep(ericoB Ha OTIIPABJIAIOIIEM Y3JIe.

5. Ecii HeT afipeca, YIOBJIETBOPSIIOIIET0 YKa3aHHOMY YCJIOBHIO, BEIOEpUTE ajipec, CBsI3aHHBIH C
3aIIUChI0 TAGJIUITEI MapUIPYTHU3allUU 711 HasHaueHUs. ITO KpalHsAs Mepa, KOTopas MOXKeT
HaPYIIUTD TPAHUITHI 30HBI IEACTBUSL.

Hampumep, ::1 Bei6upaetca pisa ff01::1, fe80:1::200:181ff:fe01:6317 pura fe80:1::2a0:24ff:feab:839b
(o6bpaTuTe BHMMAaHUeE, UTO BCTPOEHHBIN HMHJIEKC HHTepderica — ONMMCAHHBIU B MHIEKC 30HBI —
IIoMoraeT HaM BbIOpaTh IIPaBUIbLHBINM HMCXOAHBIM azpec. ITU BCTPOEHHbIE HHEKCHI He OyAyT
repefaBaTbCd 10 CeTH). EciiM UCXOAdIUN MHTepdelc UMeeT HeCKOJIbKO aJpecoB s JAaHHOU
30HBI, MCXOJHBIM ajpec BBIOMpaeTcs Ha OCHOBE HAMOOJBIIET0 COOTBETCTBUA (IIpaBHIO 3).
[IpexmosiokuM, uTo 2001:0DB8:808:1:200:f8ff:fe01:6317 m 2001:0DB8:9:124:200:{8ff:fe01:6317
HasHauveHbI UcxoagieMy uarepdericy. 2001:0DB8:808:1:200:18ff:fe01:6317 BriOHpaeTcs B KauecTBe
HCXOAIIero aapeca g agpeca HasHaueHus 2001:0DB8:800::1.

O6paTuTe BHUMaHUe, UTO IIPUBEEHHOE BEIIIIE [IPAaBUJIO He JOKYMEeHTUPOBAaHO B CIIelTUUKAITUN
IPv6. OHO cuuUTaeTcd 3JIeMEHTOM, OCTaBJIEHHBIM "Ha YCMOTpeHUe peanusaniviu”. CyIllecTBYHT
cyyad, KOrja MBI He HCIIOJIb3yeM 3TO IIpaBmyio. ONHMH M3 IIPUMepoB — ycTaHOBJIeHHOoe TCP-
COoeIMHEeHUe, I7ie MBI HCII0JIb3yeM ajipec, COXpaHEHHBIM B tcb, B KayeCcTBe HUCTOYHHKA. /Ipyrou
npuMep — ucxomdmui azapec i O6baBiaeHus Cocema (Neighbor Advertisement). CorsiacHO
cieruoukanuu  (RFC2461  7.2.2) wucTtoyHUK NA [0o/DKeH OBITh  I[eJIEBBIM  aJ[pecoM
COOTBeTCTBYIOIIEro NS. B aTOM ciydae MBI CilefiyeM CllellipUKaIIUY, a He IIPUBeJEHHOMY BBIIIIe
IIpaBUJIy HAUOOJIBIIIETO COBIIA/IeHUS.

JIJI1 HOBBIX COeIWHEHMWH (Korjma IpaBMyIO 1 He IIpUMeHseTCs), yCTapeBIlMe azpeca (agpeca c
IIpeJIIOUTUTeJIbHBIM BpeMeHeM >KU3HU = 0) He OyAyT BbIOMpAThCI B KauyeCTBe HCXO[SIIEro
ajipeca, eCJM JOCTYIIHBI JpyTrhe BapHaHTHl. ECiIM ApYyrUX BapHaHTOB HET, YCTapeBIIUM ajpec
OyZeT HCIIONIb30BAaH B KauecTBe IIOCIeJHEro cpeacrBa. ECJIM eCTh HECKOJIBbKO YyCTapeBIIUX
ajpecoB, I BBIOOpa MeXXIy HUMU OyfeT IIPUMEeHeHO yKasaHHOe BRIIIe IIPaBUJIO 00JacTH
BUAMMOCTU. ECJIM BBl XOTUTe 3allpeTUTh HCI0JIb30BaHHe yCTapeBIIUX aZpecoB II0 KaKOU-IM60
IIpUYMHe, YCTAaHOBUTe IlapaMmeTp net.inet6.ip6.use_deprecated B 3HaueHue 0. IIpo6iema,
CBsI3aHHAasd C yCTapeBIIMMU ajpecamy, ornucaHa B RFC2462 5.5.4 (ITPMMEYAHUE: B IETF ipngwg
BeyTCs 1ebaThl 0 TOM, KaK HUCII0JIb30BaTh "ycTapeBIIue" aapeca).

Joxamb6o0-maket (Jumbo Payload)

Omnnug mpKaM60-IIaKeT THIIA "OT IIPbDKKA K IIPBDKKY" pea30BaHa U MOJKET HCII0JIb30BaThCA [JIsL
OTIIpaBKU IPv6-IIakeTOB C IIOJIE3HOM HAarpyskKoM AJIMHOM O6oJiee 65 535 okTeTOB. OfHAKO B
HacTosIIee BpeMsl He IIolep>KUBaOTCI pusmudeckre nHTepdericel ¢ MTU 6ostee 65 535, mosToMy
TaK¥e Harpy3Ky MOTYT ObITH TOJILKO Ha uHTepdetice loopback (t.e. 100).
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Ecoi BBI XOTUTe IIOIIPO6OBaTh yKaMOO-IIaKeThl, CHauajla HeoOX0AUMO IepeKOHUTIYPUPOBaTh
anapo, urobsl MTU wuHTepdeiica loopback mpesrwimman 65 535 6alT; mobaBbTe CieAylolllee B
KOHQUTYpPaIMOHHBIN paili axpa:

options "LARGE_LOMTU" #To test jumbo payload

U 1IepecoGepuTe HOBOE SITPO.

3aTeM BBI MOJKeTe IIPOBEPUTH PaboTy ¢ OOJBIIMMU ITaKeTaMH C IIOMOIIbI0 KOMaH/ABI ping(8) c
OIIIIUAMH -6, -b U -s. Oy -b HeobxoAMMa 11 YBeJIMUeHUs pasMepa Oydepa cokeTa, a OIIUA -S
3ajlaeT IMHY I1aKeTa, KOTOpas LoJKHA ObITh 60JibIlle 65 535. HaripruMep, BBeUTe ClIeAyolee:

% ping -6 -b 70000 -s 68000 ::1

Crnenudukanusg IPv6 TpebOyeT, 4yTOOBI ommuys /IPKaM00-IIlaKeT He MCII0JIb30BajJlach B IIaKeTe,
cojieprkallleM 3aroJIOBOK ¢parMeHTta. ECiM 3TO ycI0BHe HapylleHO, JO/DKHO OBITH OTIIPpaBJIEHO
ICMPv6 coobimieHre Parameter Problem ormpaBuTesto. CrieriupuKanys cobIrogaeTcss, HO 0ObIYHO
BBl He MO>KeTe yBUzleTb ICMPV6 OIINOKY, BBISBAHHYI0 9TUM TPeO0OBaHUEM.

IIpu ntosryueHuH IPv6-1akeTa IIpoBepsieTcsd AJIMHA KaJpa U CpaBHUBAETCA C JJIMHOM, YKa3aHHOH B
I10JIe JJIMHEI I10JIe3HOM HArpysKH 3arosioBka IPv6 WU B 3SHaUeHUH OIIIUHU /I)KaMOo-I1aKeTa, eCIu
OHa IIPUCYTCTByeT. Ec/M IIlepBoe 3HaueHHe MeHBbIle BTOPOro, IIaKeT OTOpachIiBaeTcsd, H
CTaTHUCTHUKA yBeJIUYuBaeTcsa. CTaTUCTUKY MOXKHO YBH/IETh B BBIBOJIe KOMaHEI netstat(8) ¢ onmuen
-s -p ipb:

% netstat -s -p ipb
ipb:
(snip)
1 with data size < data length

HTak, aapo He oTnpasssaeT ICMPV6 OIIMOKY, eC/IM OIIMO0YHBIN IaKeT He SABJIeTCI GaKTHUYeCKH
Jl>xaM60-ITaKkeTOM, TO eCTh ero pasMep IlakeTa IIpeBbllaeT 65 535 6aiT. Kak omrucaHO BEIIIe, B
HacToslllee BpeMs He IOJJEeP KHUBAIOTCI (U3HUeCKHe HHTepdelchl ¢ TaKUM OrpoMHbBIM MTU,
mosToMy ICMPv6 ommr6ka Bo3BpaliaeTcs pemKo.

B Hacrosmiee BpeMmsa mopnepxkka TCP/UDP uyepes jumbogram He peasr3oBaHa. ITO CBSI3aHO C
OTCyTCTBHEM cpenbl (KpoMme loopback) pgma TecTupoBaHUA [aHHOM (QYHKIIMOHAJIBLHOCTH.
CBsDKUTeCh C HaMH, eC/IM BaM 3TO He0O6X0JUMO.

IPsec He paboTaeT c jumbogram. 3TO CBI3aHO C 0CO6EHHOCTIMH CIlelfUPUKAIIUM, KaCAIOIUMUCI
noparepsxku AH pyig mpkaMm6orpaMu (pasMep 3arosioBkKa AH BiIHsSIeT Ha JJIMHY I10JIe3HOM HarpysKHy,
4To [leslaeT KpalHe CJI0KHOM ayTeHTHU(PUKAIIMI0 BXOZAINEro IaKeTa C omiiuei /pkam6o-IIakeT, a
Taxke AH).

Cy1iecTBYIOT QyHIaMeHTaJIbHbIe IIP0o6IeMbl B oAAepKKe *BSD 11 jumbogram. MbI XoTesIu Obl
PEeIIUTh UX, HO HaM HY>KHO 00JIbIIle BpeMeHU [IJI 3aBepllleHUs paboThl. BOT HEKOTOphIe U3 HUX:

* [losie mbuf pkthdr.len mMeer Tunm int B 4.4BSD, I103TOMy OHO He CMOYXeT COJep>KaThb
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oKaMborpaMmy ¢ IJIMHOM > 2G Ha 32-6UTHBIX apxuTeKkTypax CPU. Eciit MBI XOTUM IIpaBUJILHO
IOJlep>KUBaTh pKaMOOrpaMMBbl, 3TO II0JIe HeOoOXOJHUMO pacIIWpUTh, YTOOBI OHO MOIJIO
cozmep>xatb 4G + 3arosioBok IPv6 + 3arosioBOK KaHaJBHOIO ypoBHA. CiiefoBaTesIbHO, €ro
He0o0X0MMO paCIIUPUTL KaK MUHUMYM 710 int64_t (u_int32_t HE mocTtaTo4HO).

* MBI OIIMO0OYHO HCHOJB3yeM "int" Aj19 XpaHeHHs [JIMHBI IIaKeTa BO MHOTHMX MecTaX. Ham
Heo6X0oMMO IIpeo6pas3oBaTh UX B 0ojiee KPYIHBIM I1€JIOUMCIEHHBIM THUIL. IJTO TpebyeT
O0JIBIIION OCTOPOXKHOCTH, TaK KaK MBI MOJKEM CTOJIKHYTHCS C IIepelloJIHEHHWeM BO BpeMs
BBIYUC/I€HUS IJINHEI IIaKeTa.

* M&I 01I60YHO IpOBepsieM I1oJIe ip6_plen 3arosioBka IPv6 /i olipesiesieHUs UIMHEI I10J1€3HOMN
Harpys3KH I1aKeTa B pasIMYHBIX MecTaxXx. BMecTo atoro cienyet mpoBepsaTh mbuf pkthdr.len.
®yHKIMA Ip6_input() BRIIIOJIHAET IIPOBEPKY KOPPEKTHOCTH ONIUM /[XKaMb0-IIaKeT IIPU BBOJE,
U II0CJIe 3TOTO MOYKHO 6e30I1acHO ucriosab3oBaTh mbuf pkthdr.len.

* Kop TCP Tpe6yeT TIIaTeIbHOTO 0GHOBJIEHUS B Psifie MECT, pa3yMeeTCsl.

IIpexoTBpaleHue neTesIb NP 00paboTKe 3aroJI0BKOB

Crnermuoukanusa IPv6 pomyckaeT pasMellleHHe IIPOM3BOJILHOIO KOJIMYeCTBa paclIUpeHUil B
3aroJIoBKax IakeToB. Eciiu peannsoBaTh Kof, 06paboTKU I1akeToB IPv6 Tak, Kak peasn3oBaH KOJ,
IPv4 B BSD, MOKeT IPOU3OUTH IIepelloJIHeHWe CTeKa sgpa M3-3a AJUHHOMN IIeIIOUYKU BBHI30OBOB
¢yuknuii. Kox B sys/netinet6 TIiaTesIbHO CIIPOEKTUPOBAH, UTOOBI U30eKaTh IIepeIloJITHEHUS CTeKa
Aa7pa, II03TOMY OH OIIpefiesiieT COOCTBEHHYIO CTPYKTYpYy IIepeKIIYeHUs IIPOTOKOJIOB — "struct
ip6protosw" (cM. netinet6/ip6protosw.h). l;1g IPv4 vactu (sys/netinet) mogo6HbBIX 0OHOBJIEHUM He
OBLIO CIleJIaHO I COXpaHeHUs COBMECTHUMOCTH, HO B IIPOTOTHII pr_input() BHeECeHO HeOOoJsIbIIoe
usMeHeHue. [IoaToMy Tak)Ke oIpejeseHa "struct ipprotosw". B pesysbTaTe, eC/Id II0JIy4YeH ITaKeT
IPsec-over-IPv4 ¢ 60JIBIIIUM KOJIMYECTBOM 3aroJIOBKOB IPsec, CTeK sAipa MOXKeT I1epeIloTHUThCA. C
IPsec-over-IPv6 TakoMd IipobsieMbl HeT. (PasymeeTcsd, 4TOOBI BCe 3TH 3arojioBKM IPsec ObLIN
00paboTaHbl, KaKAbIM TaKOM 3aroJIOBOK [JOJDKeH IIPOMTHU Bce IpoBepKH IPsec. IloaTomy
aHOHUMHBIM 3JI0YMBIIIIJIEHHUK He CMOKET OCYILeCTBUTH II0JOOHYI0 aTaKy.)

ICMPv6

[Tocue ry6oukauu RFC2463 IETF ipngwg perwi 3anpeTuTb ICMPV6 rmakeThI o160k gy ICMPv6
IlepeHallpaBJIeHUuN, 4TOOBI IIpefoTBpaTUTh ICMPvV6 IITOpM B CeTeBOM cpefe. IJTO YiKe
peaJIM30BaHO B sfpe.

IIpunoyxenus (Applications)

JUIA IIporpaMMUPOBaHUs B I10J1630BaTEJILCKOM IIPOCTPAHCTBE MBI Iofjgep kuBaeM API cokeToB
IPv6, kak ykasaHo B RFC2553, RFC2292 1 roTOBAIIUXCSI HHTePHET-YePHOBUKAX.

TCP/UDP mnioBepx IPv6 HOCTYIIHBI U OCTaTOYHO CTAaOUIBHBI. Bhl MOYKeTe HMCI0Jb30BaTh telnet(1),
ftp(1), rlogin(1), rsh(1), ssh(1) u T.;. ITU IPUIOKEHUS He 3aBUCAT OT IIPOTOKosa. To eCTb OHU
aBTOMaTH4eCKHU BbIOMparoT IPv4 uinu IPv6 B cooTBeTCcTBHUU € DNS.

BHyTpeHHee yCTPOICTBO siApa

B To Bpemsa kak ip_forward() BbI3bIBaeT ip_output(), ip6_forward() HampssMyr0 BBISBIBAET
if_output(), ITOCKOJILKY MapILIPyTHU3aTOPLI He JO/DKHBI pas/iesaTh HakeTsl IPv6 Ha pparMeHTHI.
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ICMPv6 mo/pKeH cofiep>KaTh MCXOAHBIN MaKeT 110 BO3MO>KHOCTH BILUIOTH 10 1280 6aiiT. Hammpumep,
coobieHue "Ommbka HegocTymHOCTH Iopta UDP6/IP6" mO/DKHO coflepsKaTh BCe pacllIupeHHbIe
3aroJIOBKM U HeM3MeHEHHbIe 3aroyioBKU UDP6 u IP6. TakuM o6pasoM, Bce pyHKIUM IP6, Kpome
TCP, HUKOTIa He IpeoOpasyroT IOPS0K 0aUTOB CeTH B IIOPSI0K 6aMTOB X0CTa, YTOOBI COXPAaHUTH
UCXO[HBIN ITaKeT.

dyHknmu tep_input(), udp6_input() 1 icmp6_input() He MOTryT IIpeAlioaraThb, YTO 3aroJIoBoK IP6
IIpe/IIecTByeT TPaHCIIOPTHHIM 3aroJI0BKaM M3-3a HAJIMYWs PacCIIMpeHHBIX 3aroJIoBKOB. [IoaToMy
Oputa peanusoBaHa Iin6_cksum() aaa 06pabOTKM IIaKeTOB, y KOTOPBIX 3arojioBok IP6 u
TPaHCIOPTHBIN 3ar0JI0BOK He SIBJIAIOTCI HelpepblBHBIMU. Ho HU my1a TCP/IP6, Hu 11t UDP6/IP6 B
3aroJIOBKe HeT CTPYKTYPHI /LI pacuyéTa KOHTPOJIbHOM CYMMEBL.

Jig ymobHoMt 00pabGoTKM 3arosioBKa IP6, MOIIOJIHUTE/ILHBIX 3aroJIOBKOB M TPAaHCIOPTHBIX
3aroJIOBKOB, OT CeTeBBIX /IpaliBEpPOB Tellepb TpeOyeTcsl XPaHUTh ITaKeThl B OJHOM BHYTPeHHEM
mbuf WK 0THOM WU HECKOJILKUX BHeITHUX mbuf. TUTMYHBIN cTaphii ApaliBep MOATOTaBJIUBAET
IBa BHYTpeHHUX mbuf 1151 aHHBIX pasMepoM 96-204 6alT, OMHAKO Telleph TaKHe JaHHbIe ITaKeTa
XpaHSTCA B OTHOM BHelltHeM mbulf.

netstat -s -p 1ipb IIOKaswIBaeT, COOTBETCTBYeT JIM Balll JApaiBep 3TOMy TpeboBaHUIO. B
ciaenyrolieM IpuMmepe "cce0" HapylraeT 3TO Tpe6oBaHMe. ([ IIOJyYeHUS [IOIIOJTHUTEIbHOMN
“UHpopManu obpaTUTeCh K paszesy 2.)

Mbuf statistics:
317 one mbuf
two or more mbuf::
100 = 8
cced = 10
3282 one ext mbuf
0 two or more ext mbuf

Kaxgag BxopHas ¢yHKIus Bei3biBaeT IP6_EXTHDR_CHECK B Hauasie, 4TO6bI IPOBEPUTD, IBJISIETCS
Ju obsactb Mexny IP6 u ero 3arosioBkoM HenpepblBHOM. IP6_EXTHDR_CHECK BhI3BIBaeT
m_pullup() Tosmpko ecau mbuf umeer ¢uiar M_LOOP, To ecTh makeT IpHIlles ¢ HHTepderica
loopback. m_pullup() HUKOrZja He BBI3BIBAETCA I IIaKETOB, IIPUXOIAIINX C QU3UUECKUX CeTeBBIX
UHTepdercos.

Kak ¢yHKITMU ITOBTOPHOM c60pKU IP, Tak 1 IP6 HHUKOTrAa He BhI3bIBAOT m_pullup().

IPv4-oToOpa>kéHHbIe agpeca ¥ IPV6-COKeT ¢ II0CTaHOBOYHBIM aZpecoM

RFC2553 ommceiBaeT IPv4 oTobpakéHHBIE anpeca (3.7) U ocoboe moBeneHUe IPv6 cokera c
IIPUBSA3KOH K JIF060My azpecy (3.8). CrienupUKaIiis I103BOJIAET BaM:

e [I[puHuMaTh IPVA-TIOOK/IIOUEHUS Yepe3 COKeT C MPUBA3KOM K IIOACTAHOBOUHOMY afpecy
AF_INETS6.

* [lepemaua [Pv4-mtaketa uyepe3 coxeT AF_INET6 c ucrosb3oBaHHWEM CIIeJMaJIbHOM (GOPMBI
azpeca, Harpumep ::ffff:10.1.1.1.

HO caMa crnelupUKaIUs OUeHb CJI0KHA U He ompefesisieT, KaK J0/DKeH BeCTH Cebs COKeTHBIM
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YPOBeHb. 3/1eCh Mbl Ha3bIBaeM IIEPBYI0 CTOPOHY «CJIYIAIOIIEH», a BTOPYI0 — «HHUITUHPYIOIIEH»
1151 y106CTBA CCHLIIOK.

BEI MO>KeTe BBIIIOJIHUTH IIPUBA3KY K IIOACTAHOBOYHOMY aZpecy I 000MX CeMeNCTB aJpecoB Ha
OJTHOM U TOM Ke IIOPTY.

Ciemyroriad TabJinila IoKasbiBaeT IoBeieHUe FreeBSD 4.x.

listening side initiating side
(AF_INET6 wildcard (connection to ::ffff:10.1.1.1)
socket gets IPv4 conn.)

FreeBSD 4.x configurable supported
default: enabled

CiepytoIye paszesbl IPeIocTaBsIT BaM 6oJiee TIOAPOOHYI0 HHPOPMAITUIO U 06BSICHAT, KAK MOYKHO
HaCTPOUTH IIOBeJIeHUe.

KoMMeHTapHu 0 IPUHUMAIOIIEX CTOPOHE:

[Toxoxxe, yTo B RFC2553 ciMIIKOM MaJo CKa3aHO O IIpobJyieMe IIPUBA3KHU K II0JCTAHOBOYHOMY
ajipecy, 0CO6eHHO O BOIIpOCe IIPOCTPAHCTBA IIOPTOB, pe’KUMe O0TKa3a U B3aUMOCBI3U MeXIy
AF_INET/INET6 wildcard bind. Mo>XeT ObITh HECKOJIBKO Pas/IMYHBIX MHTepIpeTanui sToro RFC,
KOTOpPBIE COOTBETCTBYIOT €MY, HO BeJyT ce0Os I10-pasHoMYy. [I03TOMY [IJIS CO3JaHUsA IIePeHOCUMBIX
IIPUJIOJKEHUU He cjefyeT [eJaTh HUKAKUX IIPEAIIONIOKEHUW O IIOBeeHUU B sfpe.
Hcnosb3oBaHue getaddrinfo(3) gBisgercs: Haubosiee 6e3omacHBIM — crocobom.  Bompochl
IIPOCTPaHCTBA HOMEPOB IIOPTOB U IIPUBA3KHU K I10/ICTAHOBOYHOMY aZipecy IIOoAPO06HO 06Cy KIaIUCh
B pacchlIKe ipv6imp B cepeguHe MapTa 1999 roza, ¥ II0X0)Ke, YTO KOHKPETHOI0 KOHCEHCyca HeT
(TO ecTh, OCTAéTCA Ha YCMOTpPeHHe peannu3aTopoB). BO3SMOXXHO, BaM CTOUT IIPOBEPUTH aAPXUBHI
PAacCChLIKH.

Eciu cepBepHOe IPUJIOKEHME X0UeT IIpUuHUMAaTh IPv4 1 IPv6 coefuHeHM, eCTh 1Ba BapUaHTa.

OguH u3 crioco6oB — wucrnosb3oBaHue cokeToB AF_INET u AF_INET6 (BaM moHazmobdTca ABa
coketa). Mcnosb3yiTe getaddrinfo(3) ¢ AI_PASSIVE B ai_flags, a Takoke socket(2) u bind(2) mis Bcex
BO3BpAaIl[éHHBIX aapecoB. OTKPBIB HECKOJBKO COKETOB, Bbl MOYKETe IIPUHUMATL COeJUHEeHUS
COKETOM COOTBETCTBYIOILleM aZpecHON ceMbU. IPv4-coequHeHUs OyAyT IIPUHUMATHCSI COKETOM
AF_INET, a IPv6-coeguHeHus — coketoM AF_INETG6.

Eme oguH crioco6 — MCIIOJIBL30BaHHWE OLHOIO COKeTa C YHHUBepcaJbHOM npuBsaskod AF_INET6.
Hcnosb3yute getaddrinfo(3) ¢ AI_PASSIVE B ai_flags u AF_INET6 B ai_family, ycTaHOBUB IlepBbIi
aprymeHT hostname B NULL. 3aTemM ucnosb3yiTe socket(2) u bind(2) mig agpeca, KOTOPBIU OBLI
BO3BpallleH. (Do/DKeH ObITh HeCIlellnQUITMPOBAHHEIN afpec IPv6). Uepes aTOT OJUH COKET MOXKHO
IIPUHUMATE IT1aKeThl Kak [Pv4, Tak u IPv6.

[t mopmepKKu ToabKo IPv6e-Tpaduka Ha AF_INET6-coKeTe ¢ HNPHUBA3KOM K JIIOOOMY ajpecy
IIepeHOCHUMBIM CIIOCOO0M BCeTza IIPOBePSNTe aipec ysJa IIpU ycTaHOBKe coequHeHUs ¢ AF_INET6-
COKeTOM B peXuUMe IIpoCaylIuBaHug. Ecau azgpec saBisieTcs IPv4-0ToOpa’kéHHBIM, BO3MOXKHO,
CTOUT OTKJIOHUTL COeJUHeHHe. IJTO YCJIO0BHME MOXKHO IIPOBEpUTHL C IIOMOIINBI MakKpoca
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IN6_IS_ADDR_V4AMAPPED().

11 60Jlee IIPOCTOTO pellleHUs 3TOM 3afauM CYIeCTBYeT 3aBHUCAIIUNM OT CHUCTEeMBI I1apaMeTp
setsockopt(2) mox HasBaHUeM IPV6_BINDV6ONLY, UCI10/1b3yeMBIH CIeAYIOIIIUM 06pasoM.

int on;

setsockopt(s, IPPROTO_IPV6, IPV6_BINDVGONLY,
(char *)&on, sizeof (on)) < 0));

IIpu yCIIellTHOM BBI30Be 3TOT COKeT Oy/ieT IIPUHUMATh TOJILKO IPV6-T1aKkeTshl.
KoMMeHTapuu 0 CTOPOHEe HHHUITHATOPA:

CoBeT pa3paboTUMKaM IIPUIOKEHUH: JII CO3TaHUs IIepeHOCUMOTro IPV6-IIprIoykeHUsT (KOTOpoe
paboTaeT Ha pa3IUUYHBIX IPV6-gpax), MBI CYUTAEM, UTO CJIeIyIOIIHe MOMEHTHI SIBJISIOTCS KII0UOM
K yCIIeXy:

* HUKOI'/ZIA He ucIioab3yTe )KECTKO 3amaHHble AF_INET miu AF_INETS.

* Ucnonb3yiiTe getaddrinfo(3) u getnameinfo(3) Bo Bcel cucreMe. HUKOrza He HCIOJIb3YUTe
gethostby*(), getaddrby*(), inet *() wam getipnodeby*(). (Jyng o6jserueHUss O0OHOBJIEHUS
CYLIECTBYIOIIMUX MPHJIOKEHUU [ TOoAAepKKu IPv6 HWHOrma MOYKeT OBITh IIOJIe3eH
getipnodeby*(). Ho 1m0 BO3MOXXHOCTH CTapauTech IlepenucaTh KOJ [JI KCII0JIb30BaAHUSA
getaddrinfo(3) u getnameinfo(3).)

* Ec/I BBl XOTUTE HOAKIHYUTHCSI K Ha3HAaUYEHUI0, UCIIOIb3yhTe getaddrinfo(3) u mompobyiiTe
BCe BO3BpallléHHble Ha3Ha4YeHUs, KaK 3TO JesaeT telnet(1).

* HekoTopsle peasnsaiuy cTeka [Pv6 IoCcTaBIsAIOTCA ¢ HEKOpPeKTHOU getaddrinfo(3). Bkiarouurte
MUHHMaJIbHO Pabouyro BEpCUI0 B Ballle IIPHUJIOKeHUE U UCIIOJIL3YITe eé B KpaliHeM CiIyJae.

Ecaiv BBI XOTHTE HUCHOJIB30BaTh CoKeT AF_INET6 g MCXOOAIINX IIOAKIIOUEHUN KaK IPv4, Tak U
IPv6, BaM IIOTpebyeTcsd HCIIONb30BaTh getipnodebyname(3). Ecim BBl XOTHUTe OOHOBUTH
CYILI[eCTBYIOIllee IIPUJIOKEHUWe [UId IIOAJepXKHU I[Pv6 ¢ MHUHUMAaJILHBIMU YCUIUSIMHU, MOKHO
BBIOpaTh 9TOT TIIOAX0Z. OJHAaKO ydTUTe, UYTO 3TO BpPEeMEHHOe pelleHUe, II0CKOJIbKY
getipnodebyname(3) cam 110 ce6e He peKOMeHyeTcs, TaK KaK OH BooOI1e He o6pabaTeiBaeT IPv6-
ajpeca ¢ 30HOM. /lia paspeleHus IPv6-uMéH mpennouytuTeabHBIM API gBigerca getaddrinfo(3).
[TosaToMy BaM CjlefyeT IepelrcaTh Ballle IIPUJIOKEHUe I UCII0Ib30BaHUs getaddrinfo(3), korga
y Bac OyJieT BpeMs 3TO ClesIaTh.

IIpy HamMCaHWU IIPHUJIOYKEHHM, KOTOPBIE YCTAaHABJIMBAIOT HCXOJAINME COeIHHEHUs, HCTOPHI
CTAaHOBUTCA HaMHOro Impoire, ecau paccMatrpuBaTek AF INET um AF_INET6 Kak COBepILIEHHO
OTZeJIbHBIE ceMelicTBa ajapecoB. IIpobsiembl ¢ {set,get}sockopt ympoinarTcs, npobsaeMsl ¢ DNS
TaX>Ke CTaHYT IIpolre. MBI He peKOMeH/lyeM I10j1araThbcs Ha IPv4-0oToOpakéHHbIe ajipeca.

YyHUPUITMPOBaHHBIHI KoJ, tcp u inpch

FreeBSD 4.X ucnoJsib3dyeT 061U Koz tcp it IPv4 u IPv6 (U3 sys/netinet/tcp™) U pasfesbHBIN KO
udp4/6. B HEM HCTI0IB3yeTCd YHUQUITUPOBaHHAsA CTPYKTypa inpch.
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[ratpopMa MOKeT OBITH HAaCTpoeHa [JIs1 TOJJep>KKU [Pv4-0TOGpa>kEHHBIX — a/[PeCcoB.
KoHnduryparnus siipa KpaTKo OIIMcaHa HIDKe:

* [Io ymosyanuro coker AF_INET6 morkeT npuHHMMATEL IPv4-coeMHEHUs IIPHU OIIpee/IéHHBIX
YCJIOBHMSAX M HHHUIIMHUPOBATL coenuHeHwe C IPv4-agpecaMH, BCTpPOeHHBIMH B IPv4-
oTob6pa’kéHHkbIe [Pv6-agpeca.

* BbI MO’KeTe OTKJIFOUUTH 3TO BO BCEU CUCTEME C IIOMOIIIBIO SYSCﬂ, KaK ITIOKa3aHO HHKeE.

sysctl net.inet6.ip6.mapped_addr=0

CTopoHa, IPUHUMAIOIIasi COeJUHEHUSI

Kaxgpli coKeT MOKeT OBITh HACTPOeH [UId IIOAJEpP>KKHU CIelIMajJbHONM IIPUBSISKHM K
nofcTaHOBOYHOMY azapecy AF_INET6 (BK/IHOUEHO II0 YMOJYAaHUIO). ITO MOKHO OTK/IKUUTH I
KayK/[[0T'0 OT/[eJIbHOI'O COKeTa C IIOMOIIbI0 setsockopt(2), Kak II0Ka3aHO HUKe.

int on;

setsockopt(s, IPPROTO_IPV6, IPV6_BINDVGONLY,
(char *)&on, sizeof (on)) < 0));

CokeT C yHUBepcanbHOU mpuBAskoyd AF_INET6 mepexBaTbiBaeT IPV4A-TIOAK/IIOUEHMHe TOTHA U
TOJILKO TOTa, KOIZIa BBIITIOJIHEHEI CJIELYIOIIHe YCIOBUA:

* HeT AF_INET cokeTa, COOTBETCTBYIOIL[eTr0 IPV4-II0AKII0UEeHII0

* Coker AF_INET6 HacTpoeH Ha 1mpueM IPv4-Tpaduka, T.e., getsockopt(IPV6_BINDV6ONLY)
Bo3Bparaet 0.

HeT nipo6JieM C IIOPSIKOM OTKPBITHSI/3aKPBITHSL.

HNHUIUHPYIONIAsi CTOPOHA

FreeBSD 4.X mnoggep’KuBaeT MUCXOAdllee coefuHeHHe C [Pv4-0TOOpakéHHBIM aJpecoM
(::ffff:10.1.1.1), ecyut y3eJs1 HaCTpOeH Ha ITOALeP>KKY IPv4-0TO6pakEHHBIX a[pecoB.

sockaddr_storage

Korma RFC2553 6511 GJIM30K K 3aBepILIEHUI0, BEJIUCh JUCKYCCUU O TOM, KaK HasblBaTh 3JI€MeHThI
CTPYKTYPHI sockaddr_storage. OfHO IIpe/iyIo’KeHHe 3aK/II0YaIoch B fo6aBIeHUH "" neped umeHamu
anemeHmos (Hanpumep, "ss_len"), Tak Kak K HUM He cje[lyeT obpalaThCsa HampsaMmyr. /pyroe
IpeUioKeHre ObIO He [M00aBiaAThH IIpeUKC (Hampumep, "ss_len"), IIOCKOJIbKY HEOOXOIUMO
npsMoe obpallleHHe K 3TUM 3jleMeHTaM. YeTKOro KOHCeHCyca II0 9TOMY BOIIPOCY JOCTUTHYTO He
OBLIO.

B pesysbTaTe, REC2553 ompefiesiseT cTpyKTypy sockaddr_storage ciefyroIiiuM o6pasoMm:

struct sockaddr_storage {
u_char __ss_len; /* address length */
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u_char __ss_family; /* address family */
/* and bunch of padding */
I

HamnpoTtus, yepHOBUK XNET oIIpesessdeT ciaenyroIiee:

struct sockaddr_storage {
u_char ss_len; /* address length */
u_char ss_family; /* address family */
/* and bunch of padding */

s

B mexabpe 1999 roma 6pL10 comtacoBaHO, uTo RFC2553bis mos/pkeH npuUHATH IiocsaefHee (XNET)
oIIpejieIeHUE.

Texymjas peanusanysi COOTBeTCTBYyeT ompenesneHut0o XNET, ocHOBaHHOMY Ha O0O6CYyXIeHUU
RFC2553bis.

Ecii BBl pacCMOTPHUTE HECKOJIBKO peanusanuii IPv6, To cMo)KeTe yBUeTh 06a oIlpefesieHUs. /11
IIPOrPaMMHMCTa B II0JIb30BaTEJIBCKOM IIPOCTPAHCTBE HauboJiee IIePeHOCHUMBIM CII0C00 pPaboThI C
9THUM:

1. ¢ nomombo GNU autoconf cCKOHUTYPHUPOBATH HOCTYH K ss_family u/min ss_len Ha I1eJ1eBOM
wraTgopme,

2. mtobaBuTh -Dss_family=ss_family 0dsas yHuguxayuu e6cex ucCnoab308aHull (8KkaOUAS
3a20.1080uHbll Patin) ss_family, mim

3. Hukorna He TporanTe _ ss_family. IIpuBomuTe Kk sockaddr * u wucnosb3yiTe sa_family,
HampuMep:

struct sockaddr_storage ss;
family = ((struct sockaddr *)&ss)->sa_family

8.1.2. /IpaiiBephl CeTEBHIX YCTPOMCTB

B HacTodlllee BpeMs CJeAyloIWe [ABa IIyHKTa [JOJ/DKHBI IIOAJEep>KUBATLCA CTaHZApPTHBIMHU
OpariBepaMHu:

1. TpeboBaHue K KiacTepusariuyu mbuf. B sToM cTabUIbHOM BBIITyCKe MBI U3MeHUIN MINCLSIZE
Ha MHLEN+1 1y19 BCeX OIlepaIfMOHHBIX CHUCTEM, YTOOBI BCe ApariBephl paboTalu TaK, KaK Mbl
OOKHUaeM.

2. MHOTO0a/ipecHas paccbuika (multicast). Ecu ifmcestat(8) He BBIBOGUT HU OJJHOM MHOI0a[peCHOMI

TPYIIEL A1 UHTepderica, STOT UHTepdelic He0OX0AMMO UCIIPaBUTh.

Ecimi xakue-IM00 [paidiBepsl He IIOAJep>KUBAIOT TpeOOBaHUs, TO UX HeJIb3d HCI0JIb30BAaTh I
IPv6 u/unu IPsec-cBs3U. Ecoiv BBl 06HAPY>KUJIM IIpo6JIeMy C Ballle KapTOM IIPU KUCII0JIb30BaHUU
IPv6/IPsec, moskajyucra, coobiure 06 3TOM B CIMCOK pacchuiku FreeBSD, IOCBAIEHHBIN
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COOOIIIeHUAM O IpobiieMax.

(NOTE: Pausbire MbI TpeboBasy, uTob6bl Bee apariBepbl PCMCIA comepr>kayiu BeI30B in6_ifattach().
Temeps Takoro Tpe6o0BaHUS HET)

8.1.3. TpaHcaaTOp
MbI Ki1accupUIpyeM TpaHCAATOPEI IPv4/IPv6 Ha 4 TuIa:

* Tpancaamop A -- OH HCIOJB3yeTCd Ha paHHeM JTalle Ilepexojia, 4YTOOBI II03BOJIUTH
YCTaHOBUTH coemriHeHUe ¢ [Pv6-xocTa Ha IPv6-ocTpoBe K IPv4-xocTy B IPv4-0KeaHe.

* Tpancasmop b -—- OH HUCIIONIb3yeTCl Ha paHHEM 3JTalle Iiepexofa, 4YToObl 00eCleuyuTh
BO3MOJKHOCTBh YCTaHOBJIeHUS coeaurHeHUs ¢ IPv6-y3ioMm Ha [Pv6-ocTtpoBe oT IPv4-ysia B IPv4-
OKeaHe.

* TpaHcasmop C --- OH UCII0JIb3YeTCd Ha II03JHeM 3Talle Ilepexo/ia, YT00bI c/ies1aTh BO3SMOKHBIM
yCTaHOBJIeHHEe coeHeHUd ¢ IPv6-y3ioM B IPv6-okeaHe oT IPv4-y3ia Ha IPv4-ocTpoBe.

* Tparcasmop D --- OH UCII0JIb3yeTCs Ha II03JHEM JTalle IIepexofia, YTOOBI c/ies1aTh BO3MOKHBIM
yCcTaHOBJIeHHe coemrHeHUd ¢ IPv6-xocra B IPv6-okeane Ha IPv4-xocT Ha IPv4-ocTposBe.

8.1.4. IPsec
IPsec coCTOUT B OCHOBHOM U3 TpéX KOMIIOHEHT.

1. VipasiieHUe IIOJIUTUKAMU
2. VipaBJjieHUe KJII0UYaMUu

3. O6paborka AH u ESP

VHpaBJIEHI/Ie IIOJIMTHUKAMH

SImpo peassyeT aKCIlepUMeHTaIbHBIN KOJ|, YIIpaBJIeHUs IIOJTUTUKOMN 6e30I1acHOCTH. CylecTByeT
IBa criocoba yIpaBeHHUS IIOJIMTUKOM 0e30IIacHOCTH. IlepBBIM — HACTpPOMKa IOJIUTUKU I
Ka’K[IOTO COKeTa C IIOMOIIbI0 setsockopt(2). B aToM ciiydyae KOHQUrypanys IIOJUTHUKHU OIIMCaHa B
ipsec_set_policy(3). BTopo cI1oco6 — HaCTpOMKa IIOJIUTUKH Ha OCHOBe QUIbTpPA IIAKeTOB siIpa C
ucriosnb3oBaHueM uHTepdeiica PF_KEY uepes setkey(8).

3amnuch IIOJIMTUKU He IIepeylopsf0oYnBaeTCs BMeCTe CO CBOMMU HHJEKCaMU, II03TOMY IIOPSL0K
nobaBJIeHUS 3aIlkCel 0UeHb BasKeH.

YHpﬂBJIeHHe K/IIIOYaMH

Kop yripaBiieHHs K/IHOUaMU, peajiM30BaHHBIM B 3TOM Habope (sys/netkey), mmpexcrasisieT co60M
cobcTBeHHYI0 peanusaruio PFKEY v2. 3To coorBeTcTBYyeT RFC2367.

B KOMIUIEKT BKJIIOUeHa "moMalnHssa" peaausanus gemMoHa IKE — "racoon" (kame/kame/racoon).
OO6BIYHO BaM IIOTpeOyeTcs 3allyCTUTh racoon B KauecTBe JeMOHA, 3aTeM HaCTPOUTH IIOJIUTHUKY
o1 TpeboBaHMA Kirodeir (HampuMmep, ping -P 'out ipsec esp/transport//use'). Sgpo 6ymet
CBSI3BIBAThHCS C IEMOHOM racoon I10 Mepe He06X0AUMOCTH I 06MeHa KJIHYaMHU.
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O6pa6orka AH u ESP

Mopyib IPsec peasnn3oBaH B BHJe "XYKOB" K CTaHZapTHOM o6paboTke IPv4/IPv6. IIpu oTIipaBKe
nakera ¢yHKnua ip{,6}_output() mposepset, Tpebyerca s obpaboTrka ESP/AH, myTeM ITOMCKa
COOTBETCTBYIOIel 06a3bl JaHHBIX IIOJUTHUK O0e3ormacHOCTH (SPD — Security Policy Database). Eciiu
ESP/AH Heo6xomuM, BbI3bIBaeTcd {esp,ah}{4,6}_output(), u mbuf cooTBeTcTByOIIIUM 06pasom
o6HOBJIsAeTcA. IIpu mostydeHuM nakeTta GyHKImd {esp,ah}4_input() BeI3bIBaeTCsa Ha OCHOBe HOMepa
IIPOTOKOJIa, T.e. (*inetsw[proto])(). {esp,ah}4_input() pacuirppoBrIBaeT/IIpoBepPsSeT IIOJIMHHOCTD
I1aKeTa, a TAaK)Ke yJaJisieT [elI0YKY 3aroJI0BKOB U BblpaBHUBaHUe /11 ESP/AH. Be3onacHo ygaisiTh
3arosioBok ESP/AH mipu IIOoJlydyeHHM IlaKeTa, TaK KaK IIOJy4eHHBIM ITaKeT HUKOIZa He OyaeT
HCII0JIB30BaThLCA B "CHIpOM" BUJIE.

Hcniosnb3oBanue ESP/AH Bimsger Ha 3QQeKTHUBHBIM pasMep cerMeHTa [JaHHBIX TCP4/6 us-3a
IOIIOJIHUTEJILHBIX I1eII0YeUHBIX 3ar0JI0BKOB, BCTaBJjsgeMbIXx ESP/AH. Hamr Koj yYHUTBIBaeT 3TOT
cIy4Jamu.

OCHOBHBIe KpUIITOTpadruyecKre GyHKIIMU MOKHO HalTU B KaTaJiore sys/crypto. [Ipeo6pasoBaHus
ESP/AH mnepeunciieHbl B {esp,ah}_core.c ¢ 06épTOYHBIMU QYHKIMAMU. ECJIM BBl XOTUTe 106aBUTH
KaKOU-TN60 aJITOpUTM, H00aBbTe OOEPTOUHYI QYHKIIHMIO B {esp,ah}_core.c W IIOMECTHTE KOJ
Balllero KpUunrorpapuyecKoro aJropurMa B sys/crypto.

Pexum TYHHEJISI YaCTUYHO II0AAEePKUBAETCA B 3TOM BBEIITYCKE CO CJIEAYIOIMHMU OTPaHUYEHUAMM:

* TynHesis IPsec He 00BeMHEH C YHUBepCAJbHBIM TYHHeJIBHBIM HHTepdericom GIF. 310
TpebyeT 0CO60M OCTOPO’KHOCTH, TaK KaK MOKeT BO3HHUKHYTHb OECKOHEUHBIA ITUKJI MEXXIYy
ip_output() u tunnelifp>if_output(). MHeHUS pacXoAsATCA OTHOCHUTEJIBbHO TOTO, JIyYIlle JIA UX
00'beTUHUTD WJIU HET.

* MTU u 6ut Don’t Fragment (IPv4) TpeOyIOT [IOIIOJHUTEJIBbHON IIPOBEPKH, HO B OCHOBHOM
paboTarT HOPMaJIbHO.

* Mojiesib ayTeHTUOUKAIIUU 1151 TyHHesss AH o/pKHa OBITH IlepecMoTpeHa. HaMm moTpebyeTtcs
YIIYUITUTh MEXaHU3M YIIPaBIeHHUS IIOJTUTHKAMU B KOHEYHOM HUTOTE.

CootBetrcTBHE RFC M1 ID
Kopg IPsec B sijpe COOTBETCTBYeT (MJIHM IIBITATCA COOTBETCTBOBATH) CJIeYIOIINM CTaHJapTaM:
Crienmudukanug "craporo IPsec”, onmucanHas B rfc182[5-9].txt

Crnenudukanud "new IPsec” ormcana B rfc240[1-6].txt, rfc241[01].txt, rfc2451.txt u draft-mcdonald-
simple-ipsec-api-01.txt  (4epHOBHK ycTapesg, HO €ro MOXHO B3dITb 10  CCBLIKe
ftp://ftp.kame.net/pub/internet-drafts/). (IIPUMEYAHHWE: Cronenudukanmm IKE, rfc241[7-9].txt,
peasii30BaHbI B I10JIb30BaTeJILCKOM IIPOCTPaHCTBe B BUe feMoHa IKE "racoon”)

B HacTosiIIiee BpeMsI ITOIIEPIKUBAIOTCS CJIEYIOIITIE aJITOPUTMBI:

e old IPsec AH
o HyJIeBas Kpunrorpapuyeckasi KOHTPOJIbHAag CyMMa (HeT JOKyYMEeHTa, TOJbKO IS OTJIaKH)

o MDS5 ¢ K/Ir040oM U ¢ 128-6UTHOM KpUIITOTpadUUeCKOM KOHTPOJIbHOM cymMMoH (rfc1828.txt)
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o SHA1 ¢ ximwuoM U ¢ 128-6UTHOM KpUOTOrpapuyueckoid KOHTPOJBHOU cymMmou (6e3
IOKYMeHTa)

o HMAC MD5 ¢ 128-6UTHOM KpUIITOrpapuuecKoil KOHTPOJIbHOMU cyMMOH (rfc2085.txt)
o HMAC SHA1 ¢ 128-6UTHOM KpHUIITOIrpadruUeCcKor KOHTPOJILHOM CyMMOH (6e3 JOKyMeHTa)
* old IPsec ESP
o HyJIeBOe IHU(poBaHUE (HET JOKYMEHTA, aHaJI0TU4HO rfc2410.txt)
o PesxuM DES-CBC (rfc1829.txt)
* new IPsec AH
o HyJIeBasl KpUIITOTpadryecKasi KOHTPOJIbHAsA CyMMa (HeT JOKYMeHTa, TOJIbKO I OTJIafKU)

o MD5 ¢ KIHOYOM U C 96-O0MTHOM KpUITOrpapuUyeCcKOM KOHTPOJBHOM CyMMOHM (HeET
NOKYMEHTa)

o SHA1 ¢ kiIo4YoM HU € 96-O0MTHOM KpuNTOrpadUUecKOM KOHTPOJIBHOM CymMMoi (6e3
ITOKYMEHTa)

o HMAC MD?5 ¢ 96-6UTHOU KpUIITOTpaprUIeCKON KOHTPOJILHOU cyMMoH (rfc2403.txt)
o HMAC SHA1 ¢ 96-6uTHOM KpUIITOrpaduyecKoil KOHTPOJIbHOU cyMMoH (rfc2404.txt)
* new IPsec ESP
o HyJieBoe InurdpoBaHue (rfc2410.txt)
o DES-CBC c mpousBogHbIM IV (draft-ietf-ipsec-ciph-des-derived-01.txt, 4epHOBUK UCTEK)
o DES-CBC ¢ IBHBIM BEKTOPOM HHUIMaAU3anuu (rfc2405.txt)
> 3DES-CBC ¢ SBHBIM BEKTOPOM MHUIHaM3anmu (rfc2451.txt)
o BLOWFISH CBC (rfc2451.txt)
o CAST128 CBC (rfc2451.txt)
> RC5 CBC (rfc2451.txt)
o Ka’KAbIM U3 BBIIIEIIEPEeUYHCIEHHBIX MOKeT ObITh 00 beJUHEH C:
= AyreHtudukamnusa ESP c HMAC-MD5 (96 6uT)
= AyreHTudukaruga ESP c HMAC-SHA1(96 6uT)

Cienyroiyie airopuT™Mbl HE 1o 1e p>KBar0TCA:

e 0ld IPsec AH

o HMAC MD5 c¢ 128-6UTHOM KpuUIITOTpadHUUeCKOM KOHTPOJbHOM CYyMMOM + 64-OUTHas
3amuUTa OT IIOBTOPHOTO BocpousBeneHud (rfc2085.txt)

o SHA1 ¢ KJII04OM U € 160-6UTHOM KpUIITOrpadpuUyeCcKoil KOHTPOJIbHOM CYMMOM
32-6utHoe JonosHeHHe (rfc1852.txt)

IPsec (B saape) u IKE (B 1M0/1b30BaTeJIbCKOM IIPOCTPAHCTBEe KaK "racoon") ObLIM IMPOTECTUPOBAHBI
Ha HeCKOJIbKUX MEePOIIPUATUAX 110 TeCTUPOBAHUI0 B3aUMO/IeICTBHUA U U3BECTHO, UTO OHU XOPOIIIO
paboTaroT CO MHOTMMH [PYrUMHU peaausanusaMu. Kpome ToOro, Tekylmas peanusanus IPsec
TO/IlePsKUBaeT JOBOJILHO IIIUPOKUU CIEKTP KPUIITOIpadpUUueCKUX aJroOpuUTMOB IPsec, OIIMCcaHHBIX
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B RFC (MBI mOJjilep>)KMBaeM TOJIPKO aJTOPUTMBI 06e3 IIpo6JjieM C HHTe/UIEKTyaJlbHOU
COOCTBEHHOCTHIO).

VuyéT ECN B IPsec-TyHHeJIsIX

[oxnep>xkuBaeTcsa ECN-coBMecTUMBIH [Psec-TyHHe b, Kak onrcaHo B draft-ipsec-ecn-00.txt.

O6bIyHbIN IPsec-TyHHesib onmicaH B RFC2401. IIpu mHKancyadanuu mosge TOS IPv4 (wm 1moJie
kJacca Tpaduka IPv6) KommpyeTcsa U3 BHyTpeHHero IP-3arosioBka Bo BHelllHUM [P-3arosioBok. IIpu
OeKallCyJIAIlMy BHeIIHWM [P-3aroJIoBOK IIpoCTO oOTOpaceiBaeTcd. IIpaBHIO AeKallCyJIAIlUUA
HecoBMecTUMO ¢ ECN, Tak kak 6ur ECN B mosie TOS/kimacca Tpadpuka BHelrHero IP-3arosoBka
OyzeT II0TepsH.

Urtobnl cpenaTh IPsec-TyHHesnb [apyKecTBeHHBIM K ECN, ciefyeT HM3MeHUTH IIPOLeyphI
UHKAIICYJSIUU U JIeKallCyJIIUU. ITO ommcaHo B http://www.aciri.org/floyd/papers/draft-ipsec-
ecn-00.txt, r1aBa 3.

Peasnsariys TyHHess IPsec MOJKeT 06eClledUTh TPH BapHaHTa IIOBefleHHs, B 3aBUCHMOCTHU OT
3HaueHUd mapametpa net.inet.ipsec.ecn (1au net.inet6.ipsecb.ecn):

* RFC2401: orcyrcTBHe yuéTa ECN (3HaueHue sysctl -1)
* ECN samperniéx (sHaueHue sysctl 0)

* ECN paspeléH (3HaueHue sysctl 1)

O6paTuTe BHUMaHUe, YTO IIOBeleHHe HacTpauBaeTcs IS KajXK/A0ro y3JIa, a He IS KaXKAou SA (B
draft-ipsec-ecn-00 mpe/raraeTcss HAaCTPOMKA I KaXKI0U SA, HO 9TO KaXKeTCsI U3JIUIITHUM).

[ToBeieHHEe MOKHO 0006IITUTD CJIEYIONTUM 06pa3oM (ITIOIPOOHOCTH CM. B ICXOTHOM KOjie):

encapsulate decapsulate
RFC2401 copy all TOS bits drop TOS bits on outer
from inner to outer. (use inner TOS bits as is)

ECN forbidden copy TOS bits except for ECN drop TOS bits on outer
(masked with @xfc) from inner  (use inner TOS bits as is)
to outer. set ECN bits to 0.

ECN allowed copy TOS bits except for ECN use inner TOS bits with some

CE (masked with @xfe) from change. if outer ECN CE bit
inner to outer. is 1, enable ECN CE bit on
set ECN CE bit to 0. the inner.

O6111as1 cTpaTerusl HACTPOMKHY BBHITJISIUT CIEAYIONUM 00pa3oM:

* ectd 06a KOHEUYHBIX ITyHKTa TYHHess IPsec IOJfep KUBAIOT IIOBeJleHHe, APYKeCTBEHHOE K
ECN, siyuiire HaCTpOoUTh 06a KOHIJa Ha "paspelieHo ECN" (3HaueHuUe sysctl 1).

* ecJIM ipyrasi CTOpOHAa o4YeHb cTpora K 6uty TOS, ucriosb3yiite "RFC2401" (3HaueHue sysctl -1).
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* B OCTaJIbHBIX CiIydasx ucnosb3yiTe "ECN sampelnieHo" (3HaueHue sysctl 0).
[ToBepeHue 1o ymordyaHuw — "ECN 3ampelnéH” (3HaueHue sysctl 0).
J1J14 TI0JIy4eHUs JOII0JTHUTEIbHOM HHGOpMai 06paTUTECH K:

http://www.aciri.org/floyd/papers/draft-ipsec-ecn-00.txt, =~ RFC2481 (IBHOe VBegoMmJjleHHE O
[Teperpyske), src/sys/netinet6/{ah,esp}_input.c

(BnrarogapHoctu Kenjiro Cho kjc@csl.sony.co.jp 3a meTajbHbINA aHAIN3)

CoBMeCTHMOCTH

BoT HekoTOphIe U3 IIaTOpPM, Ha KOTOPBIX Ko KAME TectupoBasn B3aumoenrcTsue [Psec/IKE B
rpouwioM. O6paTuTe BHUMaHUe, UTO 00e CTOPOHBI MOIVIM U3MEHUTH CBOU peaiu3aliiy, I103TOMY
HUCIIOJIL3YHTE CIeLYIOIINUI CIIMCOK TOJILKO B CIIPABOYHBIX I1e/IAX.

Altiga, Ashley-laurent (vpcom.com), Data Fellows (F-Secure), Ericsson ACC, FreeS/WAN, HITACHI,
IBM AIX®, II], Intel, Microsoft® Windows NT®, NIST (linux IPsec + plutoplus), Netscreen, OpenBSD,
RedCreek, Routerware, SSH, Secure Computing, Soliton, Toshiba, VPNet, Yamaha RT100i
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Yacts I1I: Ax1po cucreMsbl
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I''1aBa 9. Coopka u ycTaHOBKa ssapa FreeBSD

UT06BI OBITH pa3spaboTUMKOM s/ipa, TpebyeTcs IIOHUMaHUA IIpollecca COOPKHU sapa. g oTyIagKu
anapa FreeBSD Heo6XoguMO yMeThb ero cobuparhb. CylllecTByeT JBa M3BeCTHBIX CIIOcOOa chesaTh
aTo:

[MogmepsxuBaemasi IIpolleiypa COOPKU U YCTAaHOBKU s/ipa oIlMcaHa B IlaBe COOpKa U yCcTaHOBKA
I10JIb30BaTeJILCKOr0 saapa PykoBoacTrsa FreeBSD.

[IpenmosiaraeTcsi, YTO UHTaTeJ b JTOM IJIaBBl 3HAKOM C HWHOOpMaIlueH,
o M3JIO)KeHHOH B TI1aBe COOpka ™ YCTAHOBKA I10JIB30BATEILCKOTO  sijipa

PykoBoxcTBa FreeBSD. EcaM 3TO He Tak, IOXKaAyUCTa, O3HAKOMBTECH C
YIIOMSAHYTOH IJIaBOM, YTOOBI IIOHATH, KaK paboTaeT IIpoliecc COOPKH.

9.1. ITocTpoeHue 60J1ee OBICTPHIM, HO MeHee
Ha/Eé>KHBIM CIIOCOO0M

Coopka fAapa TaKUM CIIOCOO0OM MOXKeT OBITH II0JIe3HOM IIpH paboTe C KOZOM sfpa U MOXKeT
OKasaThbCs OBICTpee, UeM OIMCaHHad IIPOlleflypa, ecjid B KOHQUIYpallMoOHHOM ¢ariyie saxpa ObLIx
U3MeHeHBbl TOJIBKO OfHa MMM JABe OINUU. C [Apyrol CTOPOHBI, 3TO MOXKeT IIPUBECTH K
HeOKHU/IaHHBIM CO04M IIpU COOpKe sAxpa.

1. BeimostHUTe config(8) I reHepaIiiy UCXOJHOIO KOJa sfpa:
# /usr/sbin/config MYKERNEL

2. IlepeliiuTe B KaTaaoT COOPKH. config(8) BrIBeAET MM 9TOTO KaTaJIora I10CJIe BBIITOJTHEHUS, KaK
YKa3aHO BHIIIIE.

# cd ../compile/MYKERNEL
3. CKOMITMJIUPYUTE ALPO:

# make depend
# make

4. YcTaHOBUTE HOBOE SA/IPO:

# make install
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I'taBa 10. OTi1agka aapa

10.1. ITosryyeHre aBapuUHHOIO JaMIia gapa

[Ipu pabore c paspabaTeiBaeMbIM sg7poM (Hampumep, FreeBSD-CURRENT), oco6eHHO B
9KCTpeMaJ/IbHBIX YCJIOBUAX (HAIIpUMep, IIPU OYeHb BBICOKOM 3arpyske, [AecATKax ThICIY
COeUHEeHUY, Ype3BBIUAaUHO OOJIBIIIOM KOJHMUYECTBE OJHOBPEMEHHBIX II0JIb30BaTesei, COTHAX
jail(8) 1 T.1.), WM IPU HUCHOJb30BaHMM HOBOM QYHKIIUU WM OpaviBepa ycTporicTBa B FreeBSD-
STABLE (mampumep, PAE), MHOIZa MOKET BO3HUKHYTH IIaHUKA fAApa. B ciaydae, ecaud 3TO
IIPOU30MIeT, JaHHad IVIaBa IIOKa)keT, KaK MU3BJIeUb II0JIE3HYH HHOOPMAIlUI0 U3 aBapUMHOIO
Jamiia.

[lepe3arpyska CHCTeMBl HeM30e)KHa IIOCJe IIaHUKU siapa. Ilocjie Ilepe3arpy3kH CHCTEMBI
comep>xumoe ¢usmyeckod mamsaTu (RAM) TepsieTcs, KaK UM JIoOble AaHHBIe Ha YCTPOMCTBe
IIOIKAYKH IIepe] ITaHUKOH. UTOOhI COXPAaHUTh JJaHHBbIE B QU3UUYECKOH ITAMSITH, PO HUCITOIb3YeT
YCTPOMCTBO IIOAKAYKKM KaK BpPEMEHHOe XpaHWIUINe IS JaHHBIX w3 RAM mocie cb6os ©
Iepe3arpy3ku. biarojmaps aTomy, Korma FreeBSD 3arpyskaeTcst mocie c60si, o6pa3 sifpa MOXKeT
OBITH U3BJIeUEH U IIPOBeJleHa OTyIafiKa.

YCTpPOMCTBO IIOAKAaYKH, HACTPOEHHOE KaK YCTPOMCTBO IJIA JaMIla, IIPOAOJDKaeT
GYHKIIMOHUPOBATh KaK yCTPOMCTBO ITOAKAYKU. B HacTodllee BpeMd AaMIIBl Ha

o YCTPOMCTBA, He ABJIAIOIIMECT YCTPOMCTBAMHU IIOAKAYKH (HallpuMep, Ha JIEHTHI
unmu CDRW), He mopjep>KUBarTcad. TepMUH "YyCTPOMCTBO ITOAKAYKU" ABJISIETCS
CHHOHHMMOM TepMHHa "pas/es IoAKauYKHa".

ECTh HECKOJILKO TUIIOB aBapHUMHBIX TAMIIOB spa:

IIosHbIE JAaMIIbI IIaMATH

CopepoKat II0JTHOE COZlepKUMOoe GU3UYeCKOM ITaMATH.

MuHHugaMIBI

Coziep>KaT TOJIBKO CTPAaHUIILI HIAMSITH, UCII0JIb3yeMbIe SIITPOM.

TeKkcTOBBIE JaMIIbI

Co;qepxcaTb 3aXBa4Y€HHBbIE, 3alliCaHHbIe NI MHTE€PAKTHUBHEBIE BEIXO/THbBIE JaHHBIE OT/IaAYHXKa.

MUHHIaMIIBI IBJIAITCA TUIIOM JaMIia I10 YMOJ/JITHYaHHUIO U B OOJIBIIITHCTBE CIydaeB OHH COXPaHAIOT
BCHO H606X0,U;I/IMYIO I/IH(I)OpMa]'J;I/IIO, IIPUCYTCTBYIOINIYIO B IIOJTHOM [OaMII€ IIaMsTH, TaK KadK
OOJILIITTHCTBO HpOGJ’IeM MO’KHO U30JIMPOBAaTh, UCIIOJIB3Yyd TOJIBKO COCTOAHUE dapa.

10.1.1. HacTpoiika ycTpoicTBa JaMiia

[Ipexxze yeM PO 3allUIIET COLepP>KMMOe CBOell (QU3WUeCKOM IIaMiTH Ha YCTPOMCTBO JaMiia,
He06X0MMO HAaCTPOUTH 3TO YCTPOMCTBO. YCTPOMCTBO JfaMIla YKa3bIBAeTCs C IIOMOIIIbI0 KOMaH/bI
dumpon(8), 4TO6BI COOOITUTE AAPY, KyAa COXPaHATh aBapUUHbIe naMIibl. [Iporpamma dumpon(8)
[I0/DKHA OBITH BBI3BaHa I10CJIe HACTPOMKU pasfesia IOAKaYKU C IIOMOIIBI0 swapon(8). OGBIYHO 3TO
obpabaThriBaeTCsl YCTAHOBKOM IepeMeHHOU dumpdev B rc.conf(5) B IIyTh K YCTPOMCTBY IIOAKAUYKHU
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(pexoMeHyeMBIN CII0COO W3BJIeUEHUs JaMIla sifpa) Miau B 3HaueHHe AUTO [yI1g HCIIOJIB30BaHUS
IIeEpBOTO HACTPOEHHOI'0 YCTPOMCTBA MOAKAaUYKU. IIo ymMosryaHuto dumpdev mMeeT 3HaueHue AUTO B
HEAD u usmeHeHo Ha NO B BeTkax RELENG_* (3a uckiaroueHueM RELENG_7, rme ocTaBJIeHO
sHauyeHue AUT0). HaumHag c¢ FreeBSD 9.0-RELEASE u 6o0siee mo3gmHuX Bepcuii, bsdinstall 6ymer
CIIpallluBaTh, CIe/lyeT JIX BKJIKYUTh aBapUMHbIe TaMIIbl Ha 11eJIeBOM CHCTeMe BO BpeMsd Iipoljecca
YCTaHOBKH.

(r) [IpoBeprTe /etc/fstab wmim swapinfo(8) mas IoJydeHUS CIIMCKa YCTPOMCTB
- IIOJKaYKH.

V6emurech, 4yTo Katasior dumpdir, yKasaHHBIA B rc.conf(5), cyIiecTByeT Iiepe
aBapuei gapal

o # mkdir /var/crash
# chmod 700 /var/crash

Taxoke IIOMHUTE, UTO COZep>KUMOe /var/crash sBiiseTcss KOHQUAEHITUATHLHBIM U,
CKOpee BCero, CO/IEPKUT CeKPeTHYI0 HHGOPMAITHIO, TaKyI0 KaK IIapoJIH.

10.1.2. M3BIeYeHHe JaMIIa Aapa

[Tocie 3amucuy famiia Ha YCTPOMCTBO JaMIlia, JaMIl JOJDKeH OBITh KM3BJIeYeH /10 MOHTUPOBaHUS
YCTPOMCTBA IIOAKAUYKU. /lJIs1 M3BJIeUeHHs JaMIla C YCTPOMCTBA JaMIla HCIIOJIb3YHTE IIPOTpaMMy
savecore(8). Eciiz B rc.conf(5) ycraHoBiieH mmapameTp dumpdev, savecore(8) 6yeT aBTOMaTHYeCKHU
BbI3BaH IIpU IIepBOM 3arpyske B MHOIOIIOJIB30BaTeJbCKOM peXuMme Iiocjie c60s U [0
MOHTHPOBAHUSI YCTPOMCTBA IIOJKAUKU. PacIlosio)keHMe U3BJI€UEHHOIO sjpa yKas3blBaeTCsa B
napametpe dumpdir ¢aiiia rc.conf(5), mo ymosr4aHuro 3To /var/crash, a uMsa ¢ariia 6yaet vmcore.0.

B ciyuae, ecsii ¢aiisr ¢ umeHeM vmcore.0 y)Ke CyllleCTByeT B /var/crash (Myim B KaTajore,
yKazaHHOM B mapaMeTpe dumpdir), simpo 6y[eT yBeJUUYMBATh 3aBepIarolee UUCI0 IPU KaKIoM
cboe, 4uTOOGBI M30e’KaTh Ilepe3allCU CyIecTByIoIIero ¢aisia vmcore (Hampumep, vmcore.l).
savecore(8) Bcerma Co3faéT CHMBOJIMYECKYIO CCHIJIKY ¢ MMeHeM vmcore.last B /var/crash mocie
COXpaHeHUs JamIia. ITa CUMBOJIMUECKasl CChbIKAa MOXKeT OBITh MCIIOJIb30BaHA /IS OIIpefiesIeHUs
UMeHH II0CJIeTHEero [aMIIa.

Vruiura crashinfo(8) co3gaéT TeKCTOBBIM Qaiy, cofep Kallliii CBOJHYI HHOOPMAIlUI0 U3
IIOJIHOTO JaMIla IaMATH WU MuHUAamna. Eciau nmapamerp dumpdev ycraHoByieH B rc.conf(5),
crashinfo(8) 6yzmeT aBTOMaTHUYeCKU BBI3BaH II0CjIe savecore(8). PesysbraT coxpaHseTcsa B Gpaui C
uMeHeM core.txt.N B KkaTaJiore dumpdir.

Eciia BBI TeCcTUpyeTe HOBOE SIIPO, HO BaM HY>KHO 3arpy3UTh APyroe, YT0ObI CHOBA
3allyCTUThb CUCTEMY, 3arpy3UTe ero TOJIBKO B OJHOII0JIb30BAaTeJIbCKOM peXKUMe,
HUCIO0JIL3ys QJIar -s IIpU 3arpy3Ke, a 3aTeM BBHIIIOJIHUTE CJIeIYIOIINe ITary:
@,
# fsck -p

# mount -a -t ufs # make sure /var/crash is writable
# savecore /var/crash /dev/ad@s1b
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# exit # exit to multi-user

JTO yKaseIBaeT savecore(8) mM3Bjeuyb gaMil gapa U3 /dev/ad0slb u mmomMecTUTH
comepxuMoe B /var/crash. He 3abyabTe yOeqUTBHCS, UTO IlejIeBOM KaTasor
/var/crash mMmeeT moCTaTOUYHO MecTa g namIiia. Takke He 3a0yAbTe yKas3aThb
IIpaBWIbHBIM IIyTh K BallleMy SWap-yCTPOMCTBY, TaK KaK OH, CKOpee BCero,
oTsiuaeTcd ot /dev/ad0s1b!

10.1.3. TecTupoBaHHe KOHPUTYpALMH JaMIIa sAApa

Simpo BKUIrOUaeT y3eJ sysctl(8), KOTOPBIM BBISBIBAET ITAHUKY S[pa. ITO MOXKHO HCIIOJIb30BaTh IJIS
IIPOBEPKH TOTO, UTO Ballla CUCTeMa IIpaBUJILHO HAaCTpOeHa /I COXpaHeHUs AaMIIOB aBapUMHOTO
3aBeplleHHsT paboOTHI sAapa. BO3MOXKHO, BBl 3aXOTHTe IIePeMOHTHPOBAThH CYIeCTBYIOIHe
daiiyioBBIe CHCTEMBI B PeKHME TOJIBKO JIJI1 YTEHUS B OLHOIIOIB30BaTEIHCKOM PeXKUMe IIepes TeM,
KaK BbI3BaTh [TAHUKY, UTOOBI M36eKaTh [I0TEPH JaHHBIX.

# shutdown now

Enter full pathname of shell or RETURN for /bin/sh:
# mount -a -u -r

# sysctl debug.kdb.panic=1

debug.kdb.panic:panic: kdb_sysctl_panic

[Tocsie mepe3arpy3ku CUCTeMa JI0JDKHA COXPaHUThH JaMII B /var/crash BMecTe ¢ COOTBETCTBYIOIIIUM
oTuéToM mM3 crashinfo(8).

10.2. OT1agKa aBapuMHOTO AaMIIa AApa C HIOMOIIbI0
kgdb

o JToT paszge nocsslleH kgdb(1). ITocimenHssa Bepcys BKIOYeHa B IakeT devel/gdb.

UTO6BI BOMTH B 0TJIAJUMK U Ha4yaTh I10JydeHHe HHQOpMaIlU U3 laMIia, 3aycTuTe kgdb:
# kgdb -n N

Ime N — ato cypdukc ¢aria vmcore.N, KOTOPBIH HY>KHO U3y4UThb. UTOOBI OTKPBITH II0CIIeLHUMN
IlaMII, UCII0JIb3YITe:

# kgdb -n last

06b1yHO kgdb(1) mospKeH OBITH CIIOCOOEH HAaWTH SIPO, paboTaBIlllee B MOMEHT CO3aHUA JAaMila.
Eciii OH He MOXKeT HaWTU HY>KHOe SAApO, IepefainTe IIyTh K SApy U JaMIly B KayecTBe IBYX
apryMeHToB 714 kgdb:

113


https://man.freebsd.org/cgi/man.cgi?query=savecore&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=sysctl&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=crashinfo&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=kgdb&sektion=1&format=html
https://cgit.freebsd.org/ports/tree/devel/gdb/
https://man.freebsd.org/cgi/man.cgi?query=kgdb&sektion=1&format=html

# kgdb /boot/kernel/kernel /var/crash/vmcore.@

BBl MOYKeTe OTJIA)KUBATh JaMIT aBAPUMHOTO 3aBEPIIIEHUsI, UCIIOIb3YsI UCXOJHbIe KOJBI S/Ipa, TaK
’Ke, KaK U JIJIs JIF060 IPyroM IIpoTrpaMMBL.

JTOT [maMIl IIOJIlyueH U3 sapa Bepcuu 5.2-BETA, a Kpax Iipousolies IIyOOKO BHYTPHU sfpa.
[IprBeleHHBIN HIXKe BBIBOJ ObLI M3MEHEH [Id A00aBJIeHHWsI HOMEpPOB CTPOK cieBa. IlepBbIi
TPaCcCUPOBOYHBIN BEIBOJ IPOBEPSIET yKa3aTe/lb HHCTPYKIIUU U I10JIydaeT 00paTHYIO TPaCCUPOBKY.
Afnipec, UCIIOJIb3yeMBIM B CTpOKe 41 111 KoMaHAbl list, gBiseTcd ykasaTesJeM HHCTPYKIIUU U
MO>KeT OBITh HaUWJleH B CTPOKe 17. BOJBIIMHCTBO paspabOTYMKOB 3aIIPOCAT KaK MUHUMYM 3Ty
uHbOpMaIMIO, eC/IM Bbl He CMOKeTe OTJIaJAUTH IIPOOJIeMy CaMOCTOSATeNIbHO. OJHAaKO, eCIU BbI
pemuTe Ipob6semy, y6equTeCh, UTO Balll IIaT4 IIOIIa/eT B JiepeBO UCXOJHUKOB 4yepe3 OTYET O
1po6JieMe, CIIMCKU PaCChIIKU, U, MOKeT OBITh, Y BaC €CTh BO3MOKHOCTh €r0 3aKOMMUTUTH!

1:4# cd /usr/obj/usr/src/sys/KERNCONF

2:# kgdb kernel.debug /var/crash/vmcore.@

3:GNU gdb 5.2.1 (FreeBSD)

4:Copyright 2002 Free Software Foundation, Inc.

5:GDB is free software, covered by the GNU General Public License, and you are
b:welcome to change it and/or distribute copies of it under certain conditions.
7:Type "show copying" to see the conditions.

8:There is absolutely no warranty for GDB. Type "show warranty" for details.
9:This GDB was configured as "i386-undermydesk-freebsd"...

10:panic: page fault

11:panic messages:

12:---

13:Fatal trap 12: page fault while in kernel mode

14:cpuid = @; apic id = 00

15:fault virtual address = 0x300

16:fault code: = supervisor read, page not present
17:instruction pointer = 0x8:0xc0713860

18:stack pointer = 0x10:0xdc1d0b70

19:frame pointer = 0x10:0xdc1d@b7c

20:code segment = base 0x0, limit Oxfffff, type 0x1b
21: = DPL @, pres 1, def32 1, gran 1
22:processor eflags = resume, IOPL = @

23:current process = 14394 (uname)

24:trap number = 12

25:panic: page fault

26 cpuid = 0;

27:Stack backtrace:

28

29:syncing disks, buffers remaining... 2199 2199 panic: mi_switch: switch in a
critical section

30:cpuid = 0;

31:Uptime: 2h43m19s

32:Dumping 255 MB

33: 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240

34:---
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35:Reading symbols from /boot/kernel/snd_maestro3.ko...done.

36:Loaded symbols for /boot/kernel/snd_maestro3.ko

37:Reading symbols from /boot/kernel/snd_pcm.ko...done.

38:Loaded symbols for /boot/kernel/snd_pcm.ko

39:#0 doadump () at /usr/src/sys/kern/kern_shutdown.c:240

40:240 dumping++;

41:(kgdb) list *0xc0713860

42:0xc0713860 is in lapic_ipi_wait (/usr/src/sys/i386/1386/1ocal_apic.c:663).
43:658 incr = 0;

44:659 delay = 1;

45:660 } else

46:661 incr = 1;

47:662 for (x = 0; x < delay; x += incr) {

48:663 if ((lapic->icr_lo & APIC_DELSTAT_MASK) ==
APIC_DELSTAT_IDLE)

49:664 return (1);

50:665 ia32_pause();

51:666 }

52:667 return (0);

53:(kgdb) backtrace

54:#0 doadump () at /usr/src/sys/kern/kern_shutdown.c:240

55:#1 @xc@55fd9b in boot (howto=260) at /usr/src/sys/kern/kern_shutdown.c:372
56:#2 ©0xc056019d in panic () at /usr/src/sys/kern/kern_shutdown.c:550

57:#3 0xc@567ef5 in mi_switch () at /usr/src/sys/kern/kern_synch.c:470

58:#4 @xc055fa87 in boot (howto=256) at /usr/src/sys/kern/kern_shutdown.c:312
59:#5 0xc056019d in panic () at /usr/src/sys/kern/kern_shutdown.c:550

60:#6 ©0xc0720c66 in trap_fatal (frame=0xdc1d0b30, eva=0)

61: at /usr/src/sys/1386/1386/trap.c:821

62:#7 ©0xc07202b3 in trap (frame=

63: {tf_fs = -1065484264, tf_es = -1065484272, tf_ds = -1065484272, tf_edi = 1,
tf_esi = 0, tf_ebp = -602076292, tf_isp = -602076324, tf_ebx = 0, tf_edx = 0, tf_ecx =
1000000, tf_eax = 243, tf_trapno = 12, tf_err = 0, tf_eip = -1066321824, tf_cs = 8,
tf_eflags = 65671, tf_esp = 243, tf_ss = 0})

64: at /usr/src/sys/i386/1386/trap.c:250

65:#8 0xc070c9f8 in calltrap () at {standard input}:94

66:#9 ©0xc07139f3 in lapic_ipi_vectored (vector=0, dest=0)

67: at /usr/src/sys/i386/1386/1ocal_apic.c:733

68:#10 0xc0718b23 in ipi_selected (cpus=1, ipi=1)

69: at /usr/src/sys/i386/1386/mp_machdep.c:1115

70:#11 0xc057473e in kseq_notify (ke=@xcc@5e360, cpu=0)

71: at /usr/src/sys/kern/sched_ule.c:520

72:#12 0xc0575cad in sched _add (td=@xcbcf5c80)

73: at /usr/src/sys/kern/sched_ule.c:1366

74:#13 0xc05666ch in setrunqueue (td=0xcc05e360)

75: at /usr/src/sys/kern/kern_switch.c:422

76:#14 0xc05752f4 in sched_wakeup (td=@xcbcf5c80)

17: at /usr/src/sys/kern/sched_ule.c:999

78:#15 0xc056816c in setrunnable (td=0xcbcf5c80)

79: at /usr/src/sys/kern/kern_synch.c:570

80:4#16 0xc0567d53 in wakeup (ident=@xcbcf5c80)

81: at /usr/src/sys/kern/kern_synch.c:411
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82:#17 0xc05490a8 in exitl (td=@xcbcf5b40@, rv=0)

83: at /usr/src/sys/kern/kern_exit.c:509

84:#18 0xc0548011 in sys_exit () at /usr/src/sys/kern/kern_exit.c:102

85:#19 0xc0720fd0 in syscall (frame=

86: {tf_fs = 47, tf_es = 47, tf_ds = 47, tf_edi = 0, tf_esi = -1, tf_ebp =
-1077940712, tf_isp = -602075788, tf_ebx = 672411944, tf_edx = 10, tf_ecx = 672411600,
tf_eax = 1, tf_trapno = 12, tf_err = 2, tf_eip = 671899563, tf_cs = 31, tf_eflags =
642, tf_esp = -1077940740, tf_ss = 47})

87: at /usr/src/sys/1386/1386/trap.c:1010

88:#20 0xc070cadd in Xint@x80_syscall () at {standard input}:136

89:---Can't read userspace from dump, or kernel process---

90: (kgdb) quit

Ecox Ballla cucTeMa peryJiipHO 3aBeplllaeTcs aBapUHHO U Y BaC 3aKaHYWBAETCHd
r .
O MeCTO Ha [WCKe, yAajJeHUe CTapblXx ¢aioB vmcore B /var/crash Mosker
w

0CBOOOIUTH 3HAUUTEJILHOE KOJIMYEeCTBO JUCKOBOTO IIPOCTPaHCTBa!

10.3. OntaiH-OT/IaAKa sAapa ¢ ucnojab3osanueM DDB

B To BpeMa kak kgdb KakK aBTOHOMHBIM OTJIAJAUUK IIPeNOCTaBJIZeT OYEeHBL BBICOKUU YPOBEHb
I10J1b30BaTeJILCKOTO HHTepderica, eCTb HEKOTOPHbIe BeIl[d, KOTOpPble OH He MO>KeT BBIIIOJIHUTE.
Hawub6oJsiee BaykHbIe U3 HUX — YCTaHOBKA TOUEK OCTAHOBA U II0IIIaroBOe BHIIIOJITHEHUE KO/ A/pa.

Ecin BaM TpebGyeTcs BBIIIOJIHUTHL HU3KOYPOBHEBYIO OTJIAAKY s/pa, AOCTyIleH oTiaguuk DDB,
paboTaruil B peXrMe peajlbHOr0 BpeMeHU. OH II03BOJIAeT yCTaHaBJIWBaTh TOYKU OCTAHOBA,
BBIIIOJIHATD II0IIArOBOE BBINIOJIHEHUEe QYHKITUH S1/Ipa, IIPOBEPSITh U U3MEHSTH IlepeMeHHbIe sipa
U T OmHaKo OH He HMeeT JOCTylla K HCXOAHBIM ¢aiylaM sipa U paboTaeT TOJIBKO C
JI06aJIbHBIMU U CTaTUYECKUMHU CUMBOJIAMH, 6e3 OCTyIla K II0JIHOM OTIaZ0YHON MHPOpMAaIlUH,
Kak 3To pesaet kgdb.

/1711 HaCTPOMKU sfjpa C BKJIIOUeHHOM oAiepkKoM DDB 1o6aBbTe IapaMeTphl

options KDB

options DDB

B Balll KOHOUI'YPAITMOHHBIN paiiy, U repecobepuTe. (IlIogpobHOCTH 0 HacTpoiike saapa FreeBSD cwm.
B PykoBojcTBe FreeBSD).

[Tocse 3arpysku sigpa DDB cyilecTByeT HECKOJIBKO CIIOCOO0B BOUTH B Hero. IIepBBIM U CaMblid
pPaHHUM cHoco6 — HCIOJAb30BaTh ¢Qar 3arpy3kd -d. SIpo 3aIyCTUTCS B PeXXKUMe OTIafKA U
nepeiijer B DDB 10 Havasa oOHapy’KeHHUs JIFOO0r0 K3 YyCTpPOMCTB. TakuM 06pa3oM, MOKHO
OTJIQ)KUBAaTh Jake QYHKIIMU OOHapyXUTh (probe)/ mpucoeguHUTh (attach) ycrpoiucrs. Ao
HUCII0JIb30BaHUSI 3TOTO METOJa BBIMINTE M3 MEHI0 3arpy3Kd 3arpy3umka U BBeauTe boot -d B
KOMAaHJHOM CTPOKe 3arpy3dyuKa.
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BTOpo ciieHapHUi — ITeperTH B OTJIA{UUK II0CJIe 3aTPY3KH CUCTeMBI. ECTh /IBa MPOCTHIX croco6a
3TO cAesaTh. ECJIM BBl XOTUTe IIepeUTH B OTIaJUUK M3 KOMaHTHOM CTPOKHU, IIPOCTO BBEAUTE
KOMaHJY:

# sysctl debug.kdb.enter=1

B xauecTBe albTepHAaTUBLI, €CJIHM Bbl HAXOAUTECH 38 CUCTEMHOM KOHCOJIBI0, MOYKHO UCII0JIB30BATh
rOpg4Yyl0 KJIaBUINY Ha KJjaBuhaType. CTaHZapTHONM KOMOMHAIMeM sl Ilepexofla B OTJIaJUUK
apisgercsa Ctrl + ALt + ESC. B syscons 3Ta II0CJIe0BAaTEILHOCTh MOYKET OBIThH IlepeHasHadyeHa, ’
HEKOTOpbIe pacHpoCTpaHEHHbIE PACKJIALKU KJIaBUATyphl [eal0T 3TO, II03TOMY ybeauTech, UTO
3HaeTe IIPaBWIbHYI KOMOMHaiuw. /I IIOC/jief0BaTeJbHBIX KOHCOJIEHM [OCTyIIHa OIII[Ud,
IIO3BOJISIOIIAsd MCIIOJb30BaTh CHUrHaJd BREAK Ha JIMHMM KOHCOJM i1 BXoma B DDB (options
BREAK_TO_DEBUGGER B xKoHpHUTYpaliTMOHHOM ¢arije sfapa). ITO He YCTAHOBJIEHO 110 YMOJYaHUI), TaK
KaK CYIIeCcTBYeT MHO>KECTBO IIOCJIe0BaTeJbHBIX afalTepoB, KOTOpPble U3JIHUIIHE TeHepUPYIT
ycaoBue BREAK, HanlpuMep, IPHA OTK/II0UEHUH KabeJId.

TpeTuii crioco6 3akar4aeTcss B TOM, UTOOBI Jr060e yCJI0BHe IIaHUKU Iepexonwyio B DDB, eciau
SIPO HaCTPOEHO Ha ero MCIIoJIb30BaHue. [10 3TOM IIpUYKHe He peKOMeH/1yeTCsl HacTpauBaTh SIpo
¢ DDB 11 MalliuHeI, paboTaroleii 6e3 IIprucMoTpa.

JIJ1s1 TT0JTyYeHUsI HEMHTePaKTUBHOU QYHKITMOHAJIBHOCTH L00aBbTe:

options KDB_UNATTENDED

B ¢aiyl KOHQUTYpallMU sipa U [lepecobepuTe/iepeycTaHOBUTE SIPO.

Komanzasl DDB nmpuMepHO HAallOMHUHAKT HEKOTOpble KOMaHAb! gdb. IlepBoe, UTO BaM, BEPOATHO,
HY>KHO CZieJIaTh, 3TO YCTAHOBUTH TOUKY OCTaHOBA:

break function-name address

Ypcsta 110 YMOTYaHUI0 HHTEPIIPETUPYIOTCS KaK IIeCTHAIIaTeEPUUHbIE, HO UTOOBI OTJIUUUTH UX OT
CUMBOJILHBIX HMMeH, IIIeCTHA/I[aTepUYHbIe UYHCJIa, HaUWHAIOIIMecs C OYKB a-f, JOJDKHBI
IpeaBapsITHCS IpedUKcoM Ox (IJIT OCTaTbHBIX YHCEJI 3TO Heo6s13aTesIbHO). [[0ITyCKATCs IIPOCThIe
BBIpa’KeHUs, HampuMep: function-name

0x103.

[[JIH BBIXOa U3 OTJVIa/TYHKA U IIPOO/IDKEHHA BBIIIOJTHEHHA BBEIUTE:

continue

Uit II0JIYy4€HHA TPACCHUPOBKHU CTE€KaA TEKYIIIET0 IIOTOKA I/ICHOJIBSYI;'ITQ:

trace
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[t II0/Iy4eHHs TPaCCHUPOBKH CTEKa ITPOM3BOJILPHOTIO IIOTOKA YKa’*>KHUTe I/IﬂeHTI/I(I)I/IKaTOp IIpo1iiecca
Hiiu I/I,ILEHTI/IQ)I/IKaTop IIOTOKa B KadeCTBe BTOPOT'0 apryMeHTa KOMaH/IbI trace.

Ecyii BBl XOTUTE YAAIUTH TOUKY OCTaHOBA, UCIIOJIb3yHTe

del
del address-expression

[lepBast popMa OyzeT IIpUHATA Cpa3y Mocjae cpabaThIBaHUS TOUKHU OCTAaHOBA U yaJIgeT TeKYIIYIo
TOYKY OCTaHOBA. Bropast opMa MOYKET yAaIUTh JIF0O0YI0 TOUKY OCTaHOBA, HO HE0OXOJUMO YKa3aThb
TOYHBIH a/Ipec; ero MOYKHO ITOJIYYUTH U3:

show b
WIH:
show break

JIJIs1 TIOIIIaTOBOTO BBITIOJTHEHUS sI[pa IIOIPOOYUTe:

9TO II03BOJIUT BOUTHU B CIJYHKLII/II/I, HO BBI MOXKeTe 3acTaBUTHL DDB oTciie;kuBaTh UX [0 TOCTHKEHUSI
COOTBETCTBYVIOIIETO oIlepaTopa return ¢ IOMOIIBIO:

o JdTo oTsIMUaeTcs 0T olepaTopa next B gdb; aTo 1moxoske Ha finish B gdb. HaskaTue n
60Jiee OJTHOTO pa3a IIPUBEET K IIPO/I0JKEHUIO.

JUIs TIpoCMOTpa JaHHBIX B IaMSATH UCII0JIb3yiTe (HaIpuMep):

x/wx 0xf0133fe0,40
x/hd db_symtab_space
x/bc termbuf,10

x/s stringbuf

I JOCTyIIa K CJI0BaM/II0JIyCI0BaM/6auTaM U 0TOOparkeHus B
IIIeCTHaAIaTePUYHOM/[eCATUYHOM/CUMBOJIBHOM/CTPOKOBOM $opmaTe. YHCI0 IIOC/Ie 3alsaTOHU
yKasblBaeT KOJMYECTBO OOBEKTOB. /11 0TOOparkeHHs ciaefyroimux 0x10 3eMeHTOB IIPOCTO
BBeJIUTeE:
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x ,10

AHaJIOTUYHO, I/ICHOJIBBYIL/'ITG

x/ia foofunc,10

IJIsT au3acceMOIMpoBaHUs MepBbIX 0x10 MHCTpyKIuiM ¢yHKIMU foofunc M MX oToGparkeHUS
BMecCTe C UX CMellleHHeM OT Hauasa foofunc.

/17151 3aIIUCH B ITaMSITh UCIIOJIB3yHTe KOMaHy write:

w/b termbuf @xa @xb 0
w/w 0xf0010030 0 0

MogudukaTtop KoMaH/bl (b/h/w) ompenesseT pasMep JAaHHBIX JJIsT 3aIIMCH, IIepBOe CJefyIolee
BBIPaYKEHHE — 3TO aJipec IS 3aIlHCH, a OCTaJIbHOe UHTEPIIPETHUPYETCS KaK JaHHbIEe /I 3aITUCH B
TIOC/IeTYIOIITHE STUEHKHU TTaMSITH.

Eciiz Bam HEOGXO,I[I/IMO Y3HATh TeKYIIlee COAEPKMMO€E PETUCTPOB, BBEJUTE!:

show reg

Taxyxke MO>KHO 0T06paBI/ITI: 3Ha4YeHHe OTHOI'O perucTpa, HallpyMep:

p $eax

U U3MEHHUTDH €TI0 C IIOMOIITBIO:

set $eax new-value

Ecsii BaM moTpebyeTcsd BbI3BaTh HEKOTOPBIe QYHKITUM sApa U3 DDB, IpoCcTo HaIIMIIIUTe:

call func(argl, arg2, ...)

ByzeT BbIBe/IEHO BO3BpalllaeMoe 3HaUeHHUe.

Jl1s1 BEIBOZIa MHPOPMAITUH 0 BCeX 3allyIIeHHBIX IIpoIleccax B CTUJIe ps(1) UCIIOIb3yHTe:

)

Tenepb BBI BBIICHUJIU IIPUYHUHY c6os sgapa U XO0THUTE BBIIIOJIHUTE IT€PE3arpysKy. I[TomHUTE, UTO B
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3aBHCHMOCTH OT CEpbe3HOCTHU IIPpeabIAYIIIero c60s1 He BCe YaCTU gapa MOI'yT pa60TaTb KOPPEKTHO.
BrImiosiHUTE OQHO U3 CJIEAYIOIITNUX ﬂeﬁCTBHﬁ [JId 3aBepHIIeHUd paGOTBI H 11epe3arpysKu CUCTeMBbI:

panic

JTO HpPUBENET K JaMILy si/ipa U Ilepe3arpyske, 4TOOBI I103’Ke MOKHO OBLJIO IIpOaHaJIN3UpPOBaTh
laMII Ha 60J1ee BRICOKOM yPOBHE C IOMOIIBI0 kgdh(1).

call boot(0)

MoskeT OBITH XOPOIIUM CIIOCOO0M YKCTO 3aBepIIUTh paboTy paboTaroiei CUCTeMBbl, sync() Bce
IVCKU M, HAaKOHell, B HeKOTOPBIX CJydasdx Ilepe3arpysuTbcd. Iloka HMHTepdeiChl AUCKOB U
$alIOBBIX CHUCTEM d/ipa He IIOBPEXKIEHBI, 3TO MOXKeT OBITH XOPOIIHUM CIIOCOO0M [JIg IIOYTH
YMCTOIO 3aBepIleHUsa paboThl.

reset

JTO IOCIefHUH CII0c00 M306eKaTh KaTaCcTPOQBI, M OH IIOYTH TaKOH JKe, KaK Ha’kaTHhe Ha boJsIbIIyIo
Kpacuyro KHOIKy.

Ecyii BaM Hy>KHa KpaTKasi CBO/IKa KOMaH/l, IIPOCTO BBE/IUTE:
help

HacTogaTesTbHO peKOMeHIyeTCsl UMeTh pacliedaTaHHYI0 KOIIUI CTPaHUIbI pyKoBoAcTBa ddb(4) ajs
ceaHca omIagky. [[OMHUTe, YTO YUTATh OHJIAWH-PYKOBO/ICTBO BO BpeMs ITOIIIar0BOTO BBITIOJIHEHUS
7ipa CJI0KHO.

10.4. OravH-0T/IaAKa sIApa C UCII0JIb30BaHUEM
yaajgaeénHoro GDB

Snpo FreeBSD npepocrasiisieT BTOpou 6akeH A KDB 114 0Ty1afKy B peajibHOM BpeMeHU: gdb(4).

GDB paBHO IIO[flep)KHUBaeT YOA/E€HHYH0 OomaadKy. ITO OCYIIeCTBJSeTCd C IIOMOIIBI0 OYeHb
IIPOCTOr0 IIPOTOKOJIA 4epe3 IIOCIe[oBaTeJIbHOe COeJHUHeHHe. B omIMuHhe OT JPYyIMX METO[O0B
OTJIa[KH, OIIMCAHHBIX BBIIIe, IJII 3TOTO INOTPeOyrOTCI J[ABe MaIIMHBL. OfHa — 3TO XOCT,
IIPeJOCTaBJIAIONINMI Cpesly OTJIaZKH, BKIK0Yasl BCe MCXO/JHbIe TEKCTH U KOIIMI0 GMHAapHOro dariia
s7ipa Co BCeMH CUMBOJIaMU. /lpyras — IiejieBas MalllHa, Ha KOTOPOM 3allyllleHa KOIIKS TOTO Ke
camoro sapa (Bo3M0>XKHO, 6e3 0T/IaZl0YHOM HHPOPMAaLUH).

YToO6BI UCI0JIH30BaTh yaJIEeHHBIH GDB, y6eauTech, UTO CJIeyIOIIMEe TapaMeTPhl IPUCYTCTBYIOT B
KOHOUTYpaIiy Balllero siapa:

makeoptions DEBUG=-g
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options KDB
options GDB

ObpaTuTe BHHMaHHe, 4TO onnusa GDB oTk/IrOUeHa 110 yMoa4aHUIO B gapax GENERIC mis BeTOk
-STABLE u -RELEASE, Ho Bk1toueHa B -CURRENT.

[Tocste COOPKHU CKOIIMPYWUTe SAPO HA IleJIeBYH0 MAIIMHY UM 3arpysure ero. IIoAKIH4UTe
I1ocJIeloBaTeIbHbBIM IIOPT 11eJIeBOM MalllHbL, Y KOTOPOTO Ha YCTPOMCTBe uart yCTaHOBJIEHBI ¢pyiaru
"080", K JIT060MY ITOCJIe0BATEIHLHOMY IIOPTY OTJIAZ0YHOM MaIluHBL. [1oApO6HOCTH 0 HaCTpPOMKe
¢$JiaroB Ha yCTPOMCTBe uart CMOTpPHUTe B uart(4).

[TesteBast MalllHA JTOJDKHA OBITH TIEPEBe/IeHa B PesKUM OT/IafguuKa GDB, 160 13-3a HaHUKH, JTU60
IIyTeM IIpeJTHaAMepeHHOI0 Ilepexo/ia B OTVIaAuUK. [lepe] 3TUM BbhIGepUTe 6aKeH T oTaagurka GDB:

# sysctl debug.kdb.current=gdb
debug.kdb.current: ddb -> gdb

[logmep>kBaeMble  GIKeHABI  MOJXKHO  BBIBECTH C  IIOMOINbIO  sysctl
debug.kdb.available. Eciin koHQUrypamud sapa BkiarovdaeT options DDB, To ddb(4)

o OyzeT BbIOpaH 110 ymosyaHuw. Ecii gdb He oTOoOpa’kaeTcd B CIIUCKE JOCTYITHBIX
09KeH/I0B, 3HAYUT, I0CJe0BAaTEeJbHBIM HOPT OTJIaJKU MO>KET OBITH HacTpOoeH
HeIIPaBUJILHO.

3aTeM IIPUHYIUTEILHO BOUANTE B OTJIAJUUK:

# sysctl debug.kdb.enter=1
debug.kdb.enter: OKDB: enter: sysctl debug.kdb.enter

[lesleBag MalllMHa Tellephb 0XKUJAET IIOAKIUYEHU 0T yAaJIéHHOTo KiareHTa GDB. Ha mammuHe g
OTJIaJKU ITepeyiuTe B KaTaaor COOPKH I1eJIeBOTO safpa U 3arrycTure gdb:

# cd /usr/obj/usr/src/amdb4.amd64/sys/GENERIC/

# kgdb kernel

GNU gdb (GDB) 10.2 [GDB v10.2 for FreeBSD]
Copyright (C) 2021 Free Software Foundation, Inc.

Reading symbols from kernel...
Reading symbols from /usr/obj/usr/src/amd64.amd64/sys/GENERIC/kernel.debug...
(kgdb)

VHUITHATTU3UPYHATEe CceaHC YHAMEHHOM OTIafgKu (IIpefriosiaras, 4YTO HCIIOJIb3YeTCs IIepBBIH
II0CJIe/IoBaTeIbHBIHU IIOPT) C IIOMOIIbIO:

(kgdb) target remote /dev/cuau®
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Bamr xocTUHT GDB Teneps ITOJIYUYUT KOHTPOJIb HaJl I1eJIeBBIM STPOM:

Remote debugging using /dev/cuau®

kdb_enter (why=<optimized out>, msg=<optimized out>) at
/usr/src/sys/kern/subr_kdb.c:506

506 kdb_why = KDB_WHY_UNSET;

(kgdb)

B 3aBUCHUMOCTH OT HCIIOJIb3yeMOro KOMIIMJIATOPA, HEKOTOphle JIOKaJIbHbIe
mepeMeHHble MOTYT OTOOpakaThCAd KakK <optimized out>, 4TO He MO3BOJISIET UX
HaIIpSIMYI0 HCCIefoBaTh C IMOMOIIBI0 gdb. ECaiM 3TO BBI3bIBaeT IpPOOJIEMBI IIPU

@ OTJIaiKe, MOXKHO COOpaTh SApO0 C IOHMO)KEHHBIM YPOBHEM ONTHMM3allid, UTO

- MOKeT YJAYYIIUTh BUAUMOCTH HEKOTOPBHIX IIepeMeHHBIX. ITO MOXKHO C/iesIaTh,
nepenaB COPTFLAGS=-01 B make(1). OmHaKo oIpe/ieIEHHbIE KJIAaCcChl OIITUOO0K B sIipe
MOTYT HpPOSABIATHCA HHauve (WM BOOOIE He IIPOSBIIATBHCI) IIPU HM3MeHEeHUU
YPOBHS OIITUMU3AIINM.

BBl MOJKeTe HCII0JIb30BaTh 3TOT CeaHC IIOYTHU Kak JI0OOM Apyroi ceaHc GDB, BK/IroYas IIOJHBIA
IOCTYII K UCXOZHOMY KOAy, 3aIlycK B pexkuMe gud (Grand Unified Debugger) BHyTpHu okHa Emacs
(4To FaéT aBTOMaTHYeCKOe 0TOOpa’keHHe MCXOJHOI0 KOZja B IpyroM OKHe Emacs) u T.z1.

10.5. OT1agKa apaBepa KOHCOJIHA

[TockosbKy [utd pa6oTel DDB TpebyeTcsa gpaidiBep KOHCOJIM, CUTYallUs YCIOXKHIETCS, €CIU CaM
ApaiBep KOHCOJIM HeUCIIpaBeH. BO3MO0’XHO, Bbl BCIIOMHHUTE O BO3MOKHOCTH HCIIOJIb30BaHUSI
II0CJIeloBaTeJIbHOM KOHCOJMM (JIM60 ¢ MOAUPUITMPOBAHHBIMHU 3arpy30YHBIMU OJIOKaMH, JIHM6O
yKasaB -h B cTpoke Boot:), IOAKJIIOUUB CTaHAAPTHBINA TEPMHHAJI K IIEPBOMY II0C/I€J0BATEIbHOMY
nopty. DDB pa6oTaet ¢ Jito6bIM HaCTPOEHHBIM [IpaliBepoOM KOHCOJIY, BKJIHYas I10CJIe/l0BaTeIbHYI0
KOHCOJIb.

10.6. OT;1aAKa B3aUMOOJIOKHPOBOK

Bbel MO’KeTe CTOJIKHYTBhCI C TaK Ha3blBaeMbIMU B3aMMOOJIOKMPOBKAMH — CHUTyallyel, KOorzia
CcUCTeMa IlepecTaeT BBIIIOJHATH II0JIE3HYI0 paboTy. UTOOBI IIPeLOCTaBUThH II0JIE3HBINM OTYET 00
OoIIMOKe B TaKOM CUTyalluy, Hcrosb3ynrTe ddb(4), KaK OIIMCAaHO B IIpeABIAYIIEM pasfele.
BK/IFOUMTE B OTYET BHIBOJ KOMAaH/ ps U trace I IIO03PUTEIbHBIX IIPOIIECCOB.

Eciii BO3MO>KHO, pacCMOTpPUTE IIPOBeJleHHe MAOIIOJTHUTEJbHOIO HCCIefloBaHUs. IIpuBeeHHBIH
HIDKe peIeliT 0COGeHHO II0JIe3eH, eCJM BBl II0[j03peBaeTe, YTO B3auMHas OJIOKMPOBKA
IIPOUCXOAUT Ha ypoBHe VFS. /lo6aBbTe CiIeAyIoIe TapaMeTphl B Gaiisn KOHPUTyparyu sapa.

makeoptions DEBUG=-g
options INVARIANTS
options INVARIANT_SUPPORT
options WITNESS

options WITNESS_SKIPSPIN

122


https://man.freebsd.org/cgi/man.cgi?query=make&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=ddb&sektion=4&format=html

options DEBUG_LOCKS
options DEBUG_VFS_LOCKS
options DIAGNOSTIC

[Ipy BO3HUKHOBEHUH B3aHMOOJIOKMPOBKHM, IIOMHMO BBIBOJIAa KOMaHIBI psS, IIpefoCTaBbTe
nHbopmanuro us show pepu, show allpepu, show locks, show alllocks, show lockedvnods m alltrace.

JI7Is1 TIOJIy4eHUsI OCMBICJIEHHBIX TPAaCCHPOBOK CTeKa /IS IIOTOKOBBIX IIPOIIECCOB MCIIONIB3YHTE
thread thread-id I IepekyroueHUd Ha CTeK II0TOKA M BBIIIOJHUTE TPACCHPOBKY C IIOMOIBIO
where.

10.7. OTi1agka aapa ¢ moMouis Dcons

dcons(4) — aTo O4YeHb IIPOCTOM ApariBep KOHCOJIU, KOTOPHIM He CBA3aH HAIIPSIMYI C KAKUMU-JIU00
¢Hr3MyeCKUMH yCcTpoicTBaMU. OH IIPOCTO YUTaeT U 3allMChIBaeT CUMBOJIBI U3 Oydepa B sApe UIU
3arpysumke U o6paTHO. byiaromaps cBoeM IIPpOCTOTe OH OYeHb IIOJIe3eH i1 OTIaAKH snpa,
0cob6eHHO c ycTpocTBoM FireWire®. B HacTosiiiee BpeMs FreeBSD mpegocTrasiisieT fjBa criocoba
B3aUMOJIeHCTBUA ¢ 6ypepoM U3BHeE spa ¢ moMoiibro dconschat(8).

10.7.1. Dcons uepe3 FireWire®

BosibIIIMHCTBO KOHTPOJLIepoB FireWire® (IEEE1394) ocHoBaHEI Ha crierupukanyu OHCI, xoTopas
nojjiepkuBaeT GU3UUEeCKUN AOCTYII K IIaMsITH X0CTa. ITO 03HayaeT, UTO I10C/Ie HHUIMAIU3alluu
KOHTpOJIJIEpa X0CTa MBI MOXKeM IIOJIYYUTh JOCTYII K ITaMATH X0cTa 6e3 IIOMOIIY IIPOrPaMMHOIO
obecrreyeHus (g7pa). MBI MOYKeM MHCIIOJIB30BaTh 3Ty BO3MOYKHOCTH [JI1 B3aWMOJEMUCTBUA C
dcons(4). dcons(4) mpemocTaBiageT QYHKIIMOHAJIBbHOCTL, AaHAJOTHMYHYI0 II0C/Ie[0BaTeIbHOMN
KOHCcoIM. OH aMyJIMpyeT /iBa I10CJe/loBaTeIbHBIX II0PTa: OAUH /I KOHCcoau U DDB, npyroi mis
GDB. IIOCKOJIBKY YZAAJEHHBIM [JOCTYIl K IIaMATH IIOJTHOCTBIO Oo6pabaThIBaeTcd amliapaTHBIM
obecrieueHueM, 6ydpep dcons(4) ocTaéTcd LOCTYIIHBIM Ja)ke IIPU Kpaxe CUCTEMBIL.

YerpoiictBa FireWire® He TOJIBKO BCTPaMBAKOTCA B MaTepPUHCKHe ILIATHL. /IS HACTOJBHBIX
KOMIIBIOTEPOB CyllecTBYOT PCI-KapThl, a A1 HOYTOYKOB MOJXKHO IIpHOOpecTH HHTepderc
CardBus.

BxurroueHue nogaep>Kku FireWire® u Dcons Ha 11e/ieBOM MallluHe

YUT0O6BI BKJIIOUHUTH IIOep>KKY FireWire® u Dcons B gpe ye1e80U MAWUHDL:
* V6emuTech, UTO Ballle AP0 IoAfgep>kKuBaeT dcons, dcons_crom ¥ firewire. Dcons moJDKeH OBITH
CTaTUYeCKH CBSA3aH C 9ApoM. /lg dcons_crom ¥ firewire MOAYJIN JOJDKHBI IIOJIOUTH.

* V6egurech, urTo ¢u3Myeckud DMA BKiIOYeH. B03MO)XHO, IIOTpeOyeTcsa [006aBUTH
hw.firewire.phydma_enable=1 B /boot/loader.conf.

» Jlo6aBbTe mapaMeTpHI I OTJIAJKU.
» Jlo6aBbTe dcons_gdb=1 B /boot/loader.conf, eciiu BrI ucriosib3dyete GDB yepe3 FireWire®.
* BxurrouuTe dcons B /etc/ttys.

e JTO He00sI3aTeJbHO: UTOOBI IIPUHYAHUTEJIBHO COe/IaTb dcons BLICOKOYpOBHEBOfI KOHCOJIBIO,
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no6aBbTe hw. firewire.dcons_crom.force_console=1 B loader.conf.
UTO6BI BKJIOUUTH TOAepKKY FireWire® u Dcons B loader(8) Ha 1386 v amd64:

Jlo6aBbTe LOADER_FIREWIRE_SUPPORT=YES B /etc/make.conf 1 mepecobepurte loader(8):

# cd /sys/boot/i1386 && make clean && make && make install

UTo6bl BKIKYUTH dcons(4) B KayeCTBe aKTHUBHOM HU3KOYPOBHEBOM KOHCOJIM, [00aBbTe
boot_multicons="YES" B /boot/loader.conf.
BOoT HeECKOJIbKO HOpuUMepoB KoHurypanuu. O6paser; ¢aiyla KOHOUIYpAITUU Spa MOXKET

CO/Iep KaTh:

device dcons

device dcons_crom

options KDB

options DDB

options GDB

options ALT_BREAK_TO_DEBUGGER

U obpasers /boot/loader.conf MOKeT comepKaTh:

dcons_crom_load="YES"

dcons_gdb=1

boot_multicons="YES"
hw.firewire.phydma_enable=1
hw.firewire.dcons_crom.force_console=1

BxuiroueHue noaaep KKy FireWire® u Dcons Ha IJIaBHOM MallluHe

YT00OBI BKJIKOYHATH IOAEPKKY FireWire® B si[pe Ha O0CHO8HOU MAWUHe:

# kldload firewire

Ompepesmute EUI64 (YyHUKaAZbHBIM 64-OMTHBIM HIAeHTHGHUKATOP) KOHTposiepa FireWire® wu
ucrosb3dyure fwcontrol(8) umu dmesg, uTo6b61 HariTU EUI64 11€71€BOM MaIlIUHEI.

3amyctute dconschat(8), c:

# dconschat -e \# -br -G 12345 -t 00-11-22-33-44-55-66-77

CiepytoIyie KOMOMHAIIMN KJIaBUIII MOTYT GBITH UCII0JIb30BaHbI IT0CJIe 3airycka dconschat(8):

~ ot OTCcoeIUHUTHCA
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~ ALT BREAK
~ ITEPE3ATPY3UTD (RESET) 11es1eByr0 MallluHY

~ ITpuoctaHoBUTH dconschat

[IpucoeguuuTe yaanéHHbeId GDB, 3anmycTus kgdb(1) c ceaHCcOM yAaIéHHOM OTIaKHU:

kgdb -r :12345 kernel

HekoTopbIe 00IIHe PEKOMEHIAIHH

BOT HECKOJILKO OGIITMX COBETOB:

UToOBl B IIOJIHOM Mepe MCII0JIb30BaTh CKOPOCTh FireWire®, OTK/IIOUMTE APyrhe MeJJIeHHBbIe
IparBephl KOHCOJIU:

# conscontrol delete ttyd@ # serial console
# conscontrol delete consolectl # video/keyboard

Cy1tectByeT pexxuM GDB gy1g emacs(1); BOT 4TO HY>KHO J06aBUTH B Balll .emacs:

(setq gud-gdba-command-name "kgdb -a -a -a -r :12345")
(setq gdb-many-windows t)

(xterm-mouse-mode 1)

M-x gdba

10.7.2. Dcons c KVM

MBI MoO)KeM HaIpsiMyr 4uTaTh 0ydep dcons(4) depe3 /dev/mem pjs1 pabOTAIOIUX CUCTEM U B
JaMile IIaMSITH I CUCTeM II0CJIe aBapuU. ITO JaéT aHAJIOTHYHBIN BBIBOJ, KOMaH/e dmesg -a, HO
6ydep dcons(4) comep>KUT 60JIbIIe HHOPMAaIIUHU.

Hcnonbp3oBaHue Dcons ¢ KVM

1 ucriosib3oBaHud dcons(4) ¢ KVM:

Jamir 6ydepa dcons(4) paboTaroieil CUCTEMBI:

# dconschat -1

Jami 6ydepa dcons(4) aBapUHHOIO AaMIia:

# dconschat -1 -M vmcore.XX

OTsajKa siipa B peaJIbHOM BpeMeHHU MOJKeT ObIThH BBIIIOJIHEHA Yyepes:
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# fwcontrol -m target_eui64
# kgdb kernel /dev/fwmem@.2

10.8. I'toccapuii mapaMeTpPoOB sAApa AJIA OT/IagKHU

B 3TOM pasjesie IpeJCTaBJeH KpaTKHUH IJI0CCAapUU ITapaMeTPoOB SApPa, YKAa3bIBaeMBIX IIPH
KOMITHJISIITIY ¥ OTHOCSIIITUXCS K OTJIaJTKe:
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options KDB: BKyIrouaeT GperMBOPK OTIAAKU sapa. Heo6xogum 11 options DDB u options GDB.
[IpakTHUUYeCKH He BJIHSET Ha IIPOU3BOAUTEILHOCTD. [10 yMOJTUaHUIO OTJIaJUUK Oy/IeT 3aIlyleH
IIpU IIaHUKEe BMeCTO aBTOMaTHUUeCKOU Ilepe3arpysKHu.

options KDB_UNATTENDED: wm3meHsdeT 3HayeHHe II0 YMOJYAaHHUIO CHUCTEMHOM HAaCTPOMKU
debug.debugger_on_panic Ha 0, YTO yIpaBJsieT BXOJOM B OTJIQUUK IIPU ImaHUKe. Ecau options
KDB He BKOMIMJHMPOBAHO B PO, IIOBeJeHHWe II0 YMOJYaHHIO — aBTOMaTHYecKas
Iepesarpyska IIpU ITIaHHUKe; eCIM 0HO BKOMIIMJIUPOBAHO B AP0, II0OBeIeHNe 110 YMOJIUYaHUI0 —
Iepexoq B OIAAYUK, ecIM He BKoMImMpoBaHa omnrusa options KDB_UNATTENDED. Ecim BBI
XOTUTe OCTaBUTh OTJIAJUUK s/ipa BKOMIIWJIMPOBAHHBIM B S/Ip0, HO JKejlaeTe, YTOOBI CUCTeMa
Iepesarpy’kajiacb, II0Ka BBl He TOTOBBI HCIIOJIb30BaTh OTIAAUYUK [JIA [IHArHOCTHUKHY,
HUCII0JIb3YHTE 3TY OIILIUIO.

options  KDB_TRACE: m3MeHseT 3HauyeHHe II0 YMOJYAaHHUI0O CHCTEMHOM HAaCTPOMKHU
debug.trace_on_panic Ha 1, 4TO yIIpaBJisieT aBTOMaTHU4YeCKUM BBIBO/IOM TPAaCCUPOBKHU CTeKa IIPHU
naHukKe. OCOOeHHO I10JIe3HO IIPU UCII0JIb30BaHUM € options KDB_UNATTENDED, Tak Kak II03BOJIIET
cobpaTh 6a30BYI0 OTJIaZJ0OYHYI0 MHPOPMAITUI0 Ha II0CJIe0BaTeJbHOM KOHCOJIU WU KOHCOIU
FireWire, mpopio/pKas Iiepe3arpysKy I BOCCTaHOBJIEHUS.

options DDB: BKJItOUaeT HOAAEP>KKY KOHCOJBbHOIO OTaguuka DDB. 3TOT HWHTepaKTHUBHBIA
OTJIafUUK paboTaeT HA AaKTUBHOM HU3KOYPOBHEBOM KOHCOJM CHCTEMBI, BKJIIOYas
BUJIEOKOHCOJIb, IIOC/Ie[J0BAaTeJbHYI0 KOHCOJIb WU KOHCOJMb FireWire. OH ImpefocTaBJIsieT
6a3oBble BCTPOEHHEBIe Cpe/CTBa OTVIAAKHU, TaKKe KaK TpaCcCUpPOBKa CTeKa, CIIMCOK IIPOIecCOB U
IIOTOKOB, BBIBOJl COCTOSIHHUS OJIOKMPOBOK, COCTOSIHHMS BUPTYaJIbHOM NaMSTH, COCTOSHUS
$arsI0BOM CHUCTEMBI U yIIpaBJeHUA AApoM maMsaTh. DDB He TpebyeT paboThl IIPOTPaMMHOTO
obecrieueHHs1 Ha BTOPOM MalllHe WX BO3MO>KHOCTH CO3JaHHUs JaMIla IIaMITH WJIN IIOJHBIX
CUMBOJIOB OTJIAJKU sIpa, a TaKyKe IIPefoCTaBJIsgeT JeTaJbHYI0 NMAarHOCTUKY sgapa BO BpeMsd
BBIIIOJIHEHUS. MHOTrHMe OIMMOKHM MOIYT OBITh IIOJIHOCTBI0  JHUATHOCTUPOBAHBI C
HCII0JIb30BaHHEM TOJIBKO BbIBO/Ia DDB. 3Ta omnrus saBUCUT OT options KDB.

options GDB: BK/IrOYaeT IIOAAEP>KKY YAalIeHHOro oTaaguuka GDB, KOTOpeIM MOXKeT paboTaTh
yepes I1oce0BaTeIbHBIN Kabeab uiu FireWire. [Ipy BXozie B 0TJIafUUK MOXKHO IIOJK/IIOUUTH
GDB fj14 IIpOBEPKU COLEP>KUMOI0 CTPYKTYP, FeHepaliiy TPaCCUPOBKHU CTeKa U T.J. HekoTopsle
COCTOSHUS sfipa CJIOJKHee HCCIeloBaTb, yeM B DDB, KOTOPBIM CII0OCO6EH aBTOMaTHYeCKH
co3flaBaTh IIOJIe3HBIEe CBOJAKH COCTOSIHUSA s7pa, HaIpuMep, aBTOMaTHYeCKU OOXOAUTH
CTPYKTYPHI OTJIaLKU GJIOKUPOBOK WJIM YIIpaBJIEHUS IIaMATBHIO g7pa, HO JJI 3TOro TpebyeTcs
BTOpas MalllMHa C 3alylleHHbIM OTJIafuuKoM. C Jpyrod cTropoHbl, GDB o6bemuHseT
HUHPOpPMAIMI0 U3 KMCXOAHOIO KOZJA sfpa U IIOJMHBIX OTJIaJl0YHBIX CUMBOJIOB, 3HAeT IIOJIHbIE
oIlpefieJiIeHUs1 CTPYKTYP JaHHBIX, JIOKAJbHbIe IIepeMeHHble U IIO[Jep KUBaeT HallHCaHUe
CKPHIITOB. JTa OIS He TpedyeTcd g 3alrycka GDB Ha JaMile maMsaTH gfpa. JlaHHas OIIUA
3aBuCHUT OT options KDB.



» options BREAK_TO_DEBUGGER, options ALT_BREAK_TO_DEBUGGER: 1103BOJISIOT CHUTHAJIy IpPepPbIBaAHUS
WM aJIbTepHaTUBHOMY CHUTHAJIy Ha KOHCOJIM BOMTH B OJIaA4UK. EC/IM crcTeMa 3aBHucaeT 6e3
IIaHWKHW, 3TO IIOJIe3HBIM CII0COO IIOIIAaCTh B OTJIALUUK. [3-3a TeKyleil OJOKMPOBKHU fAApa
CUTHaJI IIpepbIBaHUs, CreHepUpPOBAHHBIM Ha IIOC/IEN0BATEJIbHOM KOHCOJIM, 3HAUUTEJIBHO
Hai&)KHee /I BXOJla B OTJIQJUMK W OOBIYHO peKoOMeHJyeTcs. /laHHas OIIHS OKas3bIBaeT
He3HauUTeJbHOEe WIU HYJIeBOE BIUIHUE Ha IIPOU3BOSUTEILHOCTD.

» options INVARIANTS: BKiIrO4aeT B AApO OO0JIbIIIOE KOJIWYECTBO IIPOBEPOK U TeCTOB BO BpeMsd
BBIIIOJIHEHHUsI, KOTOPEIE IIOCTOSHHO IIPOBEPSIOT IIJIOCTHOCTHL CTPYKTYP JaHHBIX sfpa U
WHBapUaHThl AJTOPUTMOB sApa. ITH TeCTbl MOIYT OBITH 3aTpPaTHBIMH, II03TOMY IIO
YMOJTYaHHUIO He BKJIIOYEHBI, HO OHU IIOMOIal0T 00ecIleuuTh II0JIe3Hoe IloBefieHue "fail stop”,
IIpU KOTOPOM OIIpe/ie/IéHHBIe KJIacChl HesKeslaTeJIbHOIO II0Be/leHU II0IIaZalT B OTIaAYUK /10
BO3HHUKHOBEHHUA IIOBPEXKAEHUS JaHHBIX Apa, YTO YIIPOIlaeT UX OTIaAKy. TeCThl BKIIOYAIOT B
cebsd OYHCTKY IaMATH U IIPOBEPKY HCIIOJIb30BaHUS IIOCIe OCBOOOXKAEHMS, UTO SBJISAETCH
OJHMM M3 HauboJiee 3SHAUMMBIX MCTOYHHUKOB HaKJIaJHBIX PACXO/0B. JTa OIIMA 3aBUCUT OT
options INVARIANT_SUPPORT.

» options INVARIANT_SUPPORT: MHorme TecTsl, IpucyTcTByroIIue B options INVARIANTS, TpeOGyroT
MOJHUPUITUPOBAHHBIX CTPYKTYP JaHHBIX UJIH OIIpe/ie/IeHUs JOII0THUTeIbHBIX CUMBOJIOB A/ipa.

» options WITNESS: aTa oIiusg BKJIIOUaeT OTCJIeKMBAHUE U IIPOBEPKY IOPsAAKa OGJOKUPOBOK BO
BpeMsl BBIIIOJIHEHUS, YTO SBJISIETCI HEOEHUMbIM HHCTPYMEHTOM [JI1 JUarHOCTUKU
B3auMO006I0KUpPOBOK. WITNESS mopzepkuBaeT rpad II0yYeHHBIX IIOPSALKOB OJIOKHUPOBOK II0
THUIaM GJI0KMPOBOK U IIpoBepsieT rpad Ha KaKAOM II0JIy4eHUU Ha Halu4ue IUKJIOB (IBHBIX
UMW HedBHBIX). EciM UK 0o6Hapy)XeH, Ha KOHCOJIb BBIBOAUTCA IIpeAyIIpesKkieHue U
TpacCUpPOBKa CTeKa, YKasbIBAWIllle Ha BO3MOXKHOE BO3HUKHOBEHHE B3aWMOOJIOKUPOBKHU.
WITNESS Heo6X0oauM [JI9 HCIIOJIb30BaHUA KoMmaHJ DDB show locks, show witness u show
alllocks. 3Ta oTIamoUYHas OIIIIUA CO3LAET 3HAUUTEJILHYI0O HarpPy3Ky Ha IIPOU3BOLUTEILHOCTD,
KOTOPYH MOKHO HECKOJIBbKO YMEHBIIUTH C IOMOIbI0 options WITNESS_SKIPSPIN. ITompo6Has
NOKYMeHTAIUs JOCTYIIHA B witness(4).

» options WITNESS_SKIPSPIN: oTkiirouaeT IIpOBEpPKY IIOpsAKa OJIOKUPOBKHM spinlock Bo BpeMs
BoIltosiHEeHUST ¢ WITNESS. IIoCKOJIBKY Spin-0JIOKMPOBKHM Yallle BCEro 3axXBaThIBAKTCI B
IUIAHUPOBII[MKe, & COOBITHUA IUIQHUPOBINMKA IIPOMCXOAAT YacCTO, 3Ta OIIUA MOXKET
3HAUMUTEJIbHO YCKOPUTBH CHUCTeMBI, paborarolue ¢ WITNESS. 3Ta ommus 3aBUCUT OT options
WITNESS.

o options WITNESS_KDB: wm3MeHsieT 3HaueHHe II0 YMOJYAaHUI CHCTEMHOU HACTPOUKHU
debug.witness.kdb Ha 1, 4TO IPUBOAUT K BXOAY B OTJIAAUUK IIPU OOHapy>KEeHUU HAapYyIIeHUs
ropsiika GJIOKMPOBOK BMECTO IIPOCTOrO BBIBOJA IIPeAyIIPesKAeHMWs. JTa ONIUSA 3aBUCUT OT
options WITNESS.

* options SOCKBUF_DEBUG: BBIIIOJIHATH PacIIUPEHHYI0 MPOBEPKY COIJIACOBAHHOCTU COKETHBIX
6ydepoB BO BpeMs BBIIIOJHEHUS, YTO MOXKeT ObITH II0JIe3HO AJI1 OTJIaJKU KaK OLIMOOK B
COKeTaX, TaK M COCTOSHHM TOHKHM B IIPOTOKOJIAX M [JpanBepax YCTPOMCTB,
B3aMMOJENMCTBYIOIIMX C COKeTaMH. /JlaHHasg  OIIUA  3HAYWTEJbHO  BJIHAeT Ha
IIPOM3BOUTEIBLHOCTb CETU U MOYKeT U3SMEHUTH BpeMeHHBbIe ITapaMeTpPhl B COCTOSTHUAX TOHKHU
IpariBepOB YCTPOMCTB.

» options DEBUG_VFS_LOCKS: oTciexuBaeT TOYKM IIOJydeHUs OJIOKMPOBOK Asa lockmgr/vnode,
paciupssa 06béM HHGOpMaLUY, oTobpakaeMor KoMaHoi show lockedvnods B DDB. /laHHas
OIILIYSI OKa3bIBaeT 3aMeTHOe BIIUSTHUE Ha IIPOU3BOIUTEIbHOCTE.
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options DEBUG_MEMGUARD: 3ameHa mu1sa malloc(9), ayjmokaTop maMsAaTH sifipa, KOTOPBIA UCIOJIbL3YeT
cucteMy VM 111 06Hapy KeHUs UTeHUs WU 3allUCU B 0CBOOOXKAEHHYIO TaMATh. [Iofpo6HOCTH
MO>KHO HaUTH B memguard(9). laHHas ONIUsA 3HAUYUTEILHO BINSeT Ha IIPOU3BOIUTEILHOCTD,
HO MOJKeT OBITh OYeHb I10JIe3Ha IIPU 0TJIa/IKe OIIIUO0K ITOBPeKAeHUs ITaMATH SIpa.

options DIAGNOSTIC: BK/IrOUaeT IOIOJHUTEJIbHbIE, 60jiee 3aTpaTHbIe [TUarHOCTUYEeCKHE TeCThI,
aHastoruuHble options INVARIANTS.

options KASAN: BK/IrOWaeT oTIaguuK ajapecoB sgapa (Kernel Address Sanitizer). 3To BKJIOUaeT
HHCTPYMEHTHUPOBaHUe KOMIIWISATOPA, KOTOPOe MOYKeT HCIIOJIb30BaThCd AJIs1 OOHApYKeHUS
HeJIOITyCTUMBIX OOpallleHHH K IIaMsITA B sApe, TaKUX KaK HCIOJb30BaHHe IIOCJIe
OCBOOOXKJeHUsI W IlepelloyiHeHHe Oydepa. B 3HAUUTeJLHOM CcTeleHU 3aMeHsieT options
DEBUG_MEMGUARD. ITogp0o6HOCTH U CIIMCOK IOAAEPKUBaeMBbIX IIaTGOpM cM. B kasan(9).

options KMSAN: BKJIFOUHMTH OTJIQJUUK MCIIOJIB30BaHUA ITaMATHU saipa (Kernel Memory Sanitizer).
J9TO BKJ/IIOUAaeT MHCTPYMEHTUPOBaHHE KOMIIMJIATOpPA, KOTOPOe MOXKeT MCII0JIb30BaThbCA I
oOHapy’>KeHHUs HCII0JIb30BaHUS HEMHUIIMAaJIU3UPOBAHHON ITaMATH. IIOAPOOGHOCTH M CIIMCOK
IIO/ilepKUBaeMbIX I1aTGopM cM. B kmsan(9).
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Yacts 1V: lIpnioxeHus
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